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From textual command line... ) .

sandia.gov/DS

$ dig +dnssec +noall +answer @a.gov-servers-het-sandia.gov ds

sandia.gov. 86400 IN DS 20739 7 1 3CA461FF5496BC72A772056489D944621EDA774E

sandia.gov. 86400 IN DS 207397 2 0C5¥F 8824665ACD1D8A132951B193C59FA7FE6CF7B1F82484C25
B410CDC6

sandia.gov. 86400 IN DS 36033 7 1 E338 C733D645B30CD5C912D9538

sandia.gov. 86400 IN DS 36033 7 2 4677626 9FD1D8DRSESDE10533D2B264A91A7BF1AB3AG6BFFC4C40
8A3752FF

sandia.gov. 86400 IN RRSIGDS 7 2 86400 20130423160022 2Q13D418160022 32416 gov. AJ1D8NdBoz...

sandia.gov/DNSKEY

$ dig +dnssec +noall +answer @ns1.ca.sandia.gov sandia gov dnske

sandia.gov.
sandia.gov.
sandia.gov.
sandia.gov.
sandia.gQuv-
sapefa.gov.
gandia.gov.

3600 IDN->< DNSKEY 25737 AWEAABSOHH
360071 ONSKEY 2573 7 AWEAAGWCW
360d /N 5537 A

N -
3600 M NSK 20739 sandia.gov. NvFgboaPz...
3600 IN RRSIGDNSKEY 7 2 3600 2013050771663 6480407100332 36033 sandia.gov. c+f2sq80E?7...

3600 IN RR DNSKEY 600 207130507100332 20130407100332 47459 sandia.gov. VMBjLV/M3...

www.sandia.gov/A

$ dig +dn

<Wwww.sandia.gov.

answer @Mn a_sandia.gov www.sandia.gov a
3600 1IN SNAM 5.sandia.gov.

3600 IN RR 600 20130507100332 20130407100332 47459 sandia.gov. qalx62vES...

sahp1305.sandia.gov. 3600 1N A
sahp1305.sandia.gov.3600 IN

132.175.81.4
RRSIGA 7 3 3600 20130507100332 20130407100332 47459 sandia.gov. Qzy5HIXxd...




...to graphical Web browser

= DNSViz polls all servers necessary
to analyze a DNS domain

= Consolidates data into graphical
Web interface: http://dnsviz.net/
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DNSSEC
validation status

= Secure — unbroken

chain from anchor to
RRset

sandia.gov/SOA
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DNSSEC
validation status

= |nsecure — chain that
securely terminates
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DNSSEC =
DNSKEY I
e i National
o e Laboratories
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Failures - nasa.gov
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(2012-01-18 18:13:16 UTC)

alg=5,1d=36946 4
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Different Records on Servers
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digest algs=1,2
com

(2013-08-08 20:42:3dl uTC)
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Same key id, different contents
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NSEC(3) Records — insecure delegati&tie-
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DNSKEY
CEm X
DNSKEY
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(2013-08-05 00:46:56 UTC)
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NSEC(3) Records — Other denial of
existence

DNSKEY

alg=7,id=11393

Gandia.gov/CNAME) (xcgqfsnrho.sandia.gov/A) (sandia.gov/AAAA)

sandia.gov
(2013-08-09 01:12:29 UTC)
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NSEC(3) Records - Wildcards h
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(2013-08-09 03:30:13 UTC)
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NSEC(3) Records and RRSIGs
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DNSKEY
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DS
digest algs=1,2

No RRSIGs covering NSEC3 RRs
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NSEC(3) Failures
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DNSKEY

irs.gov

alg=7, id=8283

DNSKEY
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- o ol o -————

. DNSKEY ‘ DNSKEY S
« alg=7,id=37824 ) ' alg=7,id=33239

et - = il

(2012-01-18 19:06:57 UTC)

-

\

(www.t axpayeradvocate.irs .gov/A)

taxpayeradvocate.irs.gov
(2012-01-18 20:14:29 UTC)

NSEC3 RR(s) don'’t properly cover
taxpayeradvocate.irs.gov/DS
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Multiple Paths ) e,
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DNSViz Features — Current ) ..

= DNSSEC authentication
= Chain of trust visualization
= Misconfiguration identification
=  Authoritative server response
= TCP/UDP responsiveness
= EDNS, DNSSEC, NSEC(3)
= PMTU issues
= Delegation correctness/consistency

= Response consistency

= Historical analysis
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DNSViz Features — Planned

= Full dependency analysis
= NS, MX, CNAME dependencies
= Real-time “at-a-glance” analysis
= API
=  RESTful Web API
= Structural analysis representation
= |ntegration with other tools/databases
= Perspectives
= Analysis looking glasses — different vantage points

= Cache introspection
= From server perspective
* From client perspective

= Passive feeds
= Subscriptions
= Email notification
= Feeds
= Other
= Performance optimization
= Various bug fixes, usability requests
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DNSViz — Architecture h) e,

= Database History

= 1St Generation — PostgreSQL
" No history — snapshot only
= Storage of meta information
= 2nd Generation — Cassandra
= History
= Full response storage
= 3rd Generation — PostgreSQL
= History, including migrated cassandra history
= Full response storage
* Index of response rdata, including DNSKEYs

= Current status
= Combination 2"d and 3™ generation code and data, partially migrated

20



Hosting, Development, and =
Involvement

Laboratories

= Hosting
"= Primary
= Web services
= Database
= DNS polling and analysis

= Secondary
= Distributed analysis looking glasses
= Development, discussion, and direction
= Features, priority, usefulness, etc.
= Development
" |ntegration into other tools

= |nvolvement

= How can involvement make this a more useful tool for the DNS
community? 21



