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Plan

• Maths

• DH and RSA examples

• Elliptic Curve Cryptography

• Application to DNSSEC
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Maths: modular group

• Finite field GF(pk) where p is a prime

• GF()\0 is a multiplicative group

• {1, a, a2, a3, ...} is a cyclic subgroup

• The number of elements (aka order) of the 
subgroup divides the order of the group

• So if p is prime, for all a: ap-1 = 1 [p]
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Example (DH)

• Cryptography needs a hard problem, on 
modular group it is the discrete logarithm 
in a prime field: get x from gx modulo p

• (gx)y = gxy = (gy)x

• Diffie-Hellman: private keys x and y, public 
keys gx and gy, shared secret gxy
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Example (RSA)

• Still modular arithmetics but different hard 
problem (factorization)

• Standard optimization (Chinese Remainder 
Theorem)
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Example (RSAbis)
Private-key-format: v1.2
Algorithm: 5 (RSASHA1)
Modulus:v5H9LklU1IOnga4ZfpY4FmG9PpsM0vdqmBTlhq51gSP16YFSNtlqtbZ1EOuWzFFEK2CHkSqu
94WVZf9eI6xGoiqLtaoJYskYlaS5YtollxlajjHjDuQx3qUQPj0NhqTnB2fC2Ia0zoRY6nPtUEMbKTlA7hP1
ToBZjg1ysHSsU=
PublicExponent: AQAB
PrivateExponent:j09kSrMbHdvbfJzEf7lagtiKiqNvmjefZOQFDOsIBnLjbSqMWXHubwddb4OaL1z0loQU
XgHFU3fVU7lI40+hbhhVqVOWNArCGNw4PIQAxt9YbzQSarHig94N5cGxtihtxKsQOHCEXOq178A
5Z8Y+oMdrNON7iBbJiF4hBiU=
Prime1:3FaPrE4kDph677DCaBXv6xoB3uEkczdhqP2Zaz1aeQMwy9WB9WsFvjFBtHYUkOFVEUieXsh
DZ3HXh2EKQnw==
Prime2:2v5OuPzqqmjiLzJ1wjoSZ59gu7WPnUz6IEXndNN84f8Q6ysNvgUhIiiNsbHxRwRsr4JnQVciSIFV
BC+2Gw==
Exponent1:t2Op2K8+tXnnKwSgn6ZfXDOYWn5PWSrgutLpAi5Zejj0Lp9EH5Reok1E5EnSkcOTmygmj
D9GGSV9T9hyEz1w==
Exponent2:ry7ENsNLzao9Vdgdz5O46VbeEfxhuEm9xVdmQlR0EC2EkT7mrdvmh3a9dG5m3E0J81yGQ
C/ryFIt6j1ohQ==
Coefficient:nRUfoHeAsses9nLX4T0+gTFGfztriD5H8CaBvxqGeORldPyWqpvtRwgzUNBc9c9LnEZIj9IV
83opFMuQ==

6



Elliptic Curves

• Finite field GF(p) (or GF(2m) but not for DNSSEC)

• Equation like: y2 = x3 +ax +b [p]

• With 0 a point at infinity: the curve

• Defined an addition on points (group of order ~p)

• A point G gives a subgroup {0, G, 2G, 3G, ...}

• The NIST selected curves without special 
properties over prime fields with a prime order
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Elliptic Curve Cryptography

• The hard problem (discrete logarithm, i.e., get n 
from nG) is still hard for small (and even special) 
primes

• For instance there is no known way to solve it 
other than the generic one (i.e., nothing better than 
brute force)

• Scalar multiplication is fast

• DH and DSA are ported as ECDH and ECDSA
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ECC pro & cons

• Far small keys and smaller signatures

• ECDSA signing up to 20 time faster than 
for equivalent RSA

• From DSA: verify is slower than sign

• From DSA: requires a per signature random 
number (no repeat)
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ECC & DNSSEC

• RFC 6605 with 256 and 384 bit ECDSA

• Supported by bind 9, nsd, unbound, etc

• Not supported by perl (Net::DNS::SEC)

• Supported by PKCS#11 API, recent HSMs but 
not yet by higher tools

• Seems to not yet be used in the real world (at 
the exception of ECC-GOST)
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Practice

• ECDSAP256SHA256 and 
ECDSAP384SHA384 (the first one is 
enough for today, the second is for long 
term or unexpected evolution)

• Should be supported by registries (but this 
has to be checked)
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Practice (details)

• NIST P-256 or P-384 standard curves

• Public key: uncompressed (i.e., two 
coordinates on 256/384 bits) form of EC 
Point

• Private key: 256/384 bit number

• Signature: pair of 256/384 bit numbers
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Other ECC

• ECC-GOST and future national algos

• ECDH proposal for TKEY modernization

• Push from crypto regulation bodies to 
replace RSA by ECDSA at medium term
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Conclusion

• For registry, caching server, etc, admins: be 
ECDSA ready

• For tool editors: update tools to support 
ECDSA
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Questions?
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