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•  What is bitsquatting?  Why should we care? 

•  Discussion of new bitsquatting attacks 

•  Bitsquatting statistics 

•  Mitigations for bitsquatting attacks 
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•  Bitsquatting is a form of cybersquatting which specifically targets 
bit errors in computer memory 

•  A memory error occurs any time one or more bits being read from 
memory have changed state from what was previously written 

•  By changing a single bit, a target domain such as “twitter.com” 
can become the bitsquat domain “twitte2.com” 

•  An attacker can simply register a bitsquat domain, wait for a 
memory error to occur, and afterwards intercept traffic, infect the 
client, … 
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•  Cosmic Rays 
High energy particles that strike the Earth as frequently as 10,000 per square 
meter per second 

•  Heat 
Operating a device outside the recommended operating environment. 

•  Nuclear Explosions 
Intense neutron emission from low yield nuclear explosions induce a sharp 
increase in the frequency of bitsquat requests 

•  Defects in Manufacturing 
Errors in memory have been traced to alpha particle emissions from chip 
packaging materials. 
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•  Original bitsquatting research was by Artem Dinaburg from 
Raytheon. He focused on bit flips in the characters of 2nd level 
domains and demonstrated that bitsquatting works! 

•  Python code was released by Dinaburg to compute bitsquats: 

 

•  Duane Wessels of VeriSign followed up with bitsquatting 
research that confirmed that the bit errors were not a 
result of the network DNS resolution process. (UDP 
checksums work) 
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•  RFC1035 declared the valid syntax for domain name labels, 
which was later refined under RFC1123. According to these 
RFCs, the only valid characters inside a domain name are: 

1.  A-Z 
2.  a-z  
3.  0-9 
4.  - (hyphen) 

•  The dots “.” which separate subdomains can also experience bit 
errors that cause them to become a lowercase ‘n’ and vice versa. 

 



© 2013  Cisco and/or its affiliates. All rights reserved. 10 

•  If a second level domain name contains the letter “n” and there 
are two or more characters after the letter “n”, then this is a 
potential bitsquat.   

•  Two example domains:  
“windowsupdate.com” has bitsquat “dowsupdate.com”  
“symantecliveupdate.com” has bitsquat “tecliveupdate.com” 
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•  If a 2nd level domain name uses 3rd level subdomains, these can 
be leveraged into bitsquat domains by replacing the “.” separating 
the 3rd and 2nd level domain labels with the letter “n”. 

•  Three example domains:  
“s.ytimg.com” has bitsquat “snytimg.com”  
“mail.google.com” has bitsquat “mailngoogle.com” 
“state.ny.us” has bitsquat “statenny.us” 
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•  One of the most popular contexts for a domain name to appear is 
inside of a URL, especially over HTTP.  For example, look at the 
popularity of the bitsquat domains which was originally published 
by Dinaburg in his 2011 research paper: 
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•  Inside a URL or href, forward slash characters “/” will act as 
delimiters separating the scheme from the hostname from the 
URL path 

•  The letter “o” can flip a bit to become the forward slash character 
“/”, cutting short the domain name.  
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•  Possible when a domain name in a URL contains the letter “o” 
and the preceding characters form a valid second level domain 
name. 

•  Most interesting aspect of this method is that domains at non-
public Top Level Domains (TLDs) can be targeted. 

•  A few examples:  
“tcoss.scott.af.mil” has bitsquat “tcoss.sc”  
“bop.peostri.army.mil” has bitsquat “bop.pe” 
“ecampus.phoenix.edu” has bitsquat “ecampus.ph” 
“trading.scottrade.com” has bitsquat “trading.sc” 
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•  Sometimes the slashes inside a URL or href can experience a bit 
error and become a lowercase letter “o” 

•  URLs will contain at least 2 slashes 

•  First 2 slashes separate scheme from hostname, a third slash 
may separate the hostname from the path. 

http://www.cisco.com/ 

•  Generally only bit flips of the second slash produce viable bitsquat 
domains 
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•  Some domains do not use 3rd level subdomain names.  For 
example, the domain slashdot.org.  When a domain does not use 
3rd level subdomains, it can be vulnerable to some additional 
types of URL delimiter bitsquats.  For example consider the URL: 
http://slashdot.org/ 

•  After a bit error in the second forward slash the URL becomes: 
http:/oslashdot.org/ 

•  Though the syntax is not valid, your web browser will typically 
helpfully correct for the missing slash and direct traffic to the 
domain “oslashdot.org”. 

•  As of December 2012 the team from no-www.org have 
catalogued 60,000 domains that do not use 3rd level subdomains  
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•  If a domain name does not use 3rd level subdomains and begins 
with the letter “o” it can be susceptible to another obscure form of 
URL delimiter bitsquat. For example consider the URL: 
http://oreilly.com/ 

•  After a bit error the URL becomes: 
http:///reilly.com/ 

•  Though the syntax is not valid, your web browser will helpfully 
correct for the extra slash and direct traffic to the domain 
“reilly.com” 
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•  Inside a URL, anchor characters “#” will act as delimiters 
separating the the hostname from the anchor location on the web 
page 

•  The letter “c” can flip a bit to become the pound character “#”, 
cutting short the domain name.  
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•  Attack is possible when a domain in a URL contains the letter “c” 
and the preceding characters form a valid second level domain 
name.  Bad syntax is, like before, OK. 

•  Similar to the “o”  ”/” bitsquats, this method allows for targeting 
domains at non-public Top Level Domains (TLDs) such 
as .mil, .gov, .edu. 

•  Some examples:  
“cgportal2.uscg.mil” has bitsquat “cgportal2.us”  
“certauth.bechtel.com” has bitsquat “certauth.be” 
“emergency.cdc.gov” has bitsquat “emergency.cd” 
“pki.nrc.gov” has bitsquat “pki.nr” 
“isbc.com.cn” has bitsquat “isbc.com” 
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•  Bit errors can occur anywhere, so why not in the TLD? 

•  Most of the generic TLDs (gTLDs) have no bitsquats whatsoever. 

•  Two gTLDs contain URL Delimiter type bitsquats stemming from 
the presence of the letter “o”.  These are the gTLDs “.pro” and 
“.coop” with corresponding URL delimiter type bitsquats at the 
country code TLDs (ccTLDs): .pr (Puerto Rico) and .co 
(Colombia) respectively 

•  It’s a positive thing then that relatively few URLs exist that point 
to .pro and .coop 
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•  There happen to be several ccTLDs where bitsquats exist.  It is 
interesting to note that some ccTLDs have no valid bitsquats 
while other ccTLDs have many.  After surveying all valid Internet 
TLDs and checking the number of possible bitsquats, the 
following was found:  
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•  In 2013 ICANN is approving a number of new gTLDs.  Some of 
these proposed new gTLDs contain subdomain delimiter bitsquats 
for the entire TLD.  Possessing one of these would allow the 
attacker to mount a bitsquat attack against all domains registered 
under the target gTLD. 
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•  Several of the proposed new gTLDs will have letter “o” based 
URL delimiter bitsquats in ccTLD space 
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•  Several of the proposed new gTLDs will also have letter “c” based 
URL delimiter bitsquats in ccTLD space 
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•  The “.uk” (United Kingdom) ccTLD has one ccTLD bitsquat. 

•  The bitsquat ccTLD is “.tk” (Tokelau) 

•  The .uk domain registrar Nominet restricts .uk domain names to 
one of 13 2nd level domain prefixes.  For example, co.uk, net.uk, 
org.uk, and so on. 

•  6 of the 13 2nd level .tk domains are available.  By registering one 
of these domains, a bitsquatter would receive bitsquats for any 
domain underneath the corresponding 2nd level domain in .uk 
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•  Looking at the domain whois records for some of the bitsquat 
domains that have already been registered yields some 
interesting findings: 
  The bitsquat domain wwwnfacebook.com was registered back in 2009, a full 

2 years before the initial research paper on bitsquatting was published  
  The bitsquat domain otwitter.com was registered in 2009. 
  The bitsquat domain wwwnyoutube.com was registered in 2009. 

•  Some of the earliest bitsquat domain registrations, such as 
wwwnfacebook.com have come from "domainers" --organizations 
that register domain names to place ads or redirect traffic for 
profit. 

These domainers essentially noticed and capitalized on traffic destined for 
bitsquat domains likely unaware of the reason for the traffic. 
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•  Use Error Correcting (ECC) memory.   
Needs to happen simultaneously, and world-wide to be an effective solution.   

•  Register the bitsquat domain so that no third party can register it.  
This is not always possible, as many popular bitsquat domains have already 
been registered.  Depending on the length of the domain, this can also be a 
costly endeavor. 

•  We can do better than this… 
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•  Because some of these new bitsquatting techniques rely on 3rd 
level domain names to work, then a careful strategy around their 
selection and use can help avoid the possibility of bitsquats 

•  Subdivide 2nd level domain traffic among a large number of 3rd 
level domains.  Each subdomain takes on a small slice of the 
overall potential bitsquat traffic and therefore becomes much less 
likely to result in a successful bitsquat attack.  Using a large 
number of subdomains creates much more work and expense for 
a potential bitsquat attacker.   

•  If additionally those subdomains are changed or updated with any 
frequency, a bitsquatter will have practically no chance at a 
successful attack. 
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•  Amazon includes in their web pages content from a domain named 
cloudfront.com.  The 3rd level domain names here normally would make 
great URL delimiter bitsquats because the “o” in cloudfront yields a valid 
ccTLD in .cl (Chile) 

 
•  Amazon changes the subdomain at cloudfront.com frequently enough that 

this thwarts attempts to capitalize on bitsquat traffic.  By changing the 3rd 
level domain name frequently enough Amazon leaves too small a window 
of time in which to set-up and collect bitsquat traffic.  
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•  The majority of the bitsquat requests that Dinaburg received 
during his original bitsquatting research came from domain 
variants of Facebook’s content delivery network fbcdn.net.  
Facebook is a web application. 

•  The web application design can be changed to help reduce the 
number of times the domain name appears in memory, thus 
reducing the number of opportunities for a bitsquat request. 

•  Using relative links inside of HTML instead of absolute links 
reduces the number of appearances of the domain name. 

•  With a base href, the domain name will appear at most once per 
HTML page.  The downside is that if a bit error does occur in the 
base href, then all links in the document would go to the same 
bitsquat domain. 
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•  Capital ASCII characters are equivalent for DNS and URL 
hostname purposes, but possess fewer bitsquat variants 

•  There are no bitsquats of capital letters in the range 0-9 

•  The “.” is not a bit error variant of the capital letter “N”, only the 
lowercase “n” 

•  The “/” is not a bit error variant of the capital letter “O”, only the 
lowercase “o” 

•  The “#” is not a bit error variant of the capital letter “C”, only the 
lowercase “c” 

•  By simply substituting capital letters whenever lowercase letters 
“c” and “n” through “y” appear in a domain name, some bitsquat 
variants can be avoided. 
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•  Create a RPZ containing bitsquats of popular or internal-only 
domains.  These bitsquat domains can be configured with 
CNAMEs that point at the real domain, so your DNS resolver 
silently corrects bit errors without any work on the part of the 
client experiencing the bit error. 

•  There is a bitsquat domain of “paypal.com” called “raypal.com”.  It 
is a real site, and not affiliated with PayPal, but it would be much 
more likely for a network’s users to be going to paypal.com 
instead.  Therefore, some of these legitimate sites could either be 
whitelisted or just be counted as acceptable FPs. 
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•  Bitsquatting is easier than it ever has been given the number of 
devices attached to the internet which lack error correcting 
memory.  Bitsquatting will become easier to do over time.   

•  Bitsquatting affects many more domains than just the most 
popular.  Less popular sites, and sites registered at “protected” 
TLDs like .gov, .edu, and .mil are vulnerable to some of these new 
techniques. 

•  Guarding against bitsquatting need not involve mass registration 
of domain names:  Creative use of subdomains, use of relative 
hrefs in HTML, and use of href hostnames in CAPS can all help 
reduce the incidence of successful bitsquats.  And since DNS is 
critical for bitsquatting attacks, using a DNS resolver with an RPZ 
that blocks/redirects likely bitsquat requests can provide the 
ultimate protection. 
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Thank you. 
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Thank you. 


