DNS MONITORING:
HOW! WHAT! WHY!
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INTRODUCTION

* What i1s meant by DNS monitoring?
 Norid's aims and objectives

* What we've found so far

» Likely next steps

* Any scope for wider collaboration?

* What form(s) could that take?
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WHAIT DOES DNS
MONITORING MEAN?

* Humpty Dumpty: "A word
means whatever | want it to
mean”

* DNS Monrtoring: meaning
depends on context and
expectations




HOW TO DEFINE DNS
MONITORING?

» Like “security” it can mean different things to different people
2 i e

* Routine health checks?

» Passive or active probing!

» Alerts & triggers for incident handling or on-call staff?

» Research-style traffic or query analysis!

» Capturing & logging queries!

» Capturing & logging responses!?

S @inice or all or none of the above!
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THE BIG PICTURE - |

* DNS monitoring activity Is part of a bigger NORID project
- Upgrades to systems and processes
* Signing . no

* Need more/better data to assess impact and uptake of
DNSSEC

» Monitoring should be improved as part of the overall upgrade
of registry infrastructure
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FHiE BIG PICTURE =5

» Assess what clueful DNS organisations are doing:
e hicreostries, RoOs, DINS hosting providers
» Get an understanding of best common practice
* What tools and data are available (or will be soon)
» Good/bad approaches, avoiding non-obvious pitfalls
» Choose the right metrics, don't repeat previous mistakes

* Feed this Into the development of requirements and then into
design and Implementation

Saturday, 11 May 13



AIMS & OUTCOMES

» Obviously, gain a better understanding of what Is happening on
or to 1its DNS infrastructure:

* Improved reporting & integration with Zabbix system

* SLA compliance by Norid's outsource partners (maybe)
» Gathering and publishing statistics

* Inform capacity planning & future procurements

» Generate alarms when something bad happen
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OBVIOUS REQUIREMENTS

e Understand what's “normal’” for the .no DNS servers:

* Query rates; server load (CPU, RAM); uptime/reachabillity;
propagation of zone file updates; round trip times

* Detect and react to abnormal behaviour and anomalies

» Assess traffic patterns
* Peak and quiet times: (per-server/-network/-QNAME/?{?)
= Vihat external events influence these!

» Help with long-term capacity planning & equipment upgrades
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ABNORMAL BEHAVIOUR

* [ he usual suspects:
* loo many queries (per-server /-IP address/-prefix/-QNAME)
» Router loads or saturated network links
g GRS cetling too hot
» Hash calculations for NXDOMAINs with NSEC3
» Strange or unexpected traffic patterns
* DDos, amplification & reflection attacks

* Anything else we've missed?
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STATISTICS

* “lo measure is to know" - Lord Kelvin

* What sort of statistical information does Norid need/want!
» Differences between live, recent and historical info:

» lools and scripts to generate interesting information

» Usage graphs, traffic peaks/troughs, query patterns

* How do these change over time!?

* What's the impact of external events!
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BAD CLIENT/RESOLVER
BEHAVIOUR

* Clumsy handling of negative responses

SleO Lch truncation

> FIMARCHE el

» SERVFAIL overloading

* DO bit unpleasantness




LOGGING & ANALYSIS

* Any need or justification for long-term data capture!

« Data retention commitments!

» Capture every query?! And/or response! VWhere to store this!

» |dentify triggers or sources for DDoS attacks

* Interesting potential to crunch Big Data

» Uptake of “new’ stuff: IDN, IPv6, DNSSEC, NAPTR, etc

* Irack resolver (=> end user client) behaviour

» Clients who asked for foo. no then asked for bar. no
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SURVEY/FACT-FINDING
INTERIM RESULTS

* No real surprises so far

* Lots of similarities in how this Is handled

» Differences are largely on matters of implementation detall
* Not much In the way of information sharing or collaboration
» Unclear where this Is best done or who should do it

» Documentation Is skimpy and/or out of date

» Unlikely to get a unified solution with diverse providers




PROBING

» Just about everyone seems to be a DNSmon customer
» One DNS provider uses 1ts own probes and software
* NLNOG can offer a similar (but smaller) probe network
* DNSmon largely used to assess traffic, RT I's & reachability

* Some use Is reactive: what can it say about something that
has happened or Is happening!

* Some use Is pro-active: run (long-term?) experiments to
oather Information for new projects or future plans, assess
things like IPv6 or DNSSEC uptake
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PACKET TRACES

* Everyone seems to be capturing DNS packets

* Port mirroring feeds packets to a box adjacent to the DNS
server(s): no packet capture on the server Itself

» Differences of approach

* Some only do this for queries, others for responses too

* pcap files retained for differing lengths of time
» Disk space seems to be the determining factor
* Some layer-9 (and up) Issues: data retention, privacy, etc.

- Little hope of getting these files copied from busy servers
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PACKET LOGGING

BB @ cCiyis to De the common tool
» Ad-hoc local scripts to make sense of that data
* DSC-NG real soon now

* Most new development i1s on the Ul

» Database back-end

» Collector part unchanged

* Some Issues on what data elements to store and ignore
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PACKET ANALY TICS

» PacketQ Is nice
» Works with anycasting: can inspect any node
* Runs SOQL queries at each server - data not held centrally

« Cute Web GUII

» Can look at top N queries based on usual stuft: server,
source IP address, ONAME, QTYPE

* Need to login to web portal though: API?

* Not all Norid's current DNS providers can offer this
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DIVERSITY IS5 GOOD/BAD

* No Single Point of Fallure 1s a Good Thing

* But no general standard for DNS logging:
» Lack of APls, common data formats & conventions
» Access to pcap files (or equivalent)

MBS @ e ... PacketQ or.... {!

* How to address this with multiple DNS providers!
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REPORTING

» General approach Is to use NAGIOS to print graphs
* Some custom (locally developed?) tools used too
» Also set thresholds for alerts
» Scripts to notify on-call engineer: SMS, emall and so on

* Few have (or can afford) a staffed 24x/ NOC

* Does this matter?

Saturday, 11 May 13



QUESTIONS

* What's been missed?
* Future collaborations! With whom?! On what! Where! How!

- Would be nice to get broad agreement on common
metrics, database schemas, alerting, report generation, etc.

» Common conventions would ease Interoperabillity (maybe)
» Unclear cost/benefit calculations
* Perhaps this I1s impractical - too much cat-herding!
* |s anyone actively researching this stuff?

 How to share information and ideas!?
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