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Overview

What I'll talk about?

@ DNS reputation

How we manage to quantify DNS reputation?

Full academic paper is available on line

I'll give some insight on the core modules of Notos

I'll emphasize on things that make Notos applicable in real
world scenarios

¢ ¢ ¢ ¢

@ DNS Authoritative Query Mining

@ Full academic paper is underway but not currently public
@ What we try to model and why?
@ Measurement results from authoritative DNS data
° i i
Which the learning steps we plan to use oy P
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Dynamic Reputation For DNS
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Motivating Notos

Terminology
The big picture

Problem Description

@ Malware families utilize large number of domains for
discovering the “up-to-date” C&C address
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Motivating Notos

Terminology
The big picture

Problem Description

@ Malware families utilize large number of domains for
discovering the “up-to-date” C&C address

@ |P-based blocking technologies have well known limitation
and are very hard to maintain

@ DNSBL based technologies cannot keep up with the
volume of new domain names used by botnet

@ Examples are Sinowal, Bobax and Conficker bots families
which generate thousands on new C&C domains every day
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Motivating Notos

Terminology
The big picture

Problem Description

@ Malware families utilize large number of domains for
discovering the “up-to-date” C&C address
@ |P-based blocking technologies have well known limitation
and are very hard to maintain
@ DNSBL based technologies cannot keep up with the
volume of new domain names used by botnet
@ Examples are Sinowal, Bobax and Conficker bots families
which generate thousands on new C&C domains every day
@ Detecting such type of agile botnets cannot be achieved
by the current state of the art detection mechanisms
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Motivating Notos

Terminology
The big picture

The Proposed Solution: Notos

@ We designed Notos; a dynamic, comprehensive reputation
system for DNS
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Motivating Notos

Terminology
The big picture

The Proposed Solution: Notos

@ We designed Notos; a dynamic, comprehensive reputation
system for DNS

@ We constructed network and zone based statistical
features that can capture the characteristics of domains

@ These features enable Notos to learn the models of
legitimate and malicious domains in order to compute
reputation scores for new domains
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Motivating Notos

Terminology
The big picture

The Proposed Solution: Notos

@ We designed Notos; a dynamic, comprehensive reputation
system for DNS

@ We constructed network and zone based statistical
features that can capture the characteristics of domains

@ These features enable Notos to learn the models of
legitimate and malicious domains in order to compute
reputation scores for new domains

@ Notos can correctly classify new domains with a very low

FPrate (0.38) and high TPy (96.8), several days or even
weeks before they appear on static blacklists
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Motivating Notos

Terminology
The big picture

Notation and Terminology

@ What is a Resource Record (RR)?
o www. exanpl e. com 192. 0. 32. 10
@ Whatis a 2" level domain (2LD) and 3™ level domain
(3LD)?
@ For the domain name www. exanpl e. com 2LD is
exanpl e. comand 3LD is wwv. exanpl e. com
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Motivating Notos

Terminology
The big picture

Notation and Terminology

@ What is a Resource Record (RR)?
o www. exanpl e. com 192. 0. 32. 10
@ Whatis a 2" level domain (2LD) and 3™ level domain
(3LD)?
@ For the domain name www. exanpl e. com 2LD is
exanpl e. comand 3LD is wwv. exanpl e. com
@ What we define as Related Historic IPs (RHIPs)?

@ All “routable” IPs that historically have been mapped with
the domain name in the RR, or any domain name under the
2LD and 3LD
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Motivating Notos

Terminology
The big picture

Notation and Terminology

@ What is a Resource Record (RR)?
o www. exanpl e. com 192. 0. 32. 10
@ Whatis a 2" level domain (2LD) and 3™ level domain
(3LD)?
@ For the domain name www. exanpl e. com 2LD is
exanpl e. comand 3LD is wwv. exanpl e. com
@ What we define as Related Historic IPs (RHIPs)?

@ All “routable” IPs that historically have been mapped with
the domain name in the RR, or any domain name under the
2LD and 3LD

@ What we define as Related Historic Domains (RHDNs)?

@ All fully qualified domain names (FQDN) that historically
have been linked with the IP in the RR, its corresponding . . g
CIDR and AS %
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Motivating Notos

Terminology

The big picture

Dynamic
Reputation
Score:

Database Engine

i Passive DNS Reputation
|

|

|

Notos

| ISP Recursive
DNS Server
(Atlanta)

4
ISP Recursive
@ DNS Server
(SJC)




Notos’ Components Network Profile Modeling
Network and Zone Profile Clustering
Reputation Function

Three Main Feature Vectors for Notos

Resource Record (RR)
Domain Name - IP

Black List
— > A
pDNS Honeypot
pDNS [¢—————{Query Data
Network Based Zone Based Evidence Based
Feature Extraction Feature Extraction Feature Extraction

Network Based Zone Based Evidence Based
Features Vector Features Vector Features Vector

itative Query



Notos’ Components Network Profile Modeling
Network and Zone Profile Clustering
Reputation Function

Network, Zone and Evidence Vectors

@ Vectors for Clustering and Classification
@ Network Based vector (18)

@ M/M/STD of frequencies from the set of different networks
properties in the list of RHIPs

@ Zone Based vector (17)

@ M/M/STD of frequencies from observation based on the
zone structure of the domains in the list of RHDNs

g2 0
L =
L DAMBALLA

Manos, Roberto Hunting with ative Query Mining



Notos’ Components Network Profile Modeling
Network and Zone Profile Clustering
Reputation Function

Network, Zone and Evidence Vectors

@ Vectors for Clustering and Classification
@ Network Based vector (18)

@ M/M/STD of frequencies from the set of different networks
properties in the list of RHIPs

@ Zone Based vector (17)

@ M/M/STD of frequencies from observation based on the
zone structure of the domains in the list of RHDNs

@ Evidence vector (used in the reputation function)

@ Various BLs (3 - IP/CIDR/AS) using public and private IP
and DNS BLs

@ Malware Analysis (3 - IP/CIDR/AS) using domain names
extracted from malware analysis
o B
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Notos’ Components Network Profile Modeling
Network and Zone Profile Clustering
Reputation Function

Network Profile Modeling

We train a Meta-Classifier based on the 5 anchor-classes.

d 2-Class Meta
Classifier

A

Network
Based Vectors

The network feature vector of a domain name d will be translated into
the network modeling output (NM(d)) — the feature vector composed
from the confidence scores for each different anchor-class.
%
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Notos’ Components Network Profile Modeling
Network and Zone Profile Clustering
Reputation Function

The two clustering steps

@ 1%t Level Clustering (using Network Feature Vectors):
Goal is to identify similarities in zones based upon their
network profiles

@ 2" [ evel Clustering (using Zone Feature Vectors):
Goal is to further group domain names (within each 15
level cluster) based upon their zone properties
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Notos’ Components Network Profile Modeling
Network and Zone Profile Clustering
Reputation Function

Domain Clustering Flow

/ Network Based Zone Based Cluster /
/ d Clustering Clustering Characterization DC(d) /
T T A

Network Zone Radius(R) &
Based Vectors Based Vectors KNN(z)

In this step we are able to characterize unknown domains within
clusters based upon already labeled domains in close proximity. The
DC(d) will assemble a 5 feature vector characterizing the position
of d in the 2" level sub-cluster
% P
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Network Profile Modeling
Network and Zone Profile Clustering

Reputation Function

Notos’ Components

Quick Note on the 2" Clustering Step

[”l] Zone Vector [A]: @
Zone Vector [B]:
r— - -
2nd Level by !
Clustering | - —x - ‘f W‘
4
1st Level Y Cluster Assigments:
Clustering : !
Y |
///’ L - — - =
A Network Vector [A]: @—
Y Network Vector [BI:




Notos’ Components Network Profile Modeling
Network and Zone Profile Clustering
Reputation Function

2"d |_evel Clustering Split Due to Zone Properties

[A]: ns6.b0e.ru 218.75.144.6 [B]: e752.p.akamaiedge.net
72.247.179.52

188. 240. 164. 122. dal fi hom cn 218. 75. 144.

6
0743f9.tvafifid.cn 218.75.144.6 s
ns5. bgs. ru 218.75.144. 6 e882. p. akamai edge. net  72.247.179. 182
097. gr oxedor . cn 218.75.144. 6 e707. g. akanai edge. net  72.247.179.7
adel ai de. zegsuki p. cn 218.75.144.6 e867. g. akamai edge. net  72.247.179. 167
07d2c. f pi bucob. cn 218.75.144.6 e747. p. akanai edge. net  72.247.179. 47
0c9. xyow j am cn 218.75.144. 6 e732. g. akamai edge. net  72.247.179. 32
ns6. boe. ru 218.75. 144. 6 €932. g. akamai edge. net  72.247.179. 232
0678f c. yxbocws. cn 218.75.144. 6 e752. p. akanui edge. net  72.247.179. 52
nsl.loverspillscal mcom 218. 75. 144. 6 e729. g. akanmi edge. net  72.247.179. 29
09071.tjgsjfz.cn 218. 75. 144. 6 e918. p. akarm! edge. net 72.247.179.218
odelf. wqut oyi h. cn 218. 75. 144. 6 e831. p. akamai edge. net  72.247.179. 131
kat nzvv. cn 218. 75. 144. 6 e731. p. akamai edge. net  72.247.179. 31
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Notos’ Components Network Profile Modeling
Network and Zone Profile Clustering
Reputation Function

Reputation Function

Each domain d will be transformed into 3 vectors NM(d), DC(d) and
EV (d) (or evidence vector) that is the final reputation vector v(d).

Domain Name (d)

Evidence Zone Network
Features Features Features
\ % \
‘ Domain Clustering Network Profiling )
Module Module ‘
\ \
| |
Gk i =
! EV(d) DC(d) NM) |
‘ —~ ] ‘
| L raionrcion ||
1 leputation Function
EESSKY
| e
1 ~
Reputation Engine L HE. %
i ] % B
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Notos Results

Akamaitech (unknown) VS Clustering known with unknown
Akamai (in knowledge base) domains domain names from Zeus botnet
Clustering akamai.net and akamaitech.net Vectors Clustering The Zeus Botnet
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Notos Results

Results from the reputation function

@ Results for 10-fold

. Flse Posiive Rate vs True Postive Rete cross-validation, and detection
099 threshold at 0.5, using
098 different Alexa based
o 097 TP ovet All Pos. Vi Threshold White-lists:
P : o (Top 500) FP.xe = 0.38 and
i § i — TPrae = 96.8 ( ROC)
. g §;§g o] @ (Top 10K) FPpe = 0.4 and
0.92 bBn 020300 'm‘m‘m‘q1 TPrate =03.6
oo Threshold @ (Top 100K) FPqe = 0.6 and
09 ROC TPrate = 80.6
0 0.02 0.04 0.06 0.08 0.1

False Positive Rate %
bl DAMBALLA

Manos, Roberto Hunting with DNS: Notos and Authoritative Query Mining



Notos Results

Early domain detections using Notos

Volume Of RRs

Volume Of RRs

(a) Overall Volume of Malicious RRs
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(d) Botnet RRs Identified
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Motivation
Diversity trends

Working with authority DNS data Preliminary Results

Building an anomaly detection model
for authoritative DNS query traffic
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Motivation
Diversity trends
Working with authority DNS data Preliminary Results

Why should we care?

How do we currently discover domain names used for evil?
@ Malware analysis: scaling problems

@ DNS registration information: known bad users, stolen
cards etc.

@ Passive DNS — Notos-like dynamic reputation system:
Passive DNS takes away key signal of the resolution plain

What we need next? Early warning system based on authority data
@ What we collect and how we can scale?
@ What we can reliable measure — and model?

Key: if you cannot reliable measure the traffic you cannot mod el
any signal within it L5
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Motivation
Diversity trends
Working with authority DNS data Preliminary Results

A real world example please?

@ Could there be a botnet out there that is fully active and
nobody knows about?

@ IMDDOS Botent:

@ Active since April 2010

@ Detected late July while evaluating diversity clustering
results

@ Peak of traffic on July with more that 25K infected hosts

@ Sinkhole stats showed that there were 12 different malware
agents we had no information (MD5 samples) about

e []
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Motivation
Diversity trends
Working with authority DNS data Preliminary Results

IMDDOS in action

Glahal:

8.00k—
.00k
4,00k}
2,00k

rumber of hosts

[

Per location:
e50-2. 35+ I
177-  e43

2,00k}
1,50k}
1.00kg

500,

@
i
2
o
(]
<
]
E
2

Botnet Lookups C

2010-07-01 00:00:00 UTC Thursday Copyright (C) 2010 Damballa

-
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http://greezo.gtisc.gatech.edu/465646132135843/ddos/timeline.html

Motivation
Diversity trends
Working with authority DNS data Preliminary Results

Our ongoing work

How we can model authoritative DNS query traffic?

@ You cannot keep up with absolute DNS lookup traffic: need
for data abstraction

@ Our technique is based on daily collected triplets:
requester -- gnane -- rdata
@ Our modeling efforts are threefold:
@ Model the requester diversity (unsuper vi sed)
@ Model the rdata information based on CIDR/AS reputation
(supervi sed)
@ Model the last two events over time (ti ne seri es
anal ysi s)
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Motivation
Diversity trends
Working with authority DNS data Preliminary Results

System overview

Day(n)
Requester --- gname --- rdata

qname-Resolution Requester rdata-Network
Diversity Module Profiling Module Reputation Module
. L= . =
\ Pl \ Pl
Resolution Diversity Daily Characterization
Clustering Output Output
~ e
“AAL
Temporal DNS Temporal
Day(n-2) | Day(n-1) | Day(n) | ... Resolution »| Label for
Module qname




Working with authority DNS data

Motivation

Diversity trends

Preliminary Results

Absolute VS triplet observation volume

Volume (logscale)

Absolute vs Unique Triplets Daily Volume

1le+09 T T
DNS lookups —+—
unique triplets
1le+08
1le+07
1le+06
0 20 40 60 80 100

Time (in Days)

120
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Volume of unique ASs

Volume of unique CIDRs

Working with authority DNS data

AS and CIDR diversities

AS and CIDR Resolution Diversity per Domain Names

Diversity of RDNS's ASs
10000 T
—— AS diversity ——
1000 S
100 e
10
1
1 10 100 1000 10000 100000 1e+06
Ordered Domain Names
Diversity of RDNS's CIDRs
100000
10000 o CIDRs diversity ———
1000 T
100 .
10 i
1
1 10 100 1000 10000 100000 1e+06

Ordered Domain Names
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Motivation
Diversity trends
Preliminary Results

CC and RDNSs diversities

RDNS and CC Resolution Diversity per Domain Names

1e+06

g Unique RDNS Count per Domain

£ 100000 T T

P 10000 = e RDNS count

g 1000 s

3 100

] —

S 10 e

E 1 —
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a Diversity of RDNS's Country Codes
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=2 1

S 1 10 100 1000 10000 100000

Ordered Domain Names

1e+06



Motivation
Diversity trends
Working with authority DNS data Preliminary Results

Why modeling the requesters is so important?

Country Code Diversity CIDR's Diversity

1000 10000 i :
AT T
~h /
[ S 1000
100 |-
- g
E 3 100
S S
- > K KKK K KKK
: Gl e e A sesoteansdanan
10 opeebs R R ] e
N 10
1 i 1 i .
5 10 15 20 25 30 35 40 45 5 10 15 20 25 30 35 40 45
Time Time
Mariposa (1) —— bobax(1) -~ sasser(1) Mariposa (1) —+— bobax(1) - sasser()
Mariposa (2) bobax(2) = sasser(2)
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Motivation
Diversity trends

Working with authority DNS data Preliminary Results

Measuring the requester lookup

CDF for all diversities
volume

CDFs for the RDNS, CIDR, AS and CC Resolution Diversity per Domain
RDNS's Look-ups Trends.

1
0.99 - 5 (a) RDNS Lookups Participation in the DNS look-ups over 7 days.
0.98 S 1e+06
@ 100000 E T b
097 £ 10000 I
0.96 s e
8 o095 $ 10 e S
o % 1 e,
0.94 S 1 10 100 1000 10000 100000 1e+06
0.93 Ordered RDNSs (log)
0.92 (b) CDF for RDNS Participation in the DNS look-ups over 7 days.
0.91 008 p——
09 9.9¢
1 10 100 1000 10000 g5 5%
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RDNS count —— AS diversity 086 t
CC diversity CIDR diversity = 0 500 1000 1500 2000
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Motivation
Diversity trends
Working with authority DNS data Preliminary Results

Unsupervised learning — weekly clustering

Diversity Clustering Over 7 Days

1e+06 : : ‘
. 03-01-2010 ——
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Clusters
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Motivation
Diversity trends
Working with authority DNS data Preliminary Results

CIDR and AS reputation

@ A supervised learning “daily” step
@ It characterizes gnames every day
@ For TLD traffic we passively reconstruct the rdata

@ We try to characterize rdata based on BL data, malware,
pDNS, SBL and DNSWL

@ Basic balding block for our time series analysis
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Motivation
Diversity trends
Preliminary Results

Working with authority DNS data

Time series analysis: threat trends

AS diversity growth Country Code diversity growth
1000 1000 T
%4
/ £
100 7 et 100
@ f o )
£ / & £
o f e o
> / e >
/.
/ 2 10
[y
30 40 50 60 70

60 70
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Conclusions and Future Work

Conclusions

@ We successfully used supervised and unsupervised
learning on pDNS to quantify a “dynamic reputation system
for DNS”
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Conclusions and Future Work

Conclusions

@ We successfully used supervised and unsupervised
learning on pDNS to quantify a “dynamic reputation system
for DNS”

@ We try to do the same for authoritative DNS query data
from various different authorities
@ The preliminary results are processing — IMDDOS

@ The task is significantly harder than handling data at the
recursive level

@ The volume of the query traffic mandates abstraction
@ Hard to establish ground truth for sequential observations
@ Always looking for data form other TLDs or large
authorities to evaluate our methods and demonstrate
operational merit % P
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Conclusions and Future Work

Thanks!

itative Query
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