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Lack	  of	  Visibility	  

•  As	  part	  of	  our	  DNSSEC	  deployment	  strategy,	  we	  
decided	  there	  was	  a	  need	  for	  far	  greater	  visibility	  
into	  the	  second-‐level	  of	  .CA:	  
–  How	  many	  delega>ons	  are	  broken	  now?	  
–  How	  many	  delega>ons	  will	  break	  under	  DNSSEC?	  
–  How	  many	  delega>ons	  rely	  on	  DNS	  servers	  in	  currently	  
unsigned	  TLD’s?	  

– Which	  DNS	  hos>ng	  providers	  and/or	  registrars	  
implemen>ng	  DNSSEC	  en-‐masse	  would	  have	  the	  largest	  
effect	  on	  uptake	  of	  the	  new	  DNSSEC	  product?	  
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What	  We	  Knew	  Already	  

•  Almost	  1.9	  million	  total	  .CA	  delega>ons	  
•  Almost	  97,000	  DNS	  servers	  referenced	  in	  zone	  file	  
•  Over	  4.2	  million	  domain<-‐>DNS	  server	  rela>onships	  
•  Some	  delega>ons	  will	  be	  broken	  
•  Some	  delega>ons	  will	  be	  broken	  and	  working	  
•  Packets	  get	  lost	  occasionally	  
•  I	  am	  an	  awesome	  programmer	  
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What	  We	  Learned	  First	  

•  Spawning	  4.2	  million	  nslookup’s	  takes	  forever	  (joke!)	  
•  Spawning	  4.2	  million	  dig’s	  is	  faster!	  (s>ll	  joking!)	  
•  Net::DNS	  is	  totally	  the	  solu>on	  (wish	  I	  were	  joking)	  
•  Some	  DNS	  is	  broken	  in	  ways	  I	  couldn’t	  imagine	  
•  I	  am	  only	  a	  slightly	  above	  average	  programmer	  
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What	  We	  Learned	  Next	  
	  

•  Far	  more	  wild-‐carding	  exists	  than	  we’d	  all	  hoped	  
•  A	  domain	  can	  appear	  working	  despite	  responding	  
“NOTIMP”	  to	  an	  SOA	  query	  

•  A	  domain	  can	  have	  a	  CNAME	  at	  apex	  and	  s>ll	  be	  
“working”-‐ish	  

•  All	  of	  this	  breaks	  Net::DNS	  when	  you	  don’t	  expect	  it	  
•  I	  am	  only	  an	  average	  programmer	  
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Try	  1:	  One-‐off	  Reports	  
	  

•  One	  query	  per	  rela>onship,	  one	  retry	  if	  no	  response	  
•  Failure	  prone	  (ie:	  temporary	  network	  issues)	  
•  Instantly	  outdated	  
•  More	  than	  one	  run	  required,	  diffs	  
•  Results	  logged	  to	  .CSV	  file,	  stats	  via	  grep	  
•  Created	  more	  ques>ons	  than	  answers	  
•  Clearly	  a	  more	  robust	  solu>on	  was	  needed	  
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Next	  Genera>on	  Requirements	  
	  

•  Mul>ple	  querying	  clients	  in	  mul>ple	  loca>ons	  
•  Database	  back-‐end	  	  
•  Automated	  impor>ng	  of	  new	  rela>onships	  
•  History	  keeping	  
•  Web-‐based	  front-‐end	  
•  Version	  control	  
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Client	  Methodology	  
	  

•  Select	  $x	  (5000)	  least	  recently	  assigned	  rela>onships	  
•  Look	  up	  hostname	  of	  DNS	  server	  using	  
Net::DNS::Resolver::Recurse	  search()	  

•  Look	  up	  SOA	  record	  using	  DNS	  server	  IP	  
Net::DNS::Resolver	  send($domain,	  ‘SOA’,	  ‘IN’)	  

•  Update	  results	  table	  
•  Update	  serialhistory	  table	  if	  required	  
•  Update	  errorhistory	  table	  if	  required	  
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Web-‐based	  Display	  of	  Data	  (dom)	  
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Web-‐based	  Display	  of	  Data	  (NS)	  
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Current	  Status	  
	  

•  Currently	  two	  client	  machines	  on	  same	  network	  
•  Each	  rela>onship	  queried	  every	  ~8	  hours	  
•  About	  12	  million	  DNS	  queries/day	  
•  Manual	  impor>ng	  of	  latest	  zone	  every	  few	  days	  
•  32bit	  server	  with	  4Gig	  of	  RAM	  hos>ng	  mySQL	  
•  ~10	  seconds	  search	  result	  load	  >mes	  
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Future	  Steps	  
	  

•  Clients	  in	  Vancouver,	  Montreal,	  Osawa,	  Toronto	  
•  Per-‐site	  mySQL	  databases	  
•  Automa>c	  impor>ng	  of	  latest	  zone	  file	  hourly	  
•  Dynamically	  created	  pie	  charts	  and	  graphs	  
•  Faster	  search	  result	  load	  >mes	  
•  Aler>ng,	  Trending,	  etc.	  
•  Customer	  Service/Registrar	  Troubleshoo>ng	  Tool	  
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SOA	  Query	  Test	  Results	  
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PROPER	  -‐	  NOERROR	  

NOANSWER	  -‐	  NOERROR	  

NOANSWER	  -‐	  REFUSED	  

NOANSWER	  -‐	  SERVFAIL	  

NORESPONSE	  -‐	  query	  
>med	  out	  
NORESPONSE	  -‐	  no	  
nameservers	  
NONAUTH	  -‐	  NOERROR	  

OTHER	  



Min	  TTLs	  
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<	  1	  hrs	  
1-‐3	  hrs	  
3-‐6	  hrs	  
6-‐12	  hrs	  
12-‐24	  hrs	  
1-‐2	  days	  
2-‐3	  days	  
3-‐4	  days	  
4-‐5	  days	  
5-‐6	  days	  
6-‐7	  days	  

Average: 30818 seconds 

8.56 hours 



<	  2	  days	  
2-‐7	  days	  
1-‐2	  weeks	  
2-‐3	  weeks	  
3-‐4	  weeks	  
>	  4	  weeks	  

Expire	  Times	  
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Average: 1295407 seconds 

14.99 days 



<.05	  secs	  

.05	  -‐	  .1	  secs	  

.1	  -‐	  .2	  secs	  

>	  .2	  secs	  

Response	  Times	  
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Average: .0555 seconds 



Ques>ons/Comments	  
	  

•  Is	  this	  valid	  research?	  
•  Is	  this	  child	  abuse?	  
•  Is	  any	  other	  TLD	  monitoring	  the	  second	  level?	  
•  Does	  PERL	  count	  as	  a	  programming	  language?	  
•  Are	  pie	  charts	  the	  lowest	  form	  of	  chartery?	  
•  Your	  ques>on	  here!	  	  ($25	  USD) 	   	   	  	  
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