


Large DoS attack using the DNS
Frxkkk www.dafa888.wi

SLD and TLD remains the same
Whois : "dafa888.wf"

[....]

Contact : Kaiwei chen

Address : 572400 lingshui

Country : CH

Registrar : EuroDNS S.A.

Not visible to common man, but visible on network monitoring tools
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Such request are not cached by resolvers




DNS servers




Many resolvers
Biggest being Google public DNS
OpenDNS was not used

Most of the attack came from Europe
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TCP packets (20 %— 40%)
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Sept:4, 2014 (d.nic.fr)
02:52 — Start of the attack. ~60 Kr/s
05:47 — Technical support of netnod is alerted (1 — 7% packet loss
according to DNSmon)
07:05 — SIDN (‘Arjen Zonneveld') informs 'Bortzmeyer ' via XMPP
07:59 — Netnod informs Afnic
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Sept:4, 2014 (d.nic.fr)

08:30 — dafa888.wf is blocked

08:41 — The traffic increases to ~100 Kr/s
Lasted 14 hrs

> 1Mr/s (mega-requests per second)
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Queries by Node
Fron Aug 38, 2614, 89:17:22 To Sep 86, 2014, 89117322 UTC

gh_lon@docks
be_brulaxs

re_run@reunix
de_frafancotel
fr_lyn@lyonz

fr_lynlyonl
fr_par@th2

EOCEEEDN

fr_aub@interxionl
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