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Real-Time Analytics of 
DNS packets (RaTA-DNS)

• The system must: 

• Be Real-time 

• Reduce the input data stream (in bytes/sec) 

• Be full modular (easy integration with 3rd party 
systems) 

• Use open-source, be open-source

http://ratadns.niclabs.cl


http://ratadns.niclabs.cl

if it ain’t broke, don’t fix it

RaTA-DNS can be easy integrated with DSC and Hedgehog
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System Design
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DNS Server

DNS input stream 
processing (Fievel) 
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DNS input stream 
processing (Fievel) 
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DNS Server

PreR: output bytes / input 
bytes

Fievel

QueryNameCounter: 166633/6534095 = 0.025
QueriesPerSecond: 1646/6534095 = 0.00025
AnswersPerSecond: 1646/6534095 = 0.00025
PacketSummary: 191253/6534095 = 0.029

QueriesWithUnderscoredName: 3948/6534095 = 0.0006

PreR_A

PreR_B
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DNS Data Stream  
Aggregation (Gopher) 

Stable Prototype developed in Go, v0.1
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DNS Real-time Analytics 
Visualization (Remy v0.1)

http://ratadns.niclabs.cl


http://ratadns.niclabs.cl

DNS Real-time Analytics 
Visualization (Remy v0.8b)
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DNS Real-time Analytics 
Visualization (Remy v0.8b)
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Questions?
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