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OARC Global DNS Risks
Technical Meeting

Georgia Tech

February 2, 2009



  

Thanks

● To Georgia Tech for the meeting facilities

● To ICANN for inviting us to organize this 
meeting

● To our presenters and attendees for coming 
here on short notice



  

Schedule

● 0900 first session
● 1030 break
● 1100 second session
● 1230 lunch (provided)
● 1400 thrid session
● 1600 wrapup
● 1700 PGP key signing



  

DNS-OARC

● Created about 5 years ago by Paul Vixie at ISC
● Modelled after “OARCs” in other disciplines
● Seeded with NSF grant money in collaboration 

with CAIDA
● Spun-off from ISC last year as a stand-alone 

corporation.
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OARC Functions

● Incident and outage tracking
– Attacks, maintenance

● Networking and collaboration
– Meetings, chat rooms, mailing lists

● Data collection and analysis
– DITL, attack events

● Education and outreach
– Tools, workshops, notifications, assistance



  

OARC Projects



  

DSC: DNS Statistics Collector

● Collector/presenter architecture
● Transmits summary “datasets” rather than raw 

packets
● Many members publish their data to OARC
● OARC also makes some DSC data publicly 

available with a 1-week delay.



  

DSC: Sample Data



  

ODVR: Open DNSSEC
Validating Resolver

● Currently three DNS resolver processes
– BIND, Unbound, IANA-testbed

● Allows anyone to experiment with DNSSEC 
without setting up their own resolver

● Rate-limited and fully logged
● Config files provided
● Data available to OARC members



  

Porttest: Source Port Measurements

● A tool to help users find out if their resolvers 
may be vulnerable to Kaminsky attacks

● Both web-based and DNS-based tools
● Attempts to measure entropy, but like Barbie 

says, “math is hard.”



  

Porttest: Web version



  

Last Night from the Hotel



  

TLDmon

● Using open-source Nagios tool with custom 
plugins to monitor TLD zones

● Checks for: authoritative answers, EDNS, IPv6, 
lameness, NS consistency, open resolvers, 
matching serial numbers, TCP support, RRSIG 
expiration

● OARC members may receive problem 
notifications and request monitoring of 
additional zones.



  

TLDmon



  

DITL: Day in the Life of the Internet

● This large-scale data collection effort started in 
2006.

● 48-hours full packet capture from DNS roots, 
TLDs, RIRs, AS112, and more

● Strong focus on DNS, but also includes other 
types of data

● Tentatively planning for DITL 2009 in April



  

Simulation Testbed

● A rack of 16 still-somewhat-beefy servers and 
Ethernet switches

● Can be used to simulate traffic flows seen at 
busy DNS servers

● Open to all legitimate researchers, with priority 
given to OARC members



  

Next Workshop

● May 8-9, 2009
● Amsterdam
● Following RIPE meeting
● Hosted by SIDN (the .nl folks)



  

Thanks For Listening

Now, on with the show....
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