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Dyn’s Real User Monitoring (RUM)

» Measures Internet performance from a “real user” perspective, i.e., from a browser
» Javascript “beacon” measures performance to multiple HTTP origins and reports timing back to Dyn
* Results inform Dyn’s Managed DNS and Internet Intelligence products

» Every beacon instance has a unique ID that forms part of a DNS QNAME

1. Retrieve Javascript 4. Match client IP from

beacon code, unique ID HTTP and recursive IP

and monitoring instructions from DNS via unique ID

HTTP \
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2. Query for <unique-ID>. Server 3. QNAME guaranteed not to be
dyninsight.com cached, relayed to Dyn-operated
authoritative servers o



Definitions

« Beacon
* A Javascript program running in a browser that measures times to fetch assets over HTTP/HTTPS

* Each beacon that runs has a single-use unique ID

* Client
* The host running the web browser that the beacon runs in

* This host connects to Dyn via HTTP

* Recursive server

* The host that sends the non-recursive query with the QNAME containing unique beacon ID to one of
the authoritative servers for dyninsights.com

* Not necessarily the same IP configured as the recursive server on the client where the beacon runs
Servers can originate queries with a different address than they receive queries on

There could be forwarding, i.e., other hosts between the client and the host whose source |IP address
queries Dyn



The Data Set

Each successful beacon run results in <client IP,recursive IP> tuple

Just over three months of beacons (May through July, 2015)

Beacon was initiated from web pages of about a dozen design partners and early

customers

Mix of different kinds of web sites (social, e-commerce) but slight North American bias

The numbers:

228,638,094 beacons ran over IPv4
48,303,138 unique client IPv4 addresses
319,389 unique recursive server IPv4 addresses

Average of 151 clients per server



Geomapping IP Addresses

« Upfront acknowledgements:
1. IP addresses were geomapped during the creation of this presentation
2. Geomapping IP addresses is an inexact science
3. All geo IP databases have shortcomings (see #2)
 However, Dyn’s gep IP data is not your father’s geo IP data
* Custom schema with multiple levels of credibility/certain
* Seeded from various registries and commercial geo IP providers

* Augmented and corrected with proprietary techniques



Where are the Recursive Name Servers?




Clients Per Recursive (CDF)
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Clients Per Recursive
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¢ 112,984 servers have one client
X  Top server has 220,120 clients
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Clients Per Recursive (By Geography)
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Top Recurswes by Client Count
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ASNs Per Recursive
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ASNs Per Recursive (By Geography)
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ASNs Per Recursive
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Top Recursives by ASN Count
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Countries Per Recursive
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Countries Per Recursive (By Geography)
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Top Recurswes by Country Count
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Cities Per Recursive

1x10° - - -
& 183,471 servers with all clients in one city
X  Top server has 5,458 cities

100000 |
@
)
S

o 10000
w
)
=
&

3 1000 |
o
S

3 100 |
=
=}
=

10 |

1 : ' ' N

1 10 100 1000
Number of cities per recursive server (N=302,735)



Cities Per Recursive (By Geography)
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Top Recursives by City Count
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Servers Per Organization (By Name)

Number of Recursive Servers
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Top Organizations by Client Count

22

Organization Name Clients Recursive Servers

Comcast Cable Communications, Inc. 12,338,830 11.6895% 1,021 0.3208%
Google Inc. 10,976,083 10.3985% 3,215 1.0101%
Time Warner Cable Internet LLC 6,452,331 6.1128% 5,563 1.7478%
AT&T Internet Services 4,223,415 4.0012% 935 0.2938%
AT&T Worldnet Services 3,946,983 3.7393% 254 0.0798%
Verizon Online LLC 3,424,839 3.2446% 2,469 0.7757%
Cox Communications Inc. 2,052,448 1.9444% 1,578 0.4958%
Charter Communications 2,050,054 1.9422% 1,708 0.5366%
Qwest Communications Company, LLC 1,601,942 1.5176% 819  0.2573%
Deutsche Telekom AG 1,434,162 1.3587% 3,312 1.0406%
OpenDNS, LLC 1,257,782 1.1916% 96 0.0302%
Level 3 Communications, Inc. 1,085,135 1.0280% 9,911 3.1138%
Bell Canada 1,074,147 1.0176% 149 0.0468%
Sky UK Limited 888,139 0.8414% 49 0.0154%
Telefonica de Espana SAU 850,806 0.8060% 516 0.1621%
Proxad / Free SAS 771,587 0.7310% 146 0.0459%
Frontier Communications of America, Inc. 757,173 0.7173% 916 0.2878%
Telecom ltalia SPA 753,462 0.7138% 72 0.0226%
TalkTalk Communications Limited 703,388 0.6664% 60 0.0189%
Infra misc. 665,317 0.6303% 35 0.0110%
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Top Organizations by Server Count

Organization Name

Level 3 Communications, Inc.
Amazon Technologies Inc.
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Comcast Business Communications, LLC
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Charter Communications
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Cox Communications Inc.
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Service Provider Corporation

NET Servi/Bos de Comunica,/B,/£o S.A.
Global Village Telecom
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Recursive Servers
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In Conclusion

There is a wide distribution of recursive servers based on number of clients: a few
servers with a large number clients and a surprising number of servers with very few
clients (or one client).

There are recursive servers with very diverse client populations, whether measured
by their clients’ ASNs, countries or cities.

There are no significant differences based on geography, at least at the continental
level.

There is a significant recursive server population with all of their clients in different
ASNSs.

The list of organizations with the most recursive servers is significantly different than
the list of organizations with the most clients of their recursive servers.
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