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Using TLS for DNS Privacy
N Practice

* Previous talk - Overview of privacy threats/solutions
* Focus here is

e |[ETF efforts (draft-ietf-dprive-dns-over-ils)
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https://datatracker.ietf.org/doc/draft-ietf-dprive-start-tls-for-dns/
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Pros and Cons

e Port 53 * Port 53 - middleboxes?
« Existing TCP implementations

 Known technique
 Downgrade attack on negotlatlon
. Incrementatlon deployment
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DNS-over-TCP

 DNS-over-TCP... historically used only as a fallback
transport (TC=1, Zone transfer)

« RFC5966 (2010)

| L} . . - []
o R R ek o \‘ :'. | '- - . ‘ ﬁ A | '\, ?‘- “ | | 1 f':—ﬁ a a :?, :E || [ I“— ‘; | k“ rl.‘ )| m'\’\ Q \,- @e ﬁ“—"g' 1. ﬂ . | ﬁrg D \ \:-;\\ - I .:- . "'0\‘
) 2 . - 4 AT L Py . o A - : ¥ \ I ~  \ Bl A S LN . - e - { s TR T3]


https://tools.ietf.org/html/rfc5966
http://www.isi.edu/publications/trpublic/files/tr-693.pdf

draft-iett-dnsop-5966bis

e Performance (more later):
e Connection-reuse & pipelining, response re-ordering
e |dle timeouts:

e Historically clients did “one-shot TCP ©

e



https://datatracker.ietf.org/doc/draft-ietf-dnsop-edns-tcp-keepalive/

Performance




Performance

1. Client - Query pipelining

connection re-use pipelining

q2 delayed
waiting for ql
(+1 RTT)

0 extra
RTT




Performance

2. Server - concurrent processing of requests
sending of out of order responses

in-order concurrent, OOOR

! L A

g2 delayed
waiting for g1 0 extra

(+1 RTT)

| | soon
stub as possible
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Performance

3. Reduce latency of first message on a
connection

e« TCP Fast Open (REC7413)

e Cookie exchange: Send Data in SYN
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https://tools.ietf.org/html/rfc7413
https://tools.ietf.org/html/rfc5077

Performance

4. Other considerations (learn from e.g HTTPS):

e Server connection management
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TLS In Practice




DNS-over-TLS
history

* Production TLS in Unbound for DNSTrigger:
 Unbound 1.4.14 (Dec 2011) !!Pre-dated DPRIVE-WG!!
* Used to contact open resolver on port 443 (last resort).
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http://isi.edu/ant/software/

* Modern async DNSSEC enabled API (https://getdnsapi.net/)
e Stub mode has flexible privacy policy
 TLS (port 1021) with transport fallback:
% Strict (Authenticated) TLS only
% Opportunistic TLS
% Fallback to TCP, UDP

* Pipelining, OOOP, Configurable idle time, keepalive (WIP),
padding (WIP)



Current status

Software digit LDNS getdns Unbound NSD BIND

client server/

mode client (dill) stub recursive* server client server

client




TLS Basics

TLS Client

ClientHello

TLS Server

Offers TLS version, list of ciphers, cofPpression

D>

<_ ServerHello

ooses TLS version, cipher, OSgpression
NS erver sends its certificate
e -

obone

ClientKeyExchange

ecret PreMasterKey encrymed using Server's
public key

ChangeCipherSpec

D

Finished

Client decrypts
message using
previously
exchanged keys

>

Server decrypts
message using
previously
exchanged keys

4 ChangeCipherSpec
Finished




TLS BCP

 UTA (Using TLS in Applications) WG produced
REC7525 this year - “BCP for TLS and DTLS”

 Key recommendations - Protocol versions:


https://tools.ietf.org/html/rfc7525

Aside: Cipher Suites

* Cipher Suite specifies combination of:
» Key exchange/Authentication algorithms

e Bulk encryption (symmetric) algorithm
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https://tools.ietf.org/html/rfc7457

TLS BCP - Cipher Suites

 Recommended Cipher Suites (4 of ~100):

- TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

slllisS
SRS

ECD

DHE

|_

E_RSA W

RSA_WITH

TH

_AES_256_GCN

A

_SHA384

—S_128_GCM_S

HA256

 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

AEAD: Authenticated Encryption with Associated Data
(Confidentiality, authenticity and integrity)



TLS BCP - Authentication

o Secure discovery of certificate/hostname/etc.
* |ndirect or Insecure methods MUST not be used
e SNI MUST be supported

» DNS-over-1
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TLS implementations

 OpenSSL

e GNUTLS
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Examples

Ungeund

g Unbound security

STUB MODE TLS ENABLED

Next release:

Hostname verification L4



Scenario 1:

» Configuration:

 Hostname verification required (Default)

s Correct hostname for Unbound resolver
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Scenario 2:

» Configuration:

 Hostname verification required (Default)
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Scenario 3:
Opportunistic TLS

* Configuration:
 Hostname verification optional
e Valid, none or incorrect hostname

 TLS as only transport

e RESULT:
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Scenario 4:
Opportunistic TLS

» Configuration:
 Hostname verification required (default)

e Valid, none or incorrect hosthame
e TLS with fallback to TCP
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Scenario 3:

Jpportunistic |

» Configuration:
* Hostname verification required (default)

* Valid, none or incorrect hostname 4
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1f i is s

e -08 of draft in progress in TLS WG. Major features:

« 1-RTT handshake @ [0-RTT proposed]

e Key establishment via (EC)DHE and/or PSK
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summary

o TCP/TLS performance is key

+ Consider privacy policy
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