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dns_qname customer_id zone_id zone_owner_id
 server_location server_cloud geo_country geo_lat

 geo_long dns_rcode src src_port… 



•

•

•

•

•

–



•

–

–

–

•

–

–

•

–

–

–

–



•

•

–

•

–

–

•

–

–

–

•

–

–

•

–

•

•

–



•

•

•

• 

•

–

–

–





•

–

•

–

–

–

•

–

–

–





•

•

–

•

–

–

–

•

•

–

•

–

•

–



• dns_qname 
• server_location 
• geo_country 
• geo_lat 
• dns_rcode 
• src 
• src_port 
• dst 

• dst_port 
• ts_delta 
• ts_query 
• ts_resp 
• dns_qtype 
• dns_queryid 
• ip_header_len 
• … 

Predictive 
Model 
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Features: 
• Total queries 
• Distinct servers 
• Distinct sources 
• Distinct rcode 
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