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Who	Am	I?
• Jaeson	Schultz	– jaeson@cisco.com

@jaesonschultz (Twitter)

– Technical	Leader	with	Cisco	Talos

– Over	20	years	specializing	in	thwarting	abuse	of	Internet	protocols	like	SMTP,	HTTP,	
and	DNS

– Former	manager	of	the	SpamCop	DNSBL	– An	IP	address-based	blacklist	which	has	
taking	the	fight	to	the	spammers	for	over	a	decade

– Assisted	in	design	and	development	of	the	Cisco	IronPort	Anti-Spam	content	scanner,	
and	Cisco’s	Web	Security	Appliance,	Cloud	Web	Security	& Next	Generation	Firewall	
products
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DNS
Data	Exfiltration



Let’s	go	Hunting

Lets	look	for	‘long’	domain	names.
Oh	great	there	are	100	million!



Combined	Subdomain	Length

Observed	length	distribution

Best	fit	curve
e-λx



Combined	Subdomain	Length	Divergence	

Observed	data	÷ expected	value	
(best	fit	curve)

anomalies



Multigrain	Domain	Names
log.nu6timjqgq4dimbuhe.3ikfsb---redacted---cg3.7s3bnxqmavqy7sec.dojfgj.com	
log.nu6timjqgq4dimbuhe.otlz5y---redacted---ivc.v55pgwcschs3cbee.dojfgj.com	
lll.nu6toobygq3dsnjrgm.snksjg---redacted---dth.ejitjtk4g4lwvbos.amouc.com	
lll.nu6timrshe4timrxhe4a.7vmq---redacted---hit.w6nwon3hnifbe4hy.amouc.com	
ooo.nu6tcnbug4ytkobxhe4q.zrk2---redacted---hxw.tdl2jg64pl5roeek.beevish.com	
ooo.nu6tgnzvgm2tmmbzgq4a.rkgo---redacted---tw5.5z5i6fjnugmxfowy.beevish.com



Active	Exfiltration

log.nu6timjqgq4dimbuhe.3ikfsb---redacted---cg3.7s3bnxqmavqy7sec.dojfgj.com
lll.nu6toobygq3dsnjrgm.snksjg---redacted---dth.ejitjtk4g4lwvbos.amouc.com
ooo.nu6tgnzvgm2tmmbzgq4a.rkgo---redacted---tw5.5z5i6fjnugmxfowy.beevish.com

Known	Multigrain	
POS	malware	domain

Previously	
unknown	
domains

Base32	encoded	
machine	identifier
m=3753560948

Base32	encoded	&	RSA	
1024	encrypted	credit	
card	information



DNS
Command	&	Control



DNSMessenger



DNSMessenger







Decoded	Message



DNS
What	isn’t	being	detected?





DNS	0x20	at	Google	Public	DNS
• For	some	name	servers,	the	response	does	not	match	the	exact	case	of	the	

name	in	the	request.

• Other	name	servers	respond	handle	equivalent	names	differently	depending	
on	case	in	the	request,	either	failing	to	reply	at	all	or	returning	incorrect	
NXDOMAIN	responses	that	match	the	exact	case	of	the	name	in	the	request.

70%	of	DNS	traffic	at	Google	Public	DNS		is	to	
“whitelisted”	servers	that	honor	DNS	0x20.



IBm.Com

encoding

SECRET	DATA



Extended	Query	ID	(XQID)
• Extends	the	DNS	query	ID	with	24	to	63	alpha-numeric	[a-z0-9]	characters	

into	the	query/response	question	name	(QNAME)	making	the	range	of	
possible	transactions	IDs	so	extremely	large	that	any	brute	force	"guessing"	
or	birthday	attack	attempts	are	futile.

At	Google’s	Public	DNS,	“such	requests	make	
up	less	than	3%	of	outgoing	requests,	
assuming	normal	traffic”

Ex.	QNAME: xqid—q.ml6ah36sk9jlznx1jswibslu.www.example.com



Passive	DNS	Dead	Drops



DNS
Malware	In-The-Wild



Data	Set
• Analyzed	the	previous	6	months	of	samples	run	
through	the	Talos	malware	sandbox

• Samples	that	scored	between	65-100	(those	
considered	malicious)	were	further	analyzed	by	
extracting	the	hostnames	and	IP	addresses	they	
contacted.

• ~1	Million	malware	samples	in	total		



Malware:	Contacted	Domains
1,699,712	com
330,704	net
108,543	org
106,291	eu
65,524	pl
57,274	top
53,924	cn
53,482	ru
52,726	info
49,397	la

25,635	pw
21,479	io
19,742	de
17,569	biz
12,869	br
12,001	nu
9,484	su
9,477	cc
8,949	work
8,638	to



Malware:	Contacted	Domains

(0.1%)



(0.03%)

Malware:	Contacted	Domains



(0.5%)

Malware:	Contacted	Domains



Malware:	Contacted	Domains



Tor2Web	TLDs
11,844	onion.nu
8,458	onion.to

12	onion.link
3	onion.pw
3	onion.cab
1	onion.rip



Internationalized	Domain	Names
Only	0.002%	of	malware	from	the	Talos	sandbox	
was	observed	reaching	out	to	IDN	domains.

However,	by	decoding	IDN	domains	witnessed	in	passive	
DNS	we	found	hostnames	masquerading	as	Punycode	such	
as	the	following,	which	were	involved	in	a	blog	comment	
URL	spamming	operation:

xn--------------------------------gmbr539ysay4291w.awelder.info
xn--------onqu75bcvap11j.centralyp.info



@talossecurityblog.talosintelligence.com


