DNS-over-QUIC



http://sinodun.com

What is QUIC?

e Experimental protocol, deployed at Google starting in 2014
e Chrome: Improved page load latency, video rebuffer rate

e Successful, deployed, experimental protocol today
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How does QUIC work?

 Runs over UDP (Deployable, userspace Impl)
* Creates encrypted QUIC connection (TLS-like HS)

 Multiplexes ‘streams’ on connection (SDPY-like)
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Why use it for DNS?

e GOO |
d mixture of features of UDP and TCP

e Per
formant, low latency, reliable
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DNS-over-QUIC

e DNS on dedicated QUIC connections -

e Stub to Recursive

* Dedicated port: requests port
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https://datatracker.ietf.org/doc/draft-huitema-quic-dnsoquic/
https://tools.ietf.org/html/draft-hoffman-dns-in-existing-quic-00
https://tools.ietf.org/html/draft-hoffman-dns-in-existing-http2-00

QUIC Implementations

 Chromium (open source)
e https://cs.chromium.org/chromium/src/net/quic/

* quic-go (open source implementation in Go)
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https://github.com/lucas-clemente/quic-go

