DNS Sessions

- where next?




Overview

* A tour of the evolution of doing DNS over session
based protocols




A History of DNS
Sessions (TCP
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e “The server should support multiple connections

e T[he server should assume that the client will initiate
connection closing...
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DNSSEC

RFCs 4033,4034,4035

e Response to security issues in the

 This means larger answers
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DNS Service Discovery

« Polling does not scale, need asynch publish/subscribe

o |-D: DNS Long-lived queries

« EDNS(0) option over UDP to set up a “lease” (via HS



https://tools.ietf.org/html/draft-sekar-dns-llq-01

TCP, where art thou?

o 1997: REC2136 DNS Update “requestors who require an
accurate response code must use TCP.”

« 2008: Kaminsky attack (UDP is vulnerable to cache poisoning

* Source port randomisation, DNSSEC (Larger answers...


https://tools.ietf.org/html/rfc2136
https://www.ietf.org/mail-archive/web/dnsop/current/pdf2jgx6rzxN4.pdf
https://ftp.isc.org/isc/pubs/tn/isc-tn-2012-1.txt

DNS can always
falloack to TCP, right”




Not so much...

 |Implementations: No support at all or typically...

e (Client does one-shot TCP => Poor performance

e Server conns (5-20) weak => TCP was DDoS’able




DNS Transport over TCP -

Implementation Requirements
REC5966
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TCP Performance &
Persistence

« NSD4 TCP Performance figures, PowerDNS blog

* One shot tools => 1/10th query performance of UDP

osal for EDNS(O



https://www.nlnetlabs.nl/blog/2013/07/08/nsd4-tcp-performance/
https://blog.powerdns.com/2013/06/25/simple-tcpip-dns-benchmarking-tool/
https://tools.ietf.org/html/draft-wouters-edns-tcp-keepalive-01

Recent
Use Cases
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DNS Service Discovery

s D018 F created a DNS-SD working group

e 2015: |-D: DNS Push Notifications (evolution of LLQ

e Uses TCP/



https://datatracker.ietf.org/wg/dnssd/about/
https://datatracker.ietf.org/doc/draft-ietf-dnssd-push/

Increasing DDoS
Attacks on the DNS

e 2013: Spamhouse

e 2016: Dyn - Primary target is UDP but attacked TCP too.




KSK rollover

e DNSSEC in action

« DNSKEY responses from the root will peak over 1280 bytes
during the rollover (including right now



https://www.google.co.uk/url?sa=t&rct=j&q=&esrc=s&source=web&cd=4&cad=rja&uact=8&ved=0ahUKEwjkvevY973WAhUCDMAKHW7lCg0QFgg4MAM&url=https%3A%2F%2Fwww.slideshare.net%2Fapnic%2F2017-dnssec-ksk-rollover-79753782&usg=AFQjCNHvw6zMeyBHMXOuVB6c7sA0EJZQ6w

| atest Specs for
DNS Sessions

LA
Nobody puts TCP

IN a corner




Domain Name Syste
DNS) Cookies

REC/7873

 “This document describes DNS Cookies, a lightweight DNS
transaction security mechanism specified as an OPT option

-

. The protechon provided by DNS Cookies is similar to that



https://tools.ietf.org/html/rfc7873

DNS Transport over TCP -

Implementation Requirements
REC7/766 (RFC5966-bis



https://tools.ietf.org/html/rfc7766

DNS Transport over TCP -

Implementation Requirements
REC7/766 (RFC5966-bis

* . Optimised performance of connections (pipelining, 1F0);



https://tools.ietf.org/html/rfc7766

-D: DNS Transport over TCP -
Operational Requirements

* Response to ongoing confusion amongst students,
operators about use of TCP (John Kirstoff RFEC review

« Companion to REC7766 - look at operational aspects



https://datatracker.ietf.org/doc/draft-ietf-dnsop-dns-tcp-requirements/
https://datatracker.ietf.org/doc/draft-ietf-dnsop-dns-tcp-requirements/
https://www.nanog.org/sites/default/files/nanog63-dnstrack-kristoff-dnstcp.pdf
https://tools.ietf.org/html/rfc7766

Future of DNS




EDNS(0) Keepalive
doesn't cut it

e 2016: EDNS(0) Keepalive just not sufficient - Why not?

e EDNS(O) is defined as per-message



https://tools.ietf.org/html/rfc7828

Hello ‘Session Signalling”

I-D: Session Signallin
one new OPCODE

. Generalised model of ‘signalling’ under

e TLV format (not EDNS

* Clients and servers exchange SS messages to create a ‘session’



https://datatracker.ietf.org/doc/draft-ietf-dnsop-session-signal/

Goodbye “SS7, Hello
‘DNS Stateful Operations”

e Service Discovery - other use cases became apparent
not pure signalling

e Push: Servers “push” updated data directly to client....



https://datatracker.ietf.org/doc/draft-sctl-dnssd-mdns-relay/
https://tools.ietf.org/html/draft-ietf-dnsop-session-signal-04

What iIs meant by a
session for DSO?

 CONNECTION:
* “a bidirectional byte stream of reliable, in-order messages”

e SESSION:
* The connection is persistent and relatively long-lived




What iIs meant by a
session for DSO7

e CONNECTION:
e “a bidirectional byte stream of reliable, in-order messages”

s SESSION:
* The connection is persistent and relatively long-lived
* Either end of the connection may initiate messages to the other.
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Session overheads

 Server state is proportional to number of connections

e Off-load overhead to a proxy (understand DNS?

 Clients have more failure modes, server selection can be




TCP Investigations

e 2015: Academic research: Heideman, I[EEE

« 2016: Recursive perspective: Damas, RIPE /1

Lach L adihoriatie perspecive Ll CeaiL Lantet



http://ieeexplore.ieee.org/document/7163025/?reload=true
https://ripe71.ripe.net/presentations/173-DNS-over-TCP-resolvers.pdf
https://indico.dns-oarc.net/event/26/session/2/contribution/12/material/slides/0.pdf

nic.at Research

* Alexander Mayrhofer @ JSCA 17: TLS/TCP Cost

Simulation



https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf
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Next steps

 Work to do on DNS Stateful Operations

 More analysis of traffic patterns (rec and auth




Thank you!

Any Questions?
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