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DNS Infrastructure @ FB
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Who am |

* Traffic Team
* At FB for 5.380821917808219 years



To give people the power to build community
and bring the world closer together.



HTTPS Seoul -> Oregon

TCP conn
established:

150 MsS

SSL session
established:

AN A

Response
Received

600 mS

1soms round trip time (rtt)




Bfl Datacenter
[§] POP

*POP = points of presence. Map doesn’t reflect ac POP locations.
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HTTPS Seoul->Tokyo->Oregon

30ms rtt 120ms round trip time (rtt)

Sessions
established:

90 ms

(vs 450 ms)

Request
Received
Received:

240 MS f _'E




Global Load Balancing




Resolver Allocation

— P AMS, rtt = 30ms), (FRA, rtt = 55ms), ...
— e FRA, rtt = 35ms), (LHR, rtt = 45ms), ...




Resolver Allocation

+ rules!
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DNS log: (unique hostname, resolver IP)
proxygen log: (unique hostname, client IP, edge location,

“"0‘.:’,.- p ' o

Joi\'ﬁed:,(resolver IP, edge location, client IP, RTT)




C10R managed load

evening user demand

mid-day capacity limit

morning

cartographer
controlled

utilization




Deploying DNS maps



Pub/Sub




Internal DNS Infra



Recursive resolver

Stub-zones
Healthchecks
Advertise VIP
Monitor configs
Rolled restart

TinyDNS
Tiny Internal A

Internal B

[Unbound Internet}”

DNS Server
TinyDNS

External AJ NG

External B
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SN Unbound Local J
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Anycast VIP Advertisement

e BGP

 ECMP

 ExaBGP between
servers and TOR
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Who makes changes



Engineers
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Human generated changes

* Version controlled/Code review
* Linter/Cl to catch errors

* Duplicates, cname cycles, unknown zone
* Target IP, TinyDNS format

* Propagate to all hosts

commit

- Configerator




Automatically generated configs

* Python Framework

* Only need to provide DNS data
* abstract storage details, retrying...

* Periodically re-generate config

{ DNS Mutator J

* Mutator checks generated data

{ ZooKeeper J




DNS Presenter

* Collect records from multiple data sources

* Record and Logical Validation

* Global view of DNS map
* Perform final sanity checks
* Collision/Resolution
* Post processing

Commit

Configerator

Fetch configs

Presenter



Servers

DNS Pipeline Overview

DNS Mutator

* Complexity broken into: Commit
* Small and simple services
* [solation

* Checks at every levels \ /

Fetch configs

* Catch issues early Presenter

* Easy to trace

e Limit failure blast Publisher

Torrent

Download/Seed
torrent




Thank You
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