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The home network “gateway” device

Most home broadband Internet users use an access device 
supplied by their service provider. It typically integrates some 
or all of:

● Modem
● Router
● Ethernet switch
● Wi-Fi access point
● Analog telephone adapter

This means that the ISP is responsible for the WAN, LAN, 
and WLAN segments of the home user’s network!
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The home network “gateway” device

Gateway manufacturers will be responsive to what features 
their customers want.

But:

The customer for an ISP-supplied gateway device is not the 
end user. The customer is the ISP!
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The home network “gateway” device

Large ISPs who buy millions of units can dictate:

● Branding
● Features
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Typical AT&T 
gateway used for 
GPON and VDSL2

5



Typical Comcast 
gateway used for 
DOCSIS 3.0
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Devices connected to the home network

Almost every device on a home network:

● Needs DHCP for IP address configuration
● Uses a stub resolver and needs DHCP to advertise 

recursive DNS servers

Of course, there will be exceptions. This talk is not about 
exceptions.
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DHCP servers in branded gateways

ISPs appear to have locked down the options end users can 
configure in their branded gateways.

The ability to configure custom recursive DNS servers is 
conspicuously absent (for a DNS-OARC audience, anyway) 
from branded gateways!

In some cases an OEM produces both branded and 
unbranded versions of the same model, and this ability is 
present on unbranded devices!
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DHCP servers in branded gateways

A very reasonable inference would be that large ISPs have 
specifically required from OEMs that their gateways not 
expose the ability to configure an alternative recursive DNS 
service in the customer accessible management interface.
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Workarounds

Yes, there are workarounds, such as:

● Replacing the device entirely, if possible
● Placing a better device behind the ISP-supplied device

These require time and money and may result in a technically 
inferior solution (e.g., double NAT). Only motivated, 
technically adept customers will pursue workarounds.
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End results

The vast majority of customers are unaware of DNS and the 
existence of alternative recursive DNS services.

A small group of customers aware of alternative recursive 
DNS servers but unable to perform workarounds are 
prevented from choosing an alternative service.

A tiny group of customers capable of and willing to perform 
workarounds are able to choose an alternative service.
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Questions

Is this good/bad/…?

Why are (large) ISPs doing this?

Is there a legitimate customer support or security reason to 
prevent customers from choosing an alternative recursive 
DNS service?

If so, is there an alternative that accomplishes these goals 
while still allowing customers to choose alternatives?
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Thanks!
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