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DNS AT COMCAST

THAT’S A LOT OF QUERIES!

Over 500B queries per day across our
footprint

DNSSEC Validation since 2012
DNSSEC Does scale.

Billions of Queries
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WHAT DOES THAT MEAN FOR COMCAST?

Deploy360 10 March 2015

WHEN DNSSEC VALIDATION FAILS, WE GET THE BLAME HBO NOW DNSSEC
* Customers will believe we are “blocking” websites Misconfiguration Makes - e
: : Site Unavailable From o
* When big companies break DNSSEC, Comcast customers SOOI
. Comcast Networks need is the internet
will reach out, QUICKLY _ to get HBO.
e ” (leed NOW) Steve Simitzis ¥ L 4
* Suggested “Fixes
g sBy Dan York Wow. | have Comcast and can't reach hbonow.com unless | use
. . . enior Manager, Content and Web Strategy a different network. #NetNeutralit
* Switch to a non-validating resolver YinOa '
Wow! Talking about ins?nely bad ti:n'mg,,. yesterday at Apple’s big QO 12 & see Steve Simitzis @ W' other Tweets
° Guess What?! Googlels pUinC resolvers Wi” fail tO event, HBO announced “HBO NOW”, a new streaming service available
resolves as well @ Mau S @holalau Mar 9, 2015
Replying to @joelhousman

@joelhousman what'’s your DNS server? 8.8.8.8?

* Temporarily “Fix” with a Negative Trust Anchor (RFC
7646) and allow for the zone to be repaired

6 iHo'usman v
* Re-sign the zone and update DS record @joelhousman
e Allow for TTL to expire (Improper key roII-over) g\f;gaMau I have tried both Comcast’s DNS and Google’s Open
* Remove DS record at registrar 8:57 PM - Mar 9, 2015

Q & See’Housman's other Tweets ®
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DNSSEC VALIDATOR WOES

* Implementing DNSSEC has been known to
cause operational issues in some instances

* Though an authoritative issue, DNSSEC
validators get the first round of blame

* Non-validating resolvers work just fine and
end users almost ALWAYS say “...but it works
<insert some non-validating resolver here>,
why not yours?! You’re breaking my DNS!”

I may have broke it
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WHAT IS A NEGATIVE TRUST ANCHOR?

BEING TOO BIG TOO FAIL DNSSEC FAILURE EXPERIENCE WHAT DO WE DO?
If a major domain fails DNSSEC - Most DNSSEC failures are a There are a few options:
validation: result of an error » Just let the domain to
* There may be a major security * Very rarely have noticed continue to fail
I5sUe security related issues * Turn off DNSSEC validation

* Use a Negative Trust Anchor
and turn off validation for
that one domain

error very vocal, especially with

social media and phone calls
* There may be a process error P

* There may be a technical error
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IMPLEMENTING A NEGATIVE TRUST ANCHOR

PROCESSES ARE A GOOD THING STANDARD PROCESS AUTOMATE ALL THE THINGS!

* |nitiate conversation * Understand the risks of

Come up with when and why

Figure how to implement within

your resolvers

Stay consistent with processes

and revisit as new things may
shape a new process

keeping a domain fail
DNSSEC

Reach out to the domain
owners and let them know
that DNSSEC is failing

Usually allow them time to
fix the issue

Update the community via
our @ComcastDNS twitter
handle that we are aware of
an issue

* Automation is a major key to
success

* If a Negative Trust Anchor is
approved to be put in,
updating one location is
better than multiple

* After domain is fixed use the
same automation to remove
the Negative Trust Anchor

* Do NOT rush to implement a
Negative Trust Anchor
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TROUBLESHOOTING DNSSSEC

* Can you dig it?
* DNSSEC Failure will result in a SERVFAIL

—y \A\ * Appending a +cd to dig will disable DNSSEC
(xs (5 checking and confirm a DNSSEC issue

<[> * Test with another DNSSEC validating resolver
\ J * dnsviz.net is your friend

* Third-party tool that allows you to show the
customer that it’s not just your resolver.

* Provides information on what is broken and
where

* If a key-roll over issue

* Cache flush may fix DNSSEC failure — just for
your resolvers
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SOME LIGHT READING MATERIAL

HTTPS://WWW.INTERNETSOCIETY.ORG/BLOG/2015/03/HBO-NOW-DNSSEC-MISCONFIGURATION-MAKES-SITE-UNAVAILABLE-FROM-COMCAST-NETWORKS-FIXED-NOW/

HTTPS://TOOLS.IETF.ORG/HTML/RFC4035

HTTPS://TOOLS.IETF.ORG/HTML/RFC7646

HTTP://DNSVIZ.NET
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https://www.internetsociety.org/blog/2015/03/hbo-now-dnssec-misconfiguration-makes-site-unavailable-from-comcast-networks-fixed-now/
https://tools.ietf.org/html/rfc7646
https://tools.ietf.org/html/rfc7646
http://dnsviz.net/
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