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Overview

Afnic’s past loT activities

Introduction to the LoRa
infrastructure

DNS present and possible
future usages in LoRaWAN
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Afnic’s past IoT
activities
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Examples of SDOs and respective
naming services

URI (e.g. Domain names) IETF DNS
EPC GS1 ONS
OID ITU and ISO/IEC ORS

DOI ISO Handle




DNS in the bar code/RF-1ID
domain

Naming convention = EPC Resolution Service Application
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IoT segment trade-offs

/

Cellular

Short Range

Long Range w/ Battery

Long Range w/Power

Communicating Devices Internet of Objects Traditional M2M
el Bl G+ +
Bluetooth o aj y
40 (Wi ) = 46
v'  Well established v'  Emerging PHY v'  Well established
standards solutions standards
v Good for: v Good for: v Good for:
. Mobile devices . Long range . Long range
. In-home . Long battery . High data-rate
. Short range . Low cost . Coverage
O Not good: . Positioning O Not good:
. Battery life O Not good: . Battery life
. Long range . High data-rate . Cost

Source : Semtech




LoRa network advantages

Key Features Attribute/Benefit

157dB to 168dB link budget Long range « >))))

>15 km range

>10 yrs battery lifetime
RX - 10 mA, sleep <200 nA

Unicensedspecum |

Long battery life

Source : Semtech



LoRa network topology

End-devices Gateways Network Server

Application/Join
Server
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Why LoRa-alliance chose DNS?

A scalable model

10



DNS usage in LoRaWAN Specs

« OTA activation

* Roaming — either passive or handover roaming
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Pre-provisioning needed before

OTAA
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Device contains the
DevEUI, NwkKey, AppKey,
JoinEUI

Network server contains the
DevEUI, NwkKey

Appserver contains the
DevEUI, AppKey
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OTAA via DNS for device ‘1’

Device1

1) ((c l )

MQTT Server=TLS

MQTT

Broker

API

LoRa
Network
Server

TLS Connection via Port443

(5

Appljoin Server

Multitech Conduit

Connection via PortéBS?»

Up:1700

Packet
Forwarder

GW Bridge

Down:170

@

hNS

#Device1 JoinEUl &certs
join_eui="1556b9%a 5d60c 629"
ca_cert="certs/capem*”

#Device2 JoinEUl & certs
join_eui="70b3d57ef00004b3"
ca_cert="certs/cal.pem”

#CN=
['9.f.2.6.c.0.6.d.5.a.9.b.6.5.5.1 joineui.iofreg.
net”
tls_cert="join-api-server.pem”
tis_key="join-api-server-key_pem*
#Root keys for the device added via Web

interface
o 10.1.87.85
©
=
N
@
g #CN=
> "3.0.4.0.0.0.0.f.0.7.5.d.3.b.0.7 joineui.iotreg.
- el
o @ net”
g s tls_cert="join-api-server.pem”
© - tis_key="join-api-server-key_pem*
o o . #Root keys for the device added via Web
o - Appljoin Server interface
:3 10.1.86.48
s
3
S o
g C—
g D
5 Ol
2 —mb—
DNS Server

91.2.6.c.0.6.d.5.2.9.b.6.5.5.1 joineui.iotreg.net. INA10.1.87.85
3.0.4.0.0.0.0.f.2.7.5.d.3.b.0.7 joineui.iotregnet. INA 10.10.86.48
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Device2

OTAA via DNS for device ‘2’

API
MQTT LoRa :_]
Broker Network =
Server ;Z g
K]
o TLS Connection via Port443 Appijoin Server
(1) () MQTT Server=TLS i
h Connection viaPort 1883 ﬁ —E e .
Multitech Conduit x
o
Up- hNS p =
p:1700 e —
S #Device1 JoinEUl &certs o To|=
acke ) join_eui="1556b9a5d60c 629" = N )
Forwarder GW Bridge ca_cert="certs/capem” 2 o Y27
o
Down:170 #Device?2 JoinEUl & certs " @ o
join_eui="70b3d57ef00004b3" 2 |ls Appljoin Server
ca_cert="certs/cal.pem” o b
P =
o —
5
£ o
S Cum—
g [« ]
S .
2 b
DNS Server

9f.2.6.c.0.6.d.5.2.9.b.6.5.5.1 joineui.iotreg.net. INA10.1.87.85
3.0.4.0.0.0.0.f.e.7.5d.3.b.0.7 joineui.iotregnet. INA 10.10.86.48

#CN=
"9.f.2.6.c.0.6.d.5.a.9.b.6.5.5.1 joineui.iofreg.
net”
tls_cert="join-api-server.pem"
tis_key="join-api-server-key_ pem"“
#Root keys for the device added via Web
interface

10.1.87.85

#CN=
"3.b.4.0.0.0.0.f.2.7.5.d.3.b.0.7 joineui.iotreg.
net"
tis_cert="join-api-server.pem”
tis_key="join-api-server-key_pem*“
#Root keys for the device added via Web
interface

10.1.86.43
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Information in the device after
OTAA

I))> Device contains the

DevEUI, NwkKey, AppKey,
/ JoinEUI, JoinNonce, NetID,
DevAddr , NwkSIntKeyUp,
NwkSIntKeyDwn, NwWkSEncKey,
AppSKey




Passive roaming scenario
using DNS

(@D)
)

P.
ac/ret Uy
ing

Uplink destined for
Operator ‘A’

Packet downlink

Operator ‘B’ becomes the NS
for the device by forwarding

Operator ‘A’ rests as the sNS
for the device and maintains
the connection between the

packets from/to the device JS and the AS

Packet uplink

But, the GW forwards
the “packet” to Operator ‘B’

Packet downlink

hNs

Get IP address of the Operator ‘A’

IP address of the Operator ‘A’

Packet uplink

Packet downlink

DNS

Hilll
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LoRa DNS tree

delegation

Zone “net”

Q Zone “.”
Zone “org”

Zone “lora-alliance.org”
lora-
alliance

Zone “netids.lorawan.net”

Zone “lorawan.net”

Zone “joineuis.lorawan.net”

J
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Solving device manufacturer

issue using DNS

DevEUI

|

2F-AO0-5E-AB-CD-85-00-10

‘_V_’ \_'_l\_'_l N
oul Batch  Serial Number
DevEUI

2F-AO0-5E-AB-CD-85-00-11 |

JoinEUI

]

DevEUI

2F-AO0-5E-AB-CD-85-00-12 1'

7 00-12-6E-16-65-00-K1-58
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Breaking the JoinEUI
dependancy

*.D.C.B.A.E.5.0.A.F.2.\8.5.1.K.0.0.5.6.6.1.E.6.2.1.0.(;.joineui.Iora-alliance.org. IN A 1.2.3.4

| |

DevEUI reversed JoinEUI reversed
until the batch number

Breaking the JoinEUI dependancy of the JS:
*4.5.D.C.B.A.LE.5.0.A.F.2.8.5.1.K.0.0.5.6.6.1.E.6.2.1.0.0.joineui.lora-alliance.org. IN A 1.1.1.1
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To use IP or not in IoT

* loT is about connecting « things » to the Internet

* Non IP devices connect to the Internet through an

Internet gateway

« The gateway is an application layer gateway — Needs to strip the data
and restructure it with a TCP/IP stack in order to enable communication

with an Internet service
» Packets encrypted at the loT network must be decrypted and re-secured

in the IP datagram at the Internet gateway

 |P based loT devices can route and forward data
without much intervention
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Issue - IPv6/UDP Header Size

Puylosd Lengh (28) Next Header (18) Hop Limit (18)

40Bytes < Sowrce Addre ss (1468)
1Pv6 Hoader > 48 Byws

Destration Address (148)

\
8 Byws
UDP Header Lengmh (21) Checksum (20)

IPv6/UDP

UDP
Checksum

10 bytes

Dispatch
IPHC
CID
Hop Lim
DstIID

(0068)
NHC
UDP Ports

6LoWPAN

Compression <1 bytes
Residue + Rule ID

SCHC




SCHC Context

—N————————— e —

Figure 8: Compression/Decompression Context
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Resolving the context from
the DNS

(@D)
)

Joy,
~ Re‘]ue
St

LoRa Packet with SCHC
compression residue +
Rule ID

Join Request

The GW forwards
the “packet” to hNs

o
ﬁIﬁ

Get the context to decompress the
packet based on the rule ID and the
Device Unique Identifier

Context for decompressing the packet

DNS

Hilll
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Issue : Shared Secret Key need to be
pre-provisioned manually

Device contains the Network server contains the App/JoEi)n sg{'Jvle;‘cor}l(tains the
DevEUI, NwkKey, AppKey, DevEUI, NwkKey evELl, AppRrey
JoinEUI

|’>

7’
1
1/

00|00 H
U
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Key distribution Challenges

» Device manufacturer adds the Key in the device

» Keys are shared with device owner; sl torawan device

Written in the back of the device AR P ORIt

By flleS malIS etC AppKey: 0101010101010101

* The Keys then have to be shared with the Network
Operator, Join Server operator, App server operator
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Looking at : DNSSEC, DANE, Do

I
DNS as PKI
e
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—b—
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Network Server App Server



