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ObBio

• Mike Schi!man <mschi!m@fsi.io>

• Doing the computer security for ~25 years

• Previous: Cisco, @stake, Guardent, ISS

• Current: Engineering Team Lead for Farsight Security, 

Inc



“The goal of an IDN e!ort is not to be able to write the great Klingon (or 

language of one's choice) novel in DNS labels but to be able to form a 

usefully broad range of mnemonics in ways that are as natural as 

possible in a very broad range of scripts.”

-- RFC 5894



Tell Me More About How You’re Into That Bitcorn

Found at https://coinbȧse.com

(Circa March-April 2018)



IDN Homographs: Maybe You’ve Heard Of These Guys?

(Snowflake count in red)



ƒacebook.com.
ƒacebọọk.com.
ƒacebook.tk.
ƒɑcebook.com.
ḟacebook.com.
fácebook.com.
fàcebook.com.
fâcebook.com.
fåcebook.com.
fäcebook.com.
fãcebook.com.
fȧcebook.com.
fącebook.com.
fācebook.com.
fạcebook.com.
fḁcebook.com.
fàćebook.com.
faĉebook.com.
fačebook.com.
faċebook.com.
façebook.com.
faƈebook.com.
facébook.com.

ġoogle.xyz.
goôgle.com.
ĝoogle.com.
googĺe.com.
gọọglē.com.
googlè.tk.
googlę.com.
googlè.com.
googlé.com.
ġooģle.com.
goơgle.com.
googlè.com.
googlé.com.
goơgle.com.
gooĝle.com.
gooĝle.com.
gooĝle.com.
gooĝle.com.
gooĝle.com.
gooĝle.com.
gooĝle.com.
gooĝle.com.
gooģle.com.

appǀe.com.
appɩė.com.
âpplê.cf.
ápple.com.
ǎpple.com.
åpple.com.
äpple.com.
ąpple.com.
apṗle.com.
appĺe.com.
applé.com.
applè.com.
àpplè.com.
applĕ.com.
ăpplĕ.com.
ápplê.com.
àpplê.com.
âpplê.com.
applě.com.
applë.com.
äpplë.com.
applė.com.
åpplė.com.

ñetflix.com.
ņetflix.com.
nétflix.com.
nėtflix.com.
neṭflix.com.
netflíx.com.
netflìx.com.
netflîx.com.
netflïx.com.
netflịx.com.
netflıx.com.
netƒlix.com.

ƅankofamerica.com.
baŋkofamerica.com.
baŋkofamerica.net.
bąnkofamerica.com.
bankôfamerica.com.
banköfamerica.com.
bankofamerîca.com.
bänkofämericä.com.
banĸofamerica.com.
banĸofamerica.net.
bɑnkofɑmericɑ.com.

wėllsfargo.com.
welłsfargo.com.
wellsfárgo.com.
wellsfårgo.com.
wellsfargó.com.
wellsfargọ.com.
wellsfɑrgo.com.

çhase.com.
chàse.com.
chäse.com.
chasé.com.
chasë.com.
chɑse.com.
сһаѕе.com.

This font used in this presentation is Lucida Grande, a serif-free font conventionally used by 

many browsers, websites, and blogs (including Facebook)

IDN Homographs: Samples From The Field



Disclaimer!

All of the organizations whose homographs appear in

this slide deck were notified after discovery before any 

public discussion.



Agenda

What We’ve Seen

What We See

How We See

What Can We All Do?

Bonus Stu!



IDN Homograph Vulnerability: Enabled By Two Things

1.Evolutionarily, humans are really good at pattern 

recognition

2.Many Unicode glyphs look similar or identical to others 

when rendered in many fonts



IDN Homograph Attacks: Touched By An IDN

• Register an IDN that is a homograph of a well-known 

(usually non-internationalized) site

• …To extort, camp, cash-park, phish, distribute malware, or 

do other antisocial things 

google.com ɡoogle.comvs.

This “g” is Basic Latin (U+0067)

(The Unicode Consortium calls such code points “confusables”)

This “g” is Extended Latin (U+0261)



IDN Homograph Attacks: Samples From The Field

Real Site Homograph

easyjet.com.

delta.com.

ryanair.com.

poloniex.com.

coinbase.com.

bittrex.com.

facebook.com.

amazon.com.

linkedin.com.

easyjeṭ.com.

deǀta.com.

ryanaiṛ.com. 

polonìex.com.

coinbȧse.com.

bītťrex.com.

ғасеьоок.com.

amaźon.com.

lìnkedin.com.

xn--easyje-n17b.com.

xn--deta-1kb.com.

xn--ryanai-1x7b.com.

xn--polonex-3ya.com.

xn--coinbse-30c.com.

xn--btrex-m3a12b.com.

xn--80akppap2f62a.com.

xn--amaon-7hb.com.

xn--lnkedin-zya.com.

Punycode



IDN Homograph Attacks: Here’s a Cool Collage I Made



What We’ve Seen / What We See



What We’ve Seen: All The IDNs

161,935,465 total IDN observations

34,460,574 total unique IDNs

Summer vacation?



1,675 total unique TLDs

What We’ve Seen: Top 10 IDN TLDs



What We’ve Seen: IDN TLD, Russia vs Everyone Else

Of the 34.5M total unique IDNs, 40% belong to a Russian-

language



What We’ve Seen: What’s in a Brand?

• Brands and service marks normalized as Basic Latin

• From three to 24 characters

• Collapse spaces and hyphens, remove diacritics



What We’ve Seen: Which Brands?

• Banks, Financial Management, Insurance, Ecommerce 

• Credit & Loans, Consumer Goods, Cryptocurrencies

• Airlines, Pharma, Computer Security Companies

• etc…

• 509 total

A curated and de-deuplicated blend of companies
from Alexa Top 100 and SimilarWeb.



What We’ve Seen: IDN Homographs

61,443 total IDN homograph observations

11,766 total unique IDN homographs



What We’ve Seen: IDN Homographs by Sector

Of the 61,443 total IDN homograph observations,

20% are in banking/finance



What We’ve Seen: IDN Homographs by TLD

52% live in .com (no surprise)



What We’ve Seen: IDN Homographs by Country

68% purport to be in the US

Cheap hosting / US-based CDNs?



What We’ve Seen: IDN Homographs by IP Version

IPv4 still reigns supreme



What We’ve Seen: A Gallery of Interesting Sites

• Back in March 2018, I had this idea…

• “Let’s treat homographs as websites and build a 

dashboard to display them in real-time…”

No assumption of intent on what follows!



How We See: The IDN Checker Dashboard

Hey wait… One of those looks suspicious…



How We See: The IDN Checker Dashboard (zoom-in)



Gallery of Interesting Sites: bīťťrex.com.

Unfinished phish?



Gallery of Interesting Sites: bittṛeẋ.com.

Adware, anyone?



Gallery of Interesting Sites: bītťrex.com.

BTC PLS FTW



Gallery of Interesting Sites: coinbȧse.com. coínbasé.com.

MOAR BTC PLS FTW



Gallery of Interesting Sites: polonìex.com.

WILLPHISH4ETH



Gallery of Interesting Sites: ġoogle.com.

Who’s watching the watchers?



Gallery of Interesting Sites: amaźon.com.

Please be entering your credit card infos



Gallery of Interesting Sites: appĺe.com.

Spam / PUP



Gallery of Interesting Sites: gơogle.com.

Adware



Gallery of Interesting Sites: deǀta.com.

Spam and scam



Gallery of Interesting Sites: easyjeṭ.com. easyjėt.com.

Spam and scam



Gallery of Interesting Sites (12/12): ryanaiṛ.com.

Spam and scam



What We See: The IDN Daily News

• ~11,577,600 total IDN observations

• ~15,465 “new” IDNs

• ~3,400 homographs (from our list of 509 brands)



How We See



Image Analysis

IDN Homograph Checker

Web Query

Brands

IDN Homograph Matcher

Brand Monitoring Service

IDN
Homographs

Passive DNS
Cache Misses

Happy End Users

How We See: The IDN Homograph Pipeline



How We See: Homoglyphification

• To detect homographs we first must build a tables of 

homoglyphs

1. Choose font(s)

2. Generate glyphs

3. Compare glyphs

4. Prune output into final homoglyph tables



Homoglyphification: Choose Font(s)

• Basic Multilingual Plane only

• No font has full coverage of entire universe of Unicode 

code points

• Find something with good BMP coverage (Code2000, 

Unifont, Noto)

• Determine optimal glyph dimensions

• Determine desirable blocks (many can be excluded)



Homoglyphification: Generate / Compare Glyphs

• Iterate Basic Multilingual Plane blocks

• Write out glyphs

• Deduplicate (tofu)

• Compare glyphs look for homoglyphs (argh: O(n²))

• Generate htmlized view for subsequent inspection



What Can We All Do?



• End-user: education and awareness

• Sysadmin: defensive registrations, defensive feeds, be 

aware, dnstwist, dnstwister, GFYP

• Registry/Registrar: strict(er) rules for intra-label script, 

commingling, mandate homograph lookup checks, 

“homoglyph bundling”

Mitigations: No Silver Bullet



Bonus Stu!



Script Commingling: It’s A Problem

• The mixing of di!erent scripts at e!ective second-level 

domain

• (Basic Latin + Cyrillic)

⁃ xn--pypal-4ve.com. --> pаypal.com.

а a
U+0430 U+0061



Script Commingling: A Brief History

• All mixing allowed

• People showed confusables with Cyrillic/Latin

• All mixing was prohibited

• People showed that some mixing was useful but some 

was harmful

• Time passes

• Shrug

We are here



Script Commingling: Why Is It a Problem?

• Enables more sophisticated and di!cult-to-spot 

homographs than any single script does (as previously 

shown)

• Increases the potential homographic namespace for a 

brand, making defensive registrations much harder



Script Commingling: Why Is It A Thing?

• “IANA Guidelines for the Implementation of 

Internationalized Domain Names (4.0 Final Draft)”

• Script commingling addressed in section 2.5.2 and 2.8 

sub-section V

• This document coupled with several UC documents 

forms a foundation for detecting against-the-rules 

commingling

• Oh wait…



Script Commingling: It’s Really Complicated

• “Exceptions to this guideline are permissible for 

languages with established orthographies and 

conventions that require the commingled use of 

multiple Unicode scripts”

• IDN Tables to the rescue!

• Sorta!



Script Commingling: Our Path Forward?

• Check TLD

• IDN Table?

• If we don’t have one, fall back to the ICANN/UC rules



Errata: C Programming is Hard

• While tinkering on a PoC mixed script checker

• Found edge-case bugs in GNU libpsl, libidn, libidn2

• Libpsl: NULL pointer deref (boring)

• libidn/libidn2

⁃ The functions responsible for decoding Punycode 

into Unicode in both libidn and libidn2 can be 

coerced to generate invalid Unicode code point 

values yet return successfully.



Errata: Some Bugs

• The net result: all code written against libidn and 

libidn2 that directly calls the Punycode decoder can 

silently return invalid Unicode code points

• i.e.: uint32_t all_unicode_codepoints[0x10FFFF];

• I found this because an in-the-wild FQIDN triggered it.

• …

• Code was patched — are you running the latest 

version?



Fin

Thank you very much for your time!

mschi!m@fsi.io
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