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Outline

* Measurement recap
* Perceived impact
e Lessons learned

e Next round?
e What it should be?



EDNS in October 2019, 23 M domains

Mode Permissive  Strict
(<=2018) (2019+)
Ok 48.61 %
Compatible  23.37 %
High latency 13.15 % 7.48 %
Dead 14.87 % 20.55 %
Breakage +5.68 %




Top ten: EDNS-broken providers in October 2018

provider domain breakage # broken
hichina.com. 35.78 % 469 611
dnspod.com. 25.66 % 336 797
myhostadmin.net. 5.04 % 66 208
Xincache.com. 4.82 % 63 246
dnspod.net. 3.27 % 42 881
dnsdun.net. 2.85 % 37 435

z gmoserver.jp. 2.71 % 35 595
registrar-servers.com. 1.64 % 21 533
alidns.com. 1.63 % 21 369

85 % metaregistrar.nl. 1.20 % 15 762




Prepare for impact

https://dnsflagday.net




Question 1

How did you perceive DNS flag day 2019?



Question 2

What lessons we learned?



Question 3

Should we have another DNS flag day?



Open discussion: What to do next?

* https://github.com/dns-violations/dnsflagday/issues
* 0x20 guery case randomization

e UDP fragmentation issues / mandatory TCP support
e RFC 8020: There Really Is Nothing Underneath

* "Greasing" EDNS options

* Forcing EDNS version negotiation

e ... add yourown ...



Backup slides

Hobby measurement by
petr.spacek@nic.cz



TCP on auths in May 2019, 34 M domains, 59 TLDs

Mode

TCPaslast TCP
Instance required

Ok

67.52 % 67.52 %

High latency

12.83 % 5.76 %

Dead

19.65 % 26.72 %

Breakage

+7.07 %

email, solutions, tel, date, review, one, link, services, company, agency,
group, guru, news, network, photography, studio, jobs, business

net, co, xyz,
se, cz, loan,
online, club,
site, icu, nz,
shop, Itd, cl,
mobi, app, live,
pro, website,
space, nu, fun,
store, win,
tech, men, life,
blog, stream,
world, dev,
wang, bid,
rocks, cat,
tokyo, XxXx,
today, design,
trade, Xxin, ...



Top ten: TCP-broken providers in May 2019

provider domain breakage # broken
hichina.com 67.84 % 1610817
name-services.com 6.74 % 160 070
foundationapi.com 3.66 % 86 970
Xincache.com 2.63 % 62 479
alidns.com 2.16 % 51 309
123-reg.co.uk 2.04 % 48 411

z domainparkingserver.net 1.69 % 40 036
ztomy.com 1.27 % 30 238

90 % mytrafficmanagement.com 1.23 % 29 285
myhostadmin.net 1.05 % 24 856




