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DNSCurve uses high-speed high-
security elliptic-curve 

cryptography to drastically 
improve every dimension of DNS 

security...



OPENDNS ADOPTS DNSCURVE

JULY 31, 2009
Matthew Dempsky aka mdempsky

e733205





OPENDNS DISABLED DNSCURVE SUPPORT

JUNE 21, 2017
Only being used by cr.yp.to and nameservers stopped 

responding to encrypted queries



DNSCURVE FORWARDER

<dnscrypt-query> ::= <client-magic> <client-pk> <client-nonce> <encrypted-query>
...
<encrypted-query> ::= AE(<shared-key> <client-nonce> <client-nonce-pad>,
<client-query> <client-query-pad>)

X25519-XSalsa20Poly1305 or X25519-XChacha20Poly1305

http://dnscurve.org/out-implement.html


FIRST CODE COMMIT

OCT 19, 2011
Frank Denis aka jedisct1

17d8dd0



FIRST PUBLIC RELEASE

DECEMBER 6, 2011
dnscrypt-proxy binary only

UI for OSX, Windows, Linux come later



FIRST ENCRYPTION IS NOT ENOUGH RESPONSE

DECEMBER 8, 2011
Ben April, Trend Micro

https://blog.trendmicro.com/trendlabs-security-
intelligence/dnscrypt-not-fundamental-enough/



DNSCRYPT-WRAPPER

NOVEMBER 25, 2012
Intermediary between client and resolver to add 

DNSCrypt capabilities



OPENDNS ROAMING CLIENT

DECEMBER 14, 2012
Off-network protection for roaming/remote users



OPENDNS VIRTUAL APPLIANCE

APRIL 22, 2015
Active Directory integration



DNSCRYPT SPECIFICATION VERSION 2

JULY 25, 2015
Updates include



DNSDIST SUPPORTS DNSCRYPT

DECEMBER 21, 2015
v1.1.0



YANDEX SUPPORTS DNSCRYPT

MARCH 29, 2016
Supported in their browser



INTEGRATED DNSCRYPT IN ANYCONNECT

JULY 8, 2016
Replacing much of the Roaming Client base, same use case



UNBOUND SUPPORTS DNSCRYPT

MARCH 20, 2017
v1.9.1



CISCO SECURITY CONNECTOR

SEP 20, 2017
DNSCrypt on iOS



QUAD9 SUPPORTS DNSCRYPT

DECEMBER 2018
Latest big provider



WHERE ARE WE?



40 PROVIDERS



> Yandex
> OpenNIC
> Quad9

> SecureDNS
> AdGuard

> CleanBrowsing
> Scaleway

> dnscrypt.(nl|eu|org|uk|me|ca)



>3M OPENDNS 
ENDPOINTS



~15% OPENDNS 
TRAFFIC



WHAT ABOUT DOT/DOH?

coughDNSSECcough



QUESTIONS?


