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Introduction

* WhoamI?

— Data Scientist at Infoblox
working in the Cyber
Intelligence Unit mainly with
DNS data

— Past work

o Consultant, Professor,
Astrophysicist
What do we do at Infoblox?

— Detect and Identify Threats in
our Customers’ Networks

— Accurate and Specific: Find
and Label Attacks
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Gain Insights on Current Threats

Search Real-time Threat Data

THREAT INTELLIGENCE YOU CAN TRUST—ALL IN ONE
PLACE

With 10 years of experience, the Infoblox Cyber Intelligence Unit creates, aggregates and curates information on threats to provide
actionable intelligence that is high quality, timely and reliable. Threat information from Infoblox minimizes false positives, so you can be
confident in what you are blocking, while ensuring unified security policy across the entire security infrastructure.
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Random Subdomain® DDoS Attacks

e Use “random” subdomains to @
overload authoritative name
Q

Authoritative
servers _— \ Name Senvers
o Resource exhaustion attack g s oty 2V -

recursive
resolvers

distributed

e Attacks against authoritative name Cunten et |
. , gseamingly a n::neve
servers; domain doesn’t matter i %7
rea”y ii / [
— RS
Actor-controlled open
Server Fam resoivers

Goal: Identify and label attacks
Queries look like:

We postulate that there are N uniquely
identifiable software systems being
used in these attacks. or

random_prefix.attack_domain

* also referred to as Slow Drip or Water Torture DDos attacks random_preﬁx.ﬁxed_label.attack_domain
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Finding

Outlier

threshold 1 |

Number of
unresolved
queries in one
day

Average

° = a single domain

A

the attacks

/ the first condition.

o

>

Average Quitlier threshold 2

Difference in number of unique subdomains over 2 days

These domains meet

Two conditions are used to
identify a domain
experiencing an attack.

1. Large number of
unresolved queries in a
day

2. Large increase in
number of unique
subdomains over past
2 days.

These domains meet the
second condition.

Attacked domains are found in the overlapping region where both conditions are satisfied.
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Sample Attack Queries from Various Domains

Queries USED TO look like:

random_prefix.attack_domain

0k3.hfax.com.

t6q.hfax.com.
questioned.bjbgp.bjbgp.hfax.com.
cxj.bjbgp.hfax.com.
Izd.bjbgp.hfax.com.
fao.bjbgp.hfax.com.

9gi.hfax.com.
171j.bjbgp.hfax.com.
20ck.bjbgp.hfax.com.

or

random_prefix.fixed label.attack _domain

giv.wan.douyu.com. 3

=) A A NDNDNNDNDNDN O

* Prefix isn't random; can

krv.bjbgp.bjbgp.bjbgp.hfax.com. worst.bjbgp.g.wan.douyu.com. 3
2xqy. t.d ; .3 ; P
us85.91y.com. 10 A contain dictionary
a34t.bjbgp.91y.com. 7 i92.skeeball-arcade.scopely.com. 1 words.
7c82.91y.com. 3 china.scopely.com. 1 _ )
cp7.bjbgp.91y.com. 2 books.scopely.com. 1 * Fixed label is no |0nger
01uq.bjbgp.91y.com. 2 | {eal.yahtzee-with-buddies.scopely.com. 1 :
uh5t.bjbgp.91y.com. 2 songs.tech.scopely.com. 1 fixed. Can vary.
dwu9.91y.com. 2 gw2.wheel-of-fortune.scopely.com. 1
glwe.91y.com. 1 ab4.scopely.com. 1

o,
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The problem

e take ~800M records like the ones on previous slide
e put them into buckets of attacks generated by the same malware
e where an attack is (date, domain)

The solution

e use machine learning: “unsupervised learning” technique can cluster,
or group, attacks that have similar “features”
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Machine Learning

- Features of the data

- Color, Size, Number of
angles, Number of
sides

- Unsupervised Machine

Learning
Train the model to
group similar things
together
Depends on the
features chosen or the
qguestion you are
asking.

7 | © Infoblox Inc. All rights reserved.



Machine Learning Software A

0k3.hfax.com.
t6q.hfax.com.
questioned.bjbgp.bjbgp.hfax.com.

e Problem is hard: we don't Spris s
have sample malware. Ry Software B
e Features we can explore P
o Landscape statistics krv.bjbgp.bjbgp.bjbgp.hfax.com. SOﬂware C
Lo us85.91y.com.
o Qname statistics a3t bjbap.Sty.com!
o  Similarity statistics e OR
H H . 01uq.bjbgp.91y.com.
o  Time series analysis uh;‘bjbggm;wm.
o ... dwu9.91y.com.
. . glwe.91y.com.
e Strong clustering will qivwan.douyu.com.
. worst.bjbgp.g.wan.douyu.com.
require many features. _ 2xqypassport.douyu.com.
. . . i92.skeeball-arcade.scopely.com.
e Showing just 2 features in chinaiscopel.com. Software 1
00KS.scopely.com.
detall today deal.yahtzee-with-buddies.scopely.com.

songs.tech.scopely.com.
gw2.wheel-of-fortune.scopely.com.
ab4.scopely.com.

Software 2 Software 3
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Feature 1: Query Type

Comparison of Qtype 1 with Other Qtypes in Slow Drip Attacks
June - August 2018

Data set P =
™ Hypothesize that these attacks
e 444 attacks € o0s ] were generated by different
occurring over 2 o6 malware.
2 o
~75 days 7 200
é 0.4 - Ogm =
% o o@ %
§ 02 A L
T o
= R g
0.0 4 Qtype 1 AttACKS e ¥
0.0 02 04 06 08 10
Percentage of e 1 Records
Few seerane Lot's of
Qtype = 1 records Qtype=1 records

o,
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Feature 2: DNS Enumeration Dictionary

e A substantial number of

Attack Labels Found in DNS Enumeration Dictionary
the attacks use a

ictionary for generatin ]

dCt,O ary for generat .g ” 22% of attacks have
their random subdomain

strings. 60 -

< 5% overlap with
/ dictionary 11% of attacks

have >80%
overlap with
dictionary

o Google shortcut to
reverse engineering

o  Github dictionary text
file contains ~420k 2.
words

Number of Attacks
8

\

00 0.2 04 06 08 10
Percentage of Labels in Known Dictionary

\ Hypothesize that these attacks were /

generated by different malware.

o,
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Grouping the attacks

2 How many malware
YesT f‘;% systems are creating
Use DNS . fﬁfw these attacks?
dictionary? eg fe3 % o
° o 5 BE
R e TR SO 37
No 3‘;{;; o o o
| I >
°=asingle Mix Only Qtype =1
date-domain pair Qtype

o,
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Grouping the attacks

A How many malware
Yes—+ i PR T systems are creating
SeS W T A1 these attacks?
Use DN . o °, '
dictionary? e §
0B "8 ®
i ;%:% ° 47?
NO @og{;';o%% °®, o‘z
| | -

-=asingle Mix Only Qtype =1
date-domain pair Qtype

@,
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Clustering the Attacks

« 20 Features in Total %
—  Percentage of gtypes 8
—  Dictionary overlap
—  Character distributions
—  Time series
—  Percentage of unique labels

in attack 4

—  Mean prefix lengths

etc. -

* Used HDB-SCAN to cluster
attacks in 20 dimensions

* Use UMAP to project
20-dimensional space into
2-d plane

-1 indicates an outlier

#3: criteo.com

-2 #0: ecooltra.com

o G
-4
#0: ruckuslbs.com

-6

#2: norwichpharma.com

outlier: centralnic.com

outlier: verimi.com

#7: harrys.com
\ ,‘.;‘.‘:‘ _"
Pl o

#4: toyota.com _

#1: lifewire.com s,

#5: shave.io

#8: crowdshield.com
g

\ L.
Fo
>

N

#9: informatica.com

‘o0
.

o P e3P
#6: playcanvas.com

cluster

--

WoOoONOONH WN = O

-10

-5 0 5
X

10
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Cluster properties

From 20 features, we are
able to group attacks into
about 8 clusters, which are
different from original attack
profile.

It is unlikely that one single
piece of malware is
generating these new
attacks, unlike previous
attacks.

Using these groups, it's
possible to track the
evolution of the malware
systems over time.

No. Size Days Sample Attack Domains Dominant Features

0 20 6  AirBnB-related, Ruckus Wireless high DNS overlap, five gtypes, lex-ascending, moder-
ate attack lengths

1 I 5 DotDash-related redundant labels, one qtype, high DNS enumeration
overlap, short attacks

2 28 5 Pharmaceutical Industry and Icelandic unique labels, lex-descending, five qtypes, moderate
length attacks

3 46 28  Indonesian domains, universities, pay- very lex-ascending, five qtypes

ment sites, Tinder

4 47 19  Toyota, Starbucks, Paypal high label reuse, high DNS overlap, one qtype

5 10 9 dollarshaveclub.com, shave.io no DNS enumeration overlap, one qtype, strong uni-
gram pattern, shorter attacks

6 27 8 starting sc-, AirBnB-related, PlayCanvas  moderately duplicated labels, one qtype, no DNS enu-
meration overlap, lex-ascending, strong unigram pat-
tern

7 55 12 Western Union, Harrys ~50% label reuse, one qtype, short attacks, high lex-
ascending

8 I 6 crowdshield. com, coupa.com one qtype, high lex-ascending, far from unigram mod-

els

o,
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Conclusions

Threat landscape has changed. Simple random subdomains are no

longer the norm. More complicated behavior is emerging. More than
one actor/malware system is active.

« Multiple query types are becoming more common.
« Uniform random prefixes are no longer prevalent, rather
dictionary-generated are more common

Attack generators could be combining techniques for creating gnames.

Monitoring attacks that fall outside these clusters could give indications
of changing attack tactics.

Paper with more details: https://arxiv.org/abs/1905.09958
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https://arxiv.org/abs/1905.09958
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Extra slides
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These domains
meet the first
condition.

Finding the attacks

Count

Two conditions are used to identify a domain
experiencing an attack.

e i UL I
1. Large number of unresolved queries in a Q1 Average Q3 Q3 + 1.571GR

day Number of unresolved queries in one day for all domains

2. Large increase in number of unique A
subdomains over past 2 days. These domains
meet the second

condition.

Count

Attacked domains are found in the | — |
overlapping region where both 1 2 Q1 Average Q3 Q3 + 1.5"IQR

iy . e Change in number of unique subdomains over 2 days for
conditions are satisfied. all domains

.
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