A new traffic capture anad
visualisation tool for IMRS



mailto:jim@sinodun.com
https://sinodun.com
mailto:jim@sinodun.com
https://sinodun.com

Traffic capture anad
visualisation for IMRS

« What is IMRS? ICANN Managed Root Server (the root server formally
known as L-root)

 How is traffic captured? Using RFC8618 C-DNS (Compressed-DNS)
‘& CBOR based DNS specific file format for traffic capture.




Project Backgrouna

e Sinodun contract for ICANN DNS Eng Team who manage IMRS.

 (Open source code developed via DNS-STATS (dns-stats.org).
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ted use case
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C-DNS File sizes
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C-DNS Implementation Status

« dns-stats github: https://github.com/dns-stats/
compactor
« Software has two components:

« compactor: Captures & compresses traffic in C-DNS format

» inspector: Reads C-DNS and has 2 output formats
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Architectural Overview
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dns-stats compactor Deployment

« compactor constrained to 1 CPU on the DNS server
 (ollects all data specified in C-DNS (query + response
 Note: RFC format allows almost all elements to be optional

o Writes xz compressed files to local storage




dns-stats inspector Deployment
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ClickHouse deployment

» (lickHouse is an open source time series SQL column database with
Grafana plugin (other plugins are available!

e Used by various other DNS projects (CloudFlare, NIC Chile

w C-DNS_.thema: :
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ClickHouse deployment

e © server cluster

 Import process handles ~17 billion records per day (~200 kqgps

 Disc usage 1Tb per ~39 billion records (2+ days of raw data




ClickHouse numbers

« Sample query speed: count all AAAA queries in a week
« Raw data is 200 kgps I.e. a packet every ~5 micro sec
e Table sizes are for full set of DSC like aggregations




Grafana deployment

 Web-based visualisation platform with various plot types:
 TJime series

e Bar chart (using Sinodun modified plugin based on Plotly
 Map (using standard plugin

e Other plugins: ClickHouse data access, Image rendering
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Grafana dashboard
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Timeseries grapns

Query Attributes
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Simple bar chart

Client subnet statistics
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More complex bar chart
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Map based graph

Client geographic locations
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RSSAC graphs
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summary

 (C-DNS, ClickHouse and Grafana provide nice package for traffic
capture and visualisation

« C(ClickHouse aggregations allows for flexibility to choose trade-offs
between storage and performance




Thank you!

Any guestions?




