DNS Privacy...
there must be an app for that”



http://dnsprivacy.org
http://dnsprivacy.org

Overview

* Review of client side of DNS Privacy (DoT and DoH
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Client vs server

e Server side now has many implementations/solutions

e Several large resolvers, increasing number of ISPs (EDDI),
many other services...
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= Client side picture more varied:

Simplified, non-exhaustive
review providea nere




Desktop Browsers

DoH DoT
Firef -
iy Vv X
Ch :
2020) INARS
Edge! (\/ ) X .
Brave! (\/ ) X

Notes Resolvers

- Cloudflare
- NextDNS
- Comcast

Turned on by default in US to a TRR
Otherwise user config

Same-provider DoH upgrade (fixed list)

Or user config available Currently 8

- Cloudflare
- Google
- Quad9

In Edge Dev (diff list)

WIP - not exposed in config but can use
chrome://flags

1. Based on Chromium code base
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https://wiki.mozilla.org/Security/DOH-resolver-policy
https://www.chromium.org/developers/dns-over-https
https://techcommunity.microsoft.com/t5/networking-blog/windows-insiders-can-now-test-dns-over-https/ba-p/1381282
chrome://flags

Desktop Browsers

Firefox
(2018)

Chrome
(2020)

Edge!

Brave'

DoH

DoT

Notes

@ ontig
e-provider Do oJe

@ onfig D

1. Based on Chromium code base
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Configured
Resolvers

Standard feature, but defaults differ!
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https://wiki.mozilla.org/Security/DOH-resolver-policy
https://www.chromium.org/developers/dns-over-https
https://techcommunity.microsoft.com/t5/networking-blog/windows-insiders-can-now-test-dns-over-https/ba-p/1381282
chrome://flags

Desktop Systems

System config |\ iive API GUI Apps
option

Windows ¢ ;: _. :-_ o - Sept 2020
(2020) A B :
macOS Seta release apt 2020

D D
(2020) - - oxtT
Linux
(systemd-resolvd) )0

(2018)

1.Windows Preview only, same policy as Chrome
2.Can only use 1.1.1.1, no user config of resolver
3.Detailed video - Note makes easy for an app to offer system wide DoH/DoT
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https://www.bleepingcomputer.com/news/security/microsoft-adds-windows-10-dns-over-https-settings-section/
https://developer.apple.com/videos/play/wwdc2020/10047/
https://www.bleepingcomputer.com/news/security/microsoft-adds-windows-10-dns-over-https-settings-section/
https://developer.apple.com/videos/play/wwdc2020/10047/

Mobile OS

System config
option

Native API Apps

- Chrome supports DoH

Android - Quad 9 Connect
(2018) - Cloudflare 1.1.1.1
- BraveDNS
- NextDNS

- Cloudflare 1.1.1.1

X DOT + DoH - NextDNS
- DNS Cloak

iOS
(2020)

1. Opportunistic DoT by default
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DoH DoT Notes
dnsmasq
Stubby (getdns) DO i
Unbound DO B
DO D 0 0 DS-0 DI0
DO ) 0 0 pDD
OpenWRT . .
D D ) 0 d O DU-PIro
Asuswrt-Merlin : b
Pi-HOIe ; 0 ..oo . 0 .o ..o Dle i oo' .o
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...how to discover resolvers?

e Biggest challenge now for client side is resolver choice and discovery...

« ADD WG and predecessors have been churning for ~1 yr
e Use cases are still unclear

« Home/open wifi/mobile

ely a WOrK In progress!
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Windows GUI for




Unbound

PRIVACH

* A privacy enabling stub resolver, daemon listening on localhost,
effectively a smart DoT proxy (DoH support is coming

 Has stub DNSSEC validation capabilities (based on getdns)

e Originally a cross-platform command line tool for expert users



https://dnsprivacy.org/wiki/x/CIBn
https://dnsprivacy.org/wiki/x/CIBn
https://en.wikipedia.org/wiki/Sergeant_Stubby

e Stubby GUI

STUBSY

RNIVACH

* Funded by Comcast Innovation Fund to dnsprivacy.org (Thank you!)
(Sinodun, NLnet Labs, etc. involved)

1. v0.3.0 (getdns 1.6.0) moved to emake -> 1st class support for Windows
2. getdns added to vepkg (widely used Windows package mgr)
* |In absence of Windows API makes application dev easy
3. Next release (v0.4.0) Stubby will be a fully fledged Windows service
4. Development of GUI to research how to provide usable security for DNS
* Windows GUI built natively with Qt, manages stubby as a native service

* Target both non-technical and somewhat technical users.....

GUI is designed to be native Windows looking so not the purdiest thing...

OARC 33 (Sept 2020) 11 DNS Privacy Apps


http://dnsprivacy.org
http://dnsprivacy.org
https://en.wikipedia.org/wiki/Sergeant_Stubby

¥ ° Stubby Manager

Network profile: Untrusted (Default)

Welcome
Networks: Wi-Fi (Sinodun1) | _/ status: (O Not running
OFF ON p a g e

Inffo = Network Profiles =~ Networks  Utilities = Logs

Stubby Manager v0.4.0-a1 ’.‘; Hide Details Provide background with
Wl . . .
links to more detailed info

Stubby Manager is designed to allow users to protect the DNS
communications sent by their computer by encrypting those

communications. .

Single on/off button

What is DNS and why encrypt it? DNS is used by computers every time the .

computer needs to look up the location (an IP address) of information (e.g. (llke d VPN)

webpages) on the Internet. If DNS is not encrypted it is possible for those look ups

to be observed on the Internet which will reveal what webpages, etc. a user is

accessing. Most computers do not yet encrypt DNS by default.

What else do I need to know? Using encrypted DNS today generally means Show network and prOf”e

changing which server you use for DNS (normally the computer uses one provide
by the local network). Stubby provides a set of default servers for encrypted DNS
but you can select from a large list and also add your own servers. Use the

Network Profilestab to choose servers so that they are geographically suited to F| rSt run haS d ialog for ‘J USt

you (e.g in Europe or North America) and they have privacy policies that you like.

turn stubby on to encrypt
Want to know more about what DNS is? Click here for more information! your DNS’ and ’[heﬂ warns
Want to know more about DNS encryption? Click here for more information! :

which resolvers are used

by default

Want to know more about Stubby? Click here for more information!

Stubby is based on get_dﬂ&

Revert All to Defaults| | Discard All Edits Apply All

OARC 33 (Sept 2020) DNS Privacy Apps




B ° Stubby Manager

S— Welcome

{ \

Network profile: Untrusted (Default)
Networks: Wi-Fi (Sinodunt) \ / status: (3 Not running

OFF ON pag e

Info | Network Profiles = Networks  Utilities = Logs

Stubby Manager v0.4.0-al oA V| Hide Details Provide background with
] d . 5
links to more detailed info

Stubby Manager is designed to allow users to protect the DNS
communications sent by their computer by encrypting those
communications.

Single on/off button
(like a VPN)

Show network and profile

First run has dialog for ‘Just
turn stubby on to encrypt
your DNS’ and then warns
which resolvers are used
by default

Stubby is based on geIdD&

Revert All to Defaults|  Discard All Edits Apply All
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B " Stubby Manager

Network profile: Untrusted (Default)
Networks: Wi-Fi (Sinodun1)

® Welcome
Status: @ Running
OFF ON p a g e

Info | Network Profiles = Networks = Utilities = Logs

Stubby Manager v0.4.0-al ’.‘; V| Hide Details Provide background with
links to more detailed info

Stubby Manager is designed to allow users to protect the DNS
communications sent by their computer by encrypting those
communications.

Single on/off button
(like a VPN)

Show network and profile

First run has dialog for ‘Just
turn stubby on to encrypt
your DNS’ and then warns
which resolvers are used
by default

Stubby is based on gem

Revert All to Defaults | | Discard All Edits Apply All
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B ° Stubby Manager
Network profile: Untrusted (Default) / 5 N e tWO r k
Networks: Wi-Fi (Sinodun1) . // Status: @ Running i
o on orofiles

Info | Network Profiles | Networks = Utilities @ Logs

Untrusted @ Trusted Hostile
7] Use as default profile Untrusted (Strict DoT to user

v Encrypt all traffic v Always Authenticate Validate data Round robin COnﬁg Ured reSO|Ver)

DNS Servers Exclude network provided servers v TrUSted (Op DOT tO ﬂetwork
Add Delete Test the servers Filter reSO|Ver)

Website T Hostile (DoH, but VPN better?)

Default can be set
quad9.net

corporate.comcast.com/privac )

Minimum options/maximum
flexibility here (expert mode for
anything else)

Cloudflare (1.1.1.1) developers.cloudflare.com/1.1.1.1

Google (8.8.8.8) developers.gooc

Foundation for Applied Privacy | appliedprivacy.net/services/dns/

CleanBrownsing cleanbrowsing.org/privacy 85.228.168.9:853
- — L Links to resolver information

Revert to Defaults Discard Edits

Revert All to Defaults| | Discard All Edits

OARC 33 (Sept 2020) DNS Privacy Apps



B ° Stubby Manager

Network profile: Untrusted (Default) |
Networks: Wi-Fi (Sinodun1) Status: @) Running
OFF ON
Profile - Utilities = Logs

Untrusted Trusted Hostile

v Use as default profile

crypt all traffic v Always Authenticate Validate data Round robin

DNS Servers Exclude network provided servers v

Add Delete Test the servers Filter

Website Main Address

quad9.net
corporate.comcast.com/privacy
Cloudflare (1.1.1.1) developers.cloudflare.com/1.1.1.1
Google (8.8.8.8) developers.gooc
Foundation for Applied Privacy | appliedprivacy.net/services/dns/
CleanBrownsing cleanbrowsing.org/privacy

Revert to Defaults Discard Edits

Revert All to Defaults| | Discard All Edits

OARC 33 (Sept 2020) 13

Network
profiles

Untrusted (Strict DoT to user
configured resolver)

Trusted (Op DoT to network
resolver)

Hostile (DoH, but VPN better?)

Default can be set

Minimum options/maximum
flexibility here (expert mode for
anything else)

Links to resolver information

DNS Privacy Apps




B ° Stubby Manager
Network profile: Untrusted (Default) / 5 N e tWO r k
Networks: Wi-Fi (Sinodun1) . // Status: @ Running i
o on orofiles

Info | Network Profiles | Networks = Utilities @ Logs

Untrusted = Trusted  Hostile
¥ Cefault profile Untrusted (Stl’lCt DoT to user

v’ Always Authenticate Validate data Round robin COnﬁg Ured reSO|Ver)

Exclude network provided servers TrUSted (Op DOT tO ﬂetwork
€ servers Filter reSO|Ver)

Website T Hostile (DoH, but VPN better?)

Default can be set
quad9.net

corporate.comcast.com/privac )

Minimum options/maximum
flexibility here (expert mode for
anything else)

Cloudflare (1.1.1.1) developers.cloudflare.com/1.1.1.1
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Revert to Defaults Discard Edits

Revert All to Defaults| | Discard All Edits
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8 ° Stubby Manager

Network profile: Untrusted (Default) N e tWO r k S
Networks: Wi-Fi (Sinodun1) : : Status: @ Running

OFF ON

Info  Network Profiles = Networks  Utilities = Logs

Network Profile

Network 1 (SXB1B CPU2 RP3A) Trusted Drop d_OWH enabl_es
Wi-Fi (Coffee shop) Hostile Seleqtlon Of prOfIIe or
override of default

Wi-Fi (Home) None

Wi-Fi (Sinodun1) Untrusted

When new networks are
joined default used if set,
dialog for profile selection
if not

System tray icon
indicates service state

Discard Edits

Revert All to Defaults| | Discard All Edits
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8 ° Stubby Manager

Network profile: Untrusted (Default) N e tWO r k S
Status: () Running

Networks: Wi-Fi (Sinodun1)
OFF ON

Info  Network Profiles = Networks  Utilities = Logs

Network Profile

Network 1 (SXB1B CPU2 RP3A) Trusted Drop down enables

selection of profile or

Wi-Fi (Coffee shop) Hostile {
override of default

Wi-Fi (SinodunT) ' Untrusted

Hostile

Default (Untrusted)

When new networks are
joined default used if set,
dialog for profile selection
if not

None

System tray icon
indicates service state

Discard Edits

Revert All to Defaults| | Discard All Edits
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B " Stubby Manager

| | | |
Network profile: Untrusted (Default) l | t | ‘ | t | e S
Status: ) Running

Networks: Wi-Fi (Sinodun1)
OFF ON

Info = Network Profiles = Networks @ Utilities | Logs

Service running: @ Toggle service state

Service inuse: @ Toggle service use For troubleshooting/
Connection: O Do connection test advanced users show more

detail and controls
Recheck status Restart Stubby

Stubby Manager Started.
Status: Stubby service state is running . .
Status: DNS settings using localhost. PerlOdlc pTObe query

Connection test was 3 success checks connection to
Connection test was a success report issues via alerts and

Testing connection
Connection test was a success lOgS

Logs also available on
another tab (stubby service
and DNS query logging)

Revert All to Defaults| | Discard All Edits
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Stubby GUI Status

 Alpha release (0.4.0-a1) has just been made

Code: https://github.com/Sinodun/Stubby_Manager
Documentation: On dnsprivacy.org

Beta release is coming.... still a work in progress!

. Future features



https://github.com/Sinodun/Stubby_Manager
https://dnsprivacy.org/wiki/display/DP/Stubby+Manager+GUI
https://github.com/Sinodun/Stubby_Manager
https://dnsprivacy.org/wiki/display/DP/Stubby+Manager+GUI

Thank you!

Any Questions”



http://dnsprivacy.org
http://dnsprivacy.org

