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* Detect sequences of malware generated domains among regular
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* Ultimate goal - detect infected clients without prior knowledge
of the particular DGA
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Whalebone sponsored research
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Neural Network Architecture
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input (Input Layer)
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- Calculate the probability and provide result Featres | g: o
o — % *g o o ‘Features :
e The result is simple: "DGA” or "normal” 3o | 4—- E Eg E
Window  __ % - E% 5
of size 4 ) N
INPUT - OUTPUT

Fig. 1. Feature extraction process of the 1D Convolutional layer



Results

Original research
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Infected
client detection




The issue

* Through the NN we know the individual domain could be DGA

* [tis impossible to have reasonably low False Positive rate on single domain - some
domains were born to be FPs:
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At the end we don’t care about the domain, but about the client. Is it infected?



Dataset

 Manual analysis of long term DNS datasets to find representative samples
* 489 |P addresses

« 240 with proven DGA traffic and different volumes

* 249 clean DNS traffic different types of clients



Principal Component Analysis

Training dataset reduced to two dimensions using PCA
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precision

Classification report on validation data for the selected model.
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Real world

Inclidents




Monero miner

Combination of TLDs: .hosting, .org, .blackfriday, .tickets, .feedback

housands of queries per hours

Many active clients for several years
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Necurs botnet

Hundreds of requests per hour

Large set of TLDs

DNS requests timeline
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Uknown botnet

 Much more cautious - several queries per hour

 Only TLD is .com

DNS requests timeline
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Summary

* Very precise detection based on several hours of data

* Good application neural networks / machine learning

* Simple detection rules could work for obvious or large patterns. but

would hold significantly worse True positive / False positive ratio

e Work to do:

* Real-time prevention (challenging from the performance

perspective)
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