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DNSSEC is important.

2

• DNSSEC (Domain Name System Security Extensions) provides integrity and 
authenticity of DNS messages

• More new Internet security protocols rely on DNS and DNSSEC

• Emails: MTA Strict Transport Security (MTA-STS), DNS-based Authentication of 
Named Entities (DANE), Brand Indicator Message Identification (BIMI), and so 
on. 

• HTTPS: HTTPS records (HTTPSSVC, ESNI, and so on)



DNSSEC Deployment
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A Longitudinal, End-to-End View of the DNSSEC Ecosystem  
[USENIX Security’17]




DNSSEC Deployment

4https://stats.dnssec-tools.org/



DANE Deployment
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A Longitudinal and Comprehensive Study of the DANE Ecosystem in Email 
[USENIX Security’20]




Server-side DNSSEC management 
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DNSViz
• https://dnsviz.net/

• A tool for visualizing the status of a DNS zone, built and maintained by Casey Deccio 
(Brigham Young University)

• DNSViz helps DNS administrators deploy and manage DNSSEC
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How’s the DNSViz dataset looks like
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DNSViz Datasets

Scans Period August 2014 ~ January 2021

# of domains 866,544

# of signed domains 251,098 (28.9%)

# of average analyses per domain 226



Research Goals

• Can we use DNSViz to understand the most challenging things for DNS 
administrators to deploy/manage DNSSEC?

• We are only interested in “DNSViz analyses” requested by actual 
administrators, but how?
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Challenges (1) – Domain Name Popularity 
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Challenges (2) – DNSViz self-scan
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Obtaining Domains we are interested in

• Filter out the domains which have only snapshots taken every 48 hours, which are 
highly likely to be DNSViz scan

• Filter out popular domains (Alexa 1M)
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Domains (we are interested)
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DNSViz Datasets

# of domains 94,888

# of signed domains 80,376 (85%)

# of average analyses per domain 1,335

% of signed, but ever-bogus domains 26.94%

% of signed, but ever-unsigned 
domains 10.69%



Is DNSViz helpful?
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Most common errors
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Time taken to fix?
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Future steps

• Relationship between each error

• One error may cause another

• Managing entity

• Registrar, self-managing, third-party DNS operators?

• Suggestions/comments would be highly appreciated!
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Questions
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