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What's DNSSEC?



Domain Name System Security
Extensions (DNSSEC).

|s a suite of extensions intended for
securing data exchanged by the
DNS protocol.




What's DNSSEC?

e DS

e " DNSKEY
DNSSEC Record and * " RRSIG
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DNS record request (DNSSEC enabled)

Bad actors can still alter
responses at 'last mile’

client
-
A
Type: A
Record: app.slack.com 192.0.2.1 (IP Address)
<
—_—
Root Nameserver
\J
.
DNS Recursive .com Nameserver
Resolver
(i.e. ISP DNS resolver)
.
slack.com
Nameserver

DNSSEC ensures responses are signed up
to the recursive resolver


https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/2?callback=close&name=slides&callback_type=back&v=971&s=443.3327660748339

The DNSSEC Journey at Slack
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Third Time’s the Outage



Third time’s the outage |
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Third time's the outage

Type: A
Record: app.slack.com

client

DNS Response OK o

A root zone has DS record of .com for
root <=>.com chain of trust.

Root Nameserver

Query: NS .com 2. Answer: NS + RRSIG + DS

slack.com DS record is not
published in .com zone yet.

B e [
~a————Answer: NS (without DS for slack.com zone}————

DNS Recursive .com Nameserver

Resolver

(i.e. ISP DNS resolver)

uery: A app.slack.com ?

Answer: A + RRS| o slack.com zone DNSSEC

signing is enabled.

slack.com
Nameserver
(Route53)


https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/4?callback=close&name=slides&callback_type=back&v=971&s=720

Third time's the outage

Type: A

Record: app.slack.com

client

DNS Response OK °

5

root zone has DS record of .com for
root <=> .com chain of trust.
Root Nameserver
Query: NS .com 2 Answer: NS + DS + RRSIG
slack.com DS record is publised in
.com zone
E —  Query:NSslackeom?—— =
A : NS + DS + RRSIG.

DNS Re:

Res:
(i ISP DN

cursive

olver

S resolver)

.com Nameserver

Query: A app.slack.com ?

Answer: A + RRS ° slack.com zone DNSSEC

signing is enabled.

slack.com
Nameserver
(Route53)

>

Chain of trust
established


https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/5?callback=close&name=slides&callback_type=back&v=971&s=720

me’s the outage

<

ThousandEyes APP

Alert cleared for slack.com DNSSEC lookup

Alert ID: 91958601

Test Name: slack.com DNSSEC lookup

Domain: slack.com A

Alert Rule: Default DNSSEC Alert Rule - Error is present
No. of Agents: 8

© ThousandEyes Alerts

Sep 30th

Alert cleared for wss-primary.slack.com DNSSEC lookup
Alert ID: 91958600

Test Name: wss-primary.slack.com DNSSEC lookup
Domain: wss-primary.slack.com A

Alert Rule: Default DNSSEC Alert Rule - Error is present
No. of Agents: 8

ThousandEyes Alerts ' Sep 30th

Alert cleared for wss-backup.slack.com DNSSEC lookup
Alert ID: 91958603

Test Name: wss-backup.slack.com DNSSEC lookup
Domain: wss-backup.slack.com A

Alert Rule: Default DNSSEC Alert Rule - Error is present
No. of Agents: 8

® ThousandEyes Alerts  Sep 30th




Third time’s the outage
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Third time's the outage

Import
Proxy « View pending lookups
Events
- Async DNS Configuration
Timeline
DNS « Internal DNS client enabled: true
Sockets
Alt-Sve nameservers 0.8.8.8:59
8.8.4.4:53
HTTP/2
Quic allow_dns_over_https_upgrade | false
. ppend_to_multi_label_name |true
Reporting attempts 2
Cache disabled_upgrade_providers
dns_over_tls_active false Gl 52 of 52
dns_over_tis_host 51D Source Type ASHORTRBAOH SeL. /OB
doh_ K 1 () 4 COOKIE_STORE Start Time: 2021-09-30 12:32:59.121
h, rve 0
CohBservers O OJURL_REQUEST t=6 [st=0] +HOST_RESOLVER_IMPL_JOB [dt=1]
ndots 1 [J 7 URL_REQUEST --> host = "app.slack.com"
num_hosts 3 8/DISK CACHE ENTRY --> source_dependency = 17 (SSL_CONNECT_JOB)
Tohate false - = = t=6 [st=0] HOST_RESOLVER_IMPL_JOB_REQUEST ATTACH
(J| 9/DISK_CACHE_ENTRY --> priority = "HIGHEST"
search () 10 HTTP STREAM JOB CONTROLLE --> source_dependency = 17 (SSL_CONNECT_JOB)
secure dns mode 0 = = —— t=6 [st=0] HOST_RESOLVER_IMPL_JOB_STARTED
Ameott 1 () 11|NONE t=6 [st=0] +HOST RESOLVER IMPL_PROC_TASK [dt=1]
handkaloations e () 12 HTTP_STREAM_JOB t=6 [st=0] HOST_RESOLVER G;:PL_AT’{‘EHPT_STARTED
_( — --> attempt_n er =
use_local_ipvé false 131851 GONNECT. OB t=7 [st=1] -HOST_RESOLVER_IMPL_PROC_TASK
= = ) 14 HOST_RESOLVER_IMPL_JOB --> net_error = -105 (ERR_NAME_NOT_RESOLVED)

--> os_error = 8

L SIHTTE: STREAM JOB_ CONTROLLY --> os_error_string = "nodename nor servname provided, or not known"

() 16 HTTP_STREAM_JOB t=7 [st=1] HOST_RESOLVER_IMPL_ATTEMPT FINISHED
() 17 SSL_CONNECT_JOB --> attempt_number = 1
-=-> net_error = -105 (ERR_NAME NOT_RESOLVED)
18 HOST_RESOLVER_IMPL_JOB --> os_error = 8
719 SOCKET --> os_error_string = "nodename nor servname provided, or not known"
t=7 [st=1] -HOST RESOLVER_IMPL_JOB
[ 20 CERT_VERIFIER_JOB --> net_error = -105 (ERR_NAME_NOT_ RESOLVED)

]

21 URL_REQUEST
22 DISK_CACHE_ENTRY
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Third time's the outage

Type: A
Record: app.slack.com

DNS Recursive
Resolver
(i.e. ISP DNS resolver)

client

DNS Response 'NODATA' e

Root Nameserver

Query: NS .com 2 Answer: NS + DS + RRSIG

slack.com DS record is removed
from .com zone

——————————Query: NS slackcom ?——— - —_p E
Answer: NS.

.com Nameserver

Query: A app.slack.com ?
Answer: A + RRSI

slack.com zone DNSSEC
signing is enabled.

slack.com
Nameserver
(Route53)


https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/6?callback=close&name=slides&callback_type=back&v=971&s=720

Third time's the outage

client
Type: A DNS Response 'SERVFAIL'
Record: app.slack.com P 0
Root Nameserver
Query: NS .com 2 Answer: NS + DS + RRSIG
slack.com DS record is removed
from .com zone
— Query:NSslackeom?— o E
Answer: NS.
DNS Recursive .com Nameserver

Resolver
(i.e. ISP DNS resolver)

Query: A app.slack.com ?

Answer: f*\v]slack.com zone DNSSEC no
) longer signed.
slack.com
Nameserver

(Route53)



https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/7?callback=close&name=slides&callback_type=back&v=971&s=720

Third time's the outage

Status v Severity v

Resolved Warning

CUSTOM DETAILS

Agents

Alert ID

Alert Rule

Link

No. of Agents

Rule ID

Server

Start Date

Test ID

Test Name

Type

View Message

Summary Y Created - V Service v

Default DNS Server Alert Rule for
slack.com dns lookup - Quad9
© HIDE DETAILS

on Sep 30, 2021 at Ingress
loadbalancing

Boston, MA, Barcelona, Spain, us-east-le, ap-southeast-la, Perth, Australia, sa-east-1c

91886994

Default DNS Server Alert Rule - Error is present

https://app.thousandeyes.com/view/tests/?

__a=34069&scenariold=dnsServer&roundId=1633022400&testId=1764971&serverId=345371

1275693

9.9.9.9:53

2021-09-30 utc

1764971

slack.com dns lookup - Quad9

DNS Server

]



Third time's the outage

Expected behaviour

client

Type: A
Record: app.slack.com

DNS Recursive
solver
(i.e. ISP DNS resolver)

resolvers stop
performing DNSSEC
validation

DNS Response OK o

Root Nameserver

Quey: NS oo 7 Answer: NS + RRSIG + DS

com. return Slack.com name servers with no DS record

———————Query: NS slack.com 2 E
<——Answer: NS (without DS for slack.com zone)———

-com Nameserver

Query: Aapp.slack.com 2

slack.com
Nameserver
(Route53)

slack.com no longer DNSSEC signed (stops returning RRSIG/DNSKEY)

Actual behaviour

client

Type: A
Record: app.slack.com

DNS Recursive
Slack.com DS records Resalver

already cached for 24h | (ie. ISP DNS resolver)
in resolvers

0 DNS ERROR => SERVFAIL

skipped - .com lookup is correctly cached in recursive resolver

Root Nameserver

‘Answer: NS + RRSIG + DS

skipped - slack.com lookup to .com is cached in resolver with 24h TTL

———————————Query: NS slackcom?————————— E
~«———Answer: NS (without DS for slack.com zone}———

com Nameserver

Query: A app.slack.com ?

slack.com
Nameserver
(Route53)

slack.com nameserver no longer returning RRSIG/DNSKEY causing
DNSSEC validation to fail


https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/8?callback=close&name=slides&callback_type=back&v=971&s=342.7540562997653
https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/9?callback=close&name=slides&callback_type=back&v=971&s=342.7540562997653

Third time's the outage




Third time’s the outage




Third time’s the outage




Chasing the root cause



Chasing the root cause
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Lookin C
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for evidence




Chasing the root cause



Lookup #1

client

Type: AAAA

Record: app.slack.com oNs Response NoDATA )

DNS Recursive
resolver caches

; Resolver
poisoned response (i.e. Google DNS.
8888)
AAAA app.slack.com? NSEC response + TTL => app.slack.com has no such record

(doesn't specify AAAA only)

slack com
Nameserver
(Route53)

Lookup #2

Type: A

Record: app.slack.com

resolver returns
poisoned empty
response for A record

client

DNS Response NODATA )

BUT Arecord exists!! @

DNS Recursive
Resolver
(i.e. Google DNS
88.8.8)


https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/11?callback=close&name=slides&callback_type=back&v=971&s=720
https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/12?callback=close&name=slides&callback_type=back&v=971&s=720

Chasing the root cause
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Detailed blog post: https://bit.ly/3HMh46y

A @rdelvira/  relvira@slack-corp.com


https://bit.ly/3HMh46y

o slack

Thanks!
A @rdelvira /' | relvira@slack-corp.com



