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What’s DNSSEC?



Domain Name System Security 
Extensions (DNSSEC). 
Is a suite of extensions intended for 
securing data exchanged by the 
DNS protocol.

What’s DNSSEC?



DNSSEC Record and 
Key Types

• 📝 DS

• 📝 DNSKEY

• 📝 RRSIG

• 📝 NSEC/NSEC3

• 🔑 ZSK

• 🔑 KSK

What’s DNSSEC?



DNS record request (DNSSEC enabled)

What’s DNSSEC?

https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/2?callback=close&name=slides&callback_type=back&v=971&s=443.3327660748339


The DNSSEC Journey at Slack
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Third Time’s the Outage



Third time’s the outage

Attempt #1



Attempt #2

Third time’s the outage

Attempt #2



Attempt #3

Third time’s the outage



Third time’s the outage

https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/4?callback=close&name=slides&callback_type=back&v=971&s=720


Third time’s the outage

https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/5?callback=close&name=slides&callback_type=back&v=971&s=720


Success! 😌

Third time’s the outage



First reports came in 😧

Third time’s the outage



Third time’s the outage



Rollback ⏪

Third time’s the outage



Third time’s the outage

https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/6?callback=close&name=slides&callback_type=back&v=971&s=720


Third time’s the outage

https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/7?callback=close&name=slides&callback_type=back&v=971&s=720


Third time’s the outage



Red section

Expected behaviour Actual behaviour

Third time’s the outage

https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/8?callback=close&name=slides&callback_type=back&v=971&s=342.7540562997653
https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/9?callback=close&name=slides&callback_type=back&v=971&s=342.7540562997653


Red sectionThird time’s the outage



Restore the keys 🗝

Third time’s the outage



Red sectionThird time’s the outage



Chasing the root cause



Looking for evidence 

Chasing the root cause



Working with the ☁

Chasing the root cause



Chasing the root cause

Lookup #1 Lookup #2

https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/11?callback=close&name=slides&callback_type=back&v=971&s=720
https://lucid.app/documents/edit/74435e1c-a709-42d1-9659-33c0beb6e8cb/12?callback=close&name=slides&callback_type=back&v=971&s=720


Mystery solved 

Chasing the root cause
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Detailed blog post: https://bit.ly/3HMh46y

Q&A time!

🐧 @rdelvira / ✉ relvira@slack-corp.com

https://bit.ly/3HMh46y


Thanks!
🐧 @rdelvira / ✉ relvira@slack-corp.com


