


  

Knot DNS versions

● Knot DNS 3.0 stable
– Sep 2020

● Knot DNS 3.1 current
– Aug 2021

● Knot DNS 3.2 soon
– Aug/Sep 2022
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Use our repositories
https://www.knot-dns.cz/download/

Distribution’s get out-of-date



  

XDP: performance and DoS resilience

● XDP-UDP stable, good, used
● XDP-TCP improved 3.1 → 3.2

– DoS resilience for public-facing servers
– Not suitable yet for AXFR-out

● XDP-QUIC upcoming release, first version
– Including kdig, kxdpgun
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Many-zones AXFR/IXFR improvements

● Retry lost NOTIFY
● Avoid redundant NOTIFY

● Reusing TCP connections
● Simplified configuration

● Automatic ACLs
● Grouping of remotes
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Catalog zones

● Improvements 3.0 → 3.1 → 3.2
● Consumption & generation incl. Group property
●  https://datatracker.ietf.org/doc/html/draft-ietf-dnsop-dns-catalog-zones

– In cooperation with all other vendors
– Incl. IETF 113 Hackathon
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Other

● Memory consumption processing big changesets
● Multi-signer scheme helpers
● DBus hooks for substantial events in server
● EDNS Expire option (RFC 7314)

● ...and much more
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Knot Resolver news

Vladimir Cunat  •  vladimir.cunat@nic.cz  •  2022-07-31



  

Nameserver choice

● Which IP address to ask?  Resolve other NS names?
● Old algorithm: too magical, sometimes bad behavior
● 5.3.0: new implementation
● Better latency on cache miss, fewer packets
● Sharing NS stats through LMDB cache



  

Assertions

● Dilemma – if internal inconsistency is detected:
● Abort: coredumps help fixing these bugs
● Recover: minimize disturbance of the DNS service

● Do both: fork
● child aborts
● parent recovers

● Since 5.4.0



  

Logging

● Metadata
● < 5.4.0: just plain text, now syslog + systemd API
● Logging level, usage e.g. journalctl -p err
● With systemd: also precise position in source code

● Groups
● Each log line marked with group, e.g. [cache ]
● Activating debug level for each group separately







General
time_t
CentOS 8 -> Oracle Linux 8
FALCON-512
embedded deployment

An update on PowerDNS 2 / 11



PowerDNS Recursor
4.5 (May 2021)

8198: Aggressive use of DNSSEC-Validated Cache
EDNS0 padding (RFC 7830) towards clients
DNSSEC validation enabled by default
8914 extended errors
refetch
outgoing TCP Fast Open
non-resolving nameserver cache (minor TsuNAME mitigation)

An update on PowerDNS 3 / 11



PowerDNS Recursor
4.6 (December 2021)

flush-on-NOTIFY
DoT to auth (manual config)
TCP/DoT connection reuse
zone-to-cache (XFR, web, file)

An update on PowerDNS 4 / 11



PowerDNS Recursor
4.7 (May 2022)

free additional records for clients
updated qname minimization (RFC9156)
active fetching of IPv6 glue
unilateral DoT probing
ZONEMD validation for zone-to-cache

An update on PowerDNS 5 / 11



PowerDNS Authoritative Server
4.5 (July 2021)

zone name cache
AXFR-in queue priority ordering

An update on PowerDNS 6 / 11



PowerDNS Authoritative Server
4.6 (January 2022)

incoming PROXYv2 headers
EDNS cookies
improved default NSEC3 parameters

An update on PowerDNS 7 / 11



PowerDNS Authoritative Server
4.7 (soon)

catalog zones!

An update on PowerDNS 8 / 11



dnsdist
1.6 (May 2021)

OoO
PROXYv2
lockless balancing policies in Lua
cookie-blind packetcache

An update on PowerDNS 9 / 11



dnsdist
1.7 (January 2022)

outgoing DoT+DoH
TC responses via XDP
SVCB/HTTPS
lockless custom actions in Lua

An update on PowerDNS 10 / 11
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