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Prior Research — Source Port Randomization
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Question — How to Expand Our Analysis?
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Source Port Randomization — Results
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Source Port Randomization — Results

X (b) Queries
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Transaction ID Randomization — Results

| M7)**.-#-)6./#,+# 50 (a) IP Addresses (b) Queries
04" )G*# /*O _/@ B No TXID variation

| I"#SU%NSE#S>H#,+#-./,*0. —/#%40 ] Small TXID pool
*)12.3#NO!P# c am  S€QUeNtial TXID

) 3 789)68 '@ E 20 - i Allocation

' Q8:(#+)168, 4R | Nl ) L

NO!PS#5, *#8' #$%%TU$%I£%@ 2013 2018 2008 2013 2018
| 1"#$%8&$'()%*+()$,-$./,)$ Year

01.(2%'3$415($1.$*(1).$
6%$78(,()$&%'$.39($:;$
6,./$<;=>%"?@
I A'10.,%-$'(580(5%,-$B?"'@
| C()%*+('$)%&.61'($("%'D



DNSSEC Validation — Results K
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0x20 Encoding — Results
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DNS Cookie Usage — Results
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QNAME Minimization — Results
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Holistic Analysis - 2021

SPR DNSSEC 0x20 Cookies QMIN
BIND 9.5.0-P1 (2008 [13]) ® 9.4.0 (2007 [12]) © 9.11.0 (2016 [15]) ® | 9.13.2 (2018 [16]) ®
9.5.0-P1 (2008 [14]) @
Knot 1.0.0 (2016 [18]) ® 1.1.0 (2016 [19]) © | 1.1.0(2016[19]) @ 1.1.0 (2016 [19]) © 1.1.0 2016 [19]) ®
4.0.0 (2019 [21)) @ 3.0.0 (2018 [20]) O

Unbound 1.0.0 (2008 [41]) ® 1.0.0 (2008 [41]) © | 1.0.0 (2008 [41]) © 1.5.7 (2015 [42]) ©
1.7.2 (2018 [43]) @

TXID | SPR | DNSSEC | 0x20 | Cookies | QMIN IP Addresses ASes Queries

# % # % # %

v v X X X X 2,189,133 | 59.0% || 40,173 | 79.8% 1,268 | 19.9%
v v v X % X 503,799 | 13.6% || 26,486 | 52.6% || 15,449 | 55.8%
v v % X v X 315,015 8.5% 13,168 | 26.2% 857 1.9%
v v X o X v 189,895 5.1% 7,956 | 15.8% | 2,242 | 3.1%
v v v X X v 157,278 4.2% 9,782 | 194% || 7,895 | 8.9%
v v v X v X 133,099 3.6% 12,398 | 24.6% || 5,296 | 5.1%
v X X X X X 114,592 3.1% 6,931 | 13.8% || 2,527 | 2.1%
X X X X X X 47,069 1.3% 3,202 | 6.4% 383 0.1%
X v X X X X 24,192 0.7% 2,191 | 44% 849 0.1%
other 38,716 1.0% 5471 | 109% || 11,042 | 3.1%




Bonus: DLV Queries at the root
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Bonus: IPv6 at A-Root
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summary
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Questions?
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