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Prior Research – Source Port Randomization

• Problem: !"#$%&'#()#*"*+,-).#
/0123)#4025#2*".067-*570"#08#9:;#
2)/0+<)2/=

• Method: >"*+,/7/#(*/#?*/).#0"#
3064*27"@#/0123)#4025/#8206#&%#
1"7A1)#2)/0+<)2B50B*15C0275*57<)#
A1)27)/#7".13).#?,#.72)35#A1)27)/=

• Result: !"#DE#08#>;)/ F#()#801".#*5#
+)*/5#0")#2)/0+<)2#+*3G7"@#/0123)#
4025#2*".067-*570"=



Question – How to Expand Our Analysis?

Research Questions
• HC*5#.0)/#/0123)#4025#

2*".067-*570"#+00G#+7G)#(75C#*#
+*2@)2#.*5*#/)5I

• HC*5#05C)2#2)/0+<)2#/)31275,#
*".#427<*3,#*".#6)3C*"7/6/#
3*"#?)#0?/)2<).I

• HC*5#.0)/#.)4+0,6)"5#+00G#+7G)#
0<)2#*#&JB,)*2#4)270.I

Dataset
• >B2005#.*5*#8206#9!KL#30++)3570"#

8206#$%%M#5C201@C#$%$&

• ;*<).#*5#60/5#&N#A1)27)/#8206#
)*3C#3+7)"5#!O#*..2)//#0<)2#JMB
C012#4)270.P

! Query name, Query type, 
Transaction ID, source port

• K05*+#4)2B5,4)#A1)2,#301"5/



Source Port Randomization – Results

• No port variation. ;*6)#
4025#1/).#*320//#*++#A1)27)/=

• Small source port pool.
Q"+,#*#C*".81+#08#4025/#1/).=##
9)5)35).#420?*?7+7/573*++,#?,#
301"57"@#.14+73*5)#4025/#7"#
/*64+)=

• Sequential port allocation.
;0123)#4025/#C*<)#*#2*"@)#08#
&%%=



Source Port Randomization – Results

! !"#$%%&'#()*+#,+#-./,*0.-/#
*)12.3#/,4-1.#5,-6#
-)"3,789)68,"#: )11,4"68";#
+,-#<=>#,+#?4.-8./@

! A"*B#)+6.-#C#B.)-/#D$%EEF#383#
6(.#+-)168,"#,+#04*".-)G*.#
-./,*0.-/#()*0.#8"#/89.@

! !"#$%$E'#H>#,+#-./,*0.-/#*)12.3#
/,4-1.#5,-6#-)"3,789)68,"@

! I,4"6-8./#J86(#(8;(./6#
+-)168,"/#,+#04*".-)G*.#
-./,*0.-/K#I(8")#D&>F'#!"38)#
D&>F'#L4//8)#D=>F@



Transaction ID Randomization – Results

! M7)**.-#-)6./#,+#
04*".-)G*.#-./,*0.-/@

! !"#$%$E'#$>#,+#-./,*0.-/#
*)12.3#NO!P#
-)"3,789)68,"@

! Q8;(#+-)168,"#,+#R/7)**#
NO!PS#5,,*#8"#$%%TU$%E%@

! !"#$%&$'()%*+(')$,-$./,)$
01.(2%'3$415($1.$*(1).$
.6%$78(',()$&%'$.39($:;$
6,./$<;=>$"?@

! A'10.,%-$'(580(5$,-$B?""@
! C()%*+('$)%&.61'($(''%'D



DNSSEC Validation – Results

! V.)/4-.#,+#-./,*0.-/#J86(#)6#
*.)/6#,".#PM#,-#PWMXYZ#
?4.-B@

! [8-/6#/8;"8+81)"6#5-./."1.#,+#
0)*83)68";#-./,*0.-/#8"#$%EC@

! !"#$%$E'#E<>#,+#-./,*0.-/'#
7)28";#<%>#,+#?4.-8./'#
.\(8G86.3#0)*83)68";#G.()08,-@

! I,4"6-8./#J86(#(8;(./6#
+-)168,"/#,+#0)*83)68";#
-./,*0.-/K#[-)"1.#DC]>F'######
L4//8)#D$T>F'#^-)98*#D$]>F@

A: Root zone signed
B: Root zone KSK rollover



0x20 Encoding – Results

• R)*/12)#08#2)/0+<)2/#(75C#
S%E#3C*"3)#08#?)7"@#144)2B
3*/)=

• !"#$%$&F#%=JE#08#2)/0+<)2/F#
6*G7"@#$E#08#A1)27)/F#
)TC7?75).#%T$%#?)C*<702=

!"#$%&$#'()*+(*)#,+-.)/#0(120(3#4()+2305*6#$%&$#*(5234(7
8"#9(2)#+*62:;*+#<4)=#$%&$#*(5234(7



DNS Cookie Usage – Results

• R)*/12)#08#2)/0+<)2/#(75C#
*5#+)*/5#0")#A1)2,#(75C#9:;#
300G7)=

• !"#$%$&F#ME#08#2)/0+<)2/F#
6*G7"@#ME#08#A1)27)/F#
/144025).#9:;#300G7)/U#14#
50#J%E#08#>;)/ =

!"#,>?#522@4*#ABC#D01:46=*3
8"#9(2)#+*62:;*+#4()+2305*6#,>?#522@4*6
C"#8'>,#+*62:;*+#4()+2305*6#,>?#522@4*6



QNAME Minimization – Results

• R)*/12)#08#2)/0+<)2/#802#
(C73C#)"572)#A1)2,#/*64+)#
VS#W&N#"0"B2005#A1)27)/X#
30"/7/5).#08#0")#+*?)+#02#
0")#+*?)+#(75C#1".)2/302)=
• L)//#5C*"#SE#08#2)/0+<)2/#

)TC7?75).#Y:>RZ#
67"767-*570"#?)C*<702/#
42702#50#$%&'=
• KC)2)#C*/#?))"#*#/5)*.,#

7"32)*/)#/7"3)#$%&'F#(75C#
5C)#*..7570"#08#Y:>RZ#67"#
50#[!:9=

!"#'()*+(*)#,+-.)#2(#E(-F* G4(H
8"#0(120(3#+*62:;*+#4()+2305*6#E(-F* G4(H
C"#E(-F* G4(H#ABC#D01:46=*3/

9(2)#+*62:;*+#4()+2305*6#E(-F* G4(H
,"#8'>,#+*62:;*+#4()+2305*6#E(-F* G4(H



Holistic Analysis - 2021



Bonus: DLV Queries at the root

• 9L\#1/*@)#")<)2#2)*3C).#
)<)"#&E#08#2)/0+<)2/=

• >;)/ (75C#*5#+)*/5#0")#
2)/0+<)2#1/7"@#9L\#
4)*G).#*5#0<)2#SE=

• :16?)2/#C*<)#.)3+7").#
/7"3)#$%&S=

• !"#$%$&F#0<)2#J]#2)/0+<)2/#
V%=%JEX#7"#0<)2#&]#>/)/
V$EX#A1)27).#802#9L\=

!"#)=*#+22)#I2(*#647(4(7
8"#)=*#60(6*))4(7#2.#'?CJ6#,KL#6*+;45*#-(3#)=*#
+*F2;*#2.#,KL#.+2F#B*32+-
C"#)=*#3*52FF46642(4(7#2.#'?CJ6#,KL#6*+;45*
,"#)=*#2..454-:#F-+@4(7#2.#,KL#-6#M=46)2+45N



Bonus: IPv6 at A-Root



Summary

• ^7T7"@#?*.#/)31275,#7/#/+0(_

• !"#$%$&F#9:;;ZB̀<*+7.*57"@#2)/0+<)2/#*2)#2)+*57<)+,#8)(#?15#420.13).#
5C)#6*a0275,#0852*8873#50#>B2005=

• b)60<7"@#0+.#5C7"@/#5*G)/#576)=



Questions?

!""#$%&'()#&*(#+,-"$.#/0%&$12#0-3&$1(/#4*0%#0+(1."$+&*350*'


