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Prior Research — Source Port Randomization

* Problem: In 2019 we analyzed
source port randomization of DNS
resolvers.

* Method: Analysis was based on
comparing source ports from 10
unique resolver-to-authoritative
gueries induced by direct queries.

* Result: In 6% of ASes, we found at
least one resolver lacking source
port randomization.




Question — How to Expand Our Analysis?

Research Questions

* What does source port
randomization look like with a
larger data set?

* What other resolver security
and privacy and mechanisms
can be observed?

* What does deployment look like
over a 14-year period?

Dataset

e A-root data from DITL collection
from 2008 through 2021

e Saved at most 13 queries from
each client IP address over 48-
hour period:

* Query name, Query type,
Transaction ID, source port

* Total per-type query counts



Source Port Randomization — Results
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Source Port Randomization — Results
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Transaction ID Randomization — Results
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DNSSEC Validation — Results K
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0x20 Encoding — Results
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DNS Cookie Usage — Results
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QNAME Minimization — Results
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Holistic Analysis - 2021
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v X X X X X 114,592 3.1% 6,931 | 13.8% || 2,527 | 2.1%
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Bonus: DLV Queries at the root

* DLV usage never reached — ASes
even 1% of resolvers. 4+ IP Addresses
_ 8 —— Queries
 ASes with at least one § :
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* In 2021, over 4K resolvers A: the root zone signing
(0.04%) in over 1K Ases B: the sunsetting of ISC's DLV service and the
(2%) queried for DLV. remove of DLV from Fedora

C: the decommissioning of ISC's DLV service
D: the official marking of DLV as “historic”
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Bonus: IPv6 at A-Root
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summary

* Fixing bad security is slow!

* In 2021, DNSSEC-validating resolvers are relatively few but produced
the majority of traffic to A-root.

 Removing old things takes time.



Questions?
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