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afnic-| 1=>s  This proposal doesn’t burden the DNS camel




Symmetric Cryptography & RF, IP Space - LORAWAN

afnic-| L=bs Use case




aﬁa&‘ Labs Key sharing dilemma between the RF & IP space

Mhy? ’Appl(ey
Key Injection >.

Step 1

Q Distributor

% Distributor
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apnic-| .- Key sharing dilemma within the IP space
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From Section 21 of the LoORAWAN Backend Specifications:

Network elements SHALL rely on a security solution that can provide mutual end-point
authentication, integrity and replay protection, and confidentiality when communicating with
each other. The choice of mechanism used for achieving these properties is left to the
deployments (e.g., using IPsec VPN, HTTPS, physical security, etc.)



Using the web based asymmetric cryptography (PKIX) in

aﬁur‘/\ Labs  |P space

Cost Self-Signed Certificates
Label length Self-Signed Certificates
Non-Availability of CA DNS-Based PKI
trust-store

Comodo InstantSSL

Comodo PositiveSSL i Comodo PositiveSSL EV
Premium

Listed Price: $49.00/yr. Listed Price: $179.95/yr. Listed Price: $149.00/yr.

Pricin
g Our Price: $7.27/yr. Our Price: $56.06/yr. Our Price: $74.99/yr.



DNS Provisioning
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Encrypted communication based on generated session keys

—» Unencrypted

-« — - » Unencrypted communication. Origin and integrity of the received data can be verified thanks to DNSSEC

=P Encrypted communication thanks to PKI based on self-signed certificates




Issue in using Self-signed certificates




DNS Based PKI using DNSSEC & DANE

Certificate for association

e.rd.nic.fr. IN TLSA




Using DANE indication Client/Server Authentication - Federated CA'’s

draft-ietf-dance-client-auth-00
TLS Client Authentication via DANE TLSA records

draft-ietf-dance-tls-clientid-00
TLS Extension for DANE Client Identity

Verify Client & Server ®
Certificate against 7\
TLSA RR in the DNS’.\ /’\

® ® o
DNS

Enables using self-signed certificate with multiple Root CA’s




An ideal scenario for E2E Security

3. Provision the hashed
Public key associating
with the Device Identifier
DNSSEC/DANE
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2. Inject a light weighted
version of X.509 and
private key

IETF ACE/LAKE WG n

1. Manufacturer creates Public/Private
key for the Device based on the Unique
Device Identifier




aﬁar/\ Labs Web based X.509 digital certificates cannot be deployed
directly in the RF space

Data Rate Spreading Channel Uplink or Bitrate Maximum User
(DR) Factor (SF) Frequency Downlink (Bits/Sec) Payload Size (Bytes)
980

SF10 125 kHz Uplink

F. Forsby et al.

SFS 125 kHz Uplink 1,760

Certificate size SF8 125 kHz Uplink 3,125

500 kHz Uplink 12,500
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aﬁa&\ Labs  Issues being Solved based on DNS-Based PKI

Constrained loT Device

Constrained loT Network

Non-Availability of CA Libraries

Cost

Closed Security Infrastructure

Scalability

Bootstrapping trust
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