
PKI for IoT using the DNS 
infrastructure

Sandoche BALAKRICHENAN

Oct. 22 2022

Presented at DNS-OARC 39 @Belgrade(2022)



This proposal doesn’t burden the DNS camel
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Symmetric Cryptography & RF, IP Space – LoRaWAN 
Use case 

3



Key sharing dilemma between the RF & IP space
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Examples of how PSK’s are shared?
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Key sharing dilemma within the IP space

• AS-JS 

• JS-NS

• NS-NS
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From Section 21 of the LoRaWAN Backend Specifications:



Using the web based asymmetric cryptography (PKIX) in 
IP space
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Issues Solutions

Cost Self-Signed Certificates

Label length Self-Signed Certificates

Non-Availability of CA 
trust-store

DNS-Based PKI



DNS Provisioning
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net

joineui netid

f.2.0.0.0.0.0.0.0.1.e.5.0.0.0.0.joineui.iotreg.net.  IN A 192.168.1.1
3.b.4.0.0.0.0.f.e.7.5.d.3.b.0.7.joineui.iotreg.net. IN A 192.168.1.3

…….

000000.netid.iotreg.net.  IN A 192.168.1.4
000001.netid.iotreg.net   IN A 192.168.1.5

…….

iotreg



Experimental Setup
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Issue in using Self-signed certificates
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Single



DNS Based PKI using DNSSEC & DANE
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Using DANE indication Client/Server Authentication – Federated CA’s
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Enables using self-signed certificate with multiple Root CA’s

Afnic –implemented and tested 
the two IETF drafts during IETF 113 
Hackathon



An ideal scenario for E2E Security
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Web based X.509 digital certificates cannot be deployed 
directly in the RF space
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Issues being Solved based on DNS-Based PKI  
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Constrained IoT Device WIP

Constrained IoT Network WIP

Non-Availability of CA Libraries Solved

Cost Solved

Closed Security Infrastructure Solved

Scalability Solved

Bootstrapping trust Solved
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