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Goal:
Provide insight into 
caching resolver 
capabilities



Capabilities
Basic
IPv6, TCP

Security
DNSSEC validation, 
Algorithm support,
TA’s Root KSK Sentinel

Privacy
Qname minimization, 
EDNS Client Subnet
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DNSThought in research
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Host Network

The RIPE Atlas perspective

NLnet LabsInternet

Host Network
Resolver

Public  Resolver
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The RIPE Atlas perspective

Probe
ASN

Resolver
ASN

Authoritative
ASN

Internal X = X

Forwarding X X Z

X Y Z

External X Z Z
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1  years of measurements½
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5  years of measurements½
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GOST DS and ED25519 support
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GOST DS and ED25519 support
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Horrible user interface
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We started working with a 
professional data visualiser
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Select and compare
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RIPE Atlas bug (qname min)
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Brushing up DNSThought
● Can you take a look?

– https://dnsthought.nlnetlabs.nl/vis/test4/
● Does this make sense (UI wise)?
● How to improve?
● Send it all to me please 🙏

– Willem Toorop <willem@nlnetlabs.nl>
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