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Motivation for the RFC Annotations project

• DNS developers, protocol developers, and 
security researchers read the DNS RFCs for 
many reasons

• When you read about a protocol in an RFC, 
you want to know about that protocol in the 
real world
– Has it been updated?
– Were there errors?
– What design decisions were weighed?
– Have there been academic papers about this?
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Design of the project
• List every DNS-related RFC we could think of

– This is not an official list
• Show the RFCs as-is with annotations to the 

side in the appropriate places
• Start with annotations like “updated by” that 

shows which part of an RFC was updated
• Let others in the DNS technical community 

contribute annotations
• Make it easily extensible
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Project home
• https://rfc-annotations.research.icann.org/
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https://rfc-annotations.research.icann.org/


Annotated RFCs
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• RFC 5936



Annotations at the top of an RFC
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• RFC 4035



Annotations appear in-line
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• In the middle of RFC 4035



Additional useful annotations
• Pointers to academic papers
• Implementation notes (“we realized the text 

here was fuzzy, but the example below 
cleared it up”)

• Design choices that were made
• Who has implemented optional parts of a 

protocol
• ...and probably a lot of other things
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Questions
• Volunteers to annotate
• Please look!

– https://rfc-annotations.research.icann.org/
• And comment!

– https://github.com/icann/rfc-annotations
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