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DNSSEC Implementation for .VN In Brief



Brief Recap

• DNSSEC Planning
• 23Oct, 2014: The Minister of Information 

and Communication approved the project 
of DNSSEC deployment for .VN domain 
name

201720162015

• Phase 1: Preparation (2015)
• Planning

• Preparing human and technical resources

• Promote co-operate activities, training

• Policy, procedure, process

• Phase 2: Implementation (2016)
• Key generation & zone signing for .VN

• .VN zone is signed & DS has been 
published to DNS ROOT

• Continue promotion activities, training

• Phase 3: Accomplishment (2017)
• Upgrade SRS to support EPP

• ISP, Registrar, DNS Owner in Vietnam



DNSSEC deployment schedule

• 12/2016

DS in Root

• From 
2017

Operational

• 2018

1st DNSSEC 
Key Rollover

• 2023

2nd DNSSEC 
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• 2026
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DNSSEC Architecture 
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1st DNSSEC Key Rollover Recap

• 03/2018: DNSSKEC Key Rollover 
for zone .VN (signed in 2016)

• The first signing DNSSEC for 
• 13 generic second-level domain under 

.vn (com.vn, net.vn, gov.vn,…) 

• and 63 zones SLD geographical domain 
name under .vn (hanoi.vn, 
nghean.vn,…)

vn geographical names 

• All key pairs are generated & 
stored private key in HSM
• Resilient: built with DC and DR (HN & 

HCM city)

• Inline Signing: Bump in the wire (use 
BIND & HSM)

• Separations of roles:

• System Administrator (SA)

• Security Officer (SO)

• Witness (WI)



KSKs & ZSKs

• Key Algorithm & Key length

• Key Timing
• ZSK: 

• Pre-publish

• ZSK Key Rollover: every 3 months

• KSK
• Double-signing

• KSK Key Rollover: N/A

Key Type Alg Key length NSEC/NSEC3

KSK RSA-SHA256 2048 bits NSEC3 opt-out

ZSK RSA-SHA256 1024 bits NSEC3 opt-out



2nd DNSSEC Key Rollover in .vn



2nd DNSSEC Key Rollover Overview

• DNSSEC procedures

• Key Management

• Key Rollover

• Signing software



DNSSEC procedures

• Signer switch

• HSM Initialization/ upgraded

• DNSSEC Signer Initialization/ 
upgraded

• New Key Generation

• SLD ZSK rollover

• SLD KSK rollover

• .vn ZSK rollover

• .vn KSK rollover

• Key Backup

• Key Restore

• Monitoring



Signer switch

• Two signers, one active, one in standby

• Preparing for the uprading of HSM & DNSSEC Signer at DC site
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Initialization/ upgraded

• DNSSEC Signer
• Documented procedure

• Upgrading DNSSEC Signer (OS, 
BIND9)

• Ensure DNSSEC Signer can connect 
to HSM with Native PKCS#11

• HSM
• Documented procedure

• Upgrading HSM to latest firmware 
version

• Ensure HSM can load old keys



New Key Generation

• Generate all needed keys for 12 months: KSK, ZSK, .vn, SLD (using script 
run automatically)

• Multi-person control 
• 5-of-7 SmartCard required to generate, backup, and restore keys

• Ensure private keys use the correct exponent

• Ensure keys are the size according to policy
• KSK: RSA 2048-bits

• ZSK: RSA 1024-bits 

• Ensure the number of each key pair is generated
• 4 Key pairs ZSK/zone

• 1 Key pairs KSK/zone



SLD & .vn ZSK & KSK rollover

• New key is introduced automatically by BIND9 (signing with HSM via 
Native PKCS#11)

• ZSK & KSK Rollover Methods for SLD & .vn domains
• ZSK:

• Double Signature: for the first new key

• Pre-publication: 

• KSK:
• Double-KSK

• Timeline



Timeline
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Key Backup & Restore

• Generate an encrypted version of the Keystore for DC/DR

• Use the backup to transfer keys to the standby signer

• Generate multiple copies for different physical sites for DR purposes

• Generate and record cryptographic hash to verify integrity

• Custody of the device preserved 

• Initialize keystore using Key Backup 
• Method to synchronize keys Ensures all signers have the duplicate keys and roles



Monitoring

• Zones status



Monitoring



Signed domains 

• > 7000 of .vn names are now DNSSEC signed

• DNSSEC validation



Challenges Faced

• Double Signature: for the first new key of ZSK (fully DNSSEC signing)
• The DNSSEC signing process takes a considerable amount of time: it takes about 6 

hours for a zone (600.000 domains)

• The zone file size is significantly larger (about 5-6 times) than the original file.

• Why Double Signature for ZSK?
• We generated a new key and performed the rollover simultaneously (without a 

dedicated prepublication phase).
→ Do you think this is a wrong choice?



Lessons Learned



Testing and Coordination

• Is a software upgrade required? 

• Can the servers handle incremental CPU load?

• Set up a monitoring regime to report errors. 

• Ensure each organization provides (Registry, Registrars, ISPs,…) up-to-
date POC for zone and/or security operations.
• Who to contact when things go wrong. 

 



Timing & DNSSEC Key Rollover methods

• Key Rollover methods
• KSK: Double KSK ?

• ZSK: Pre-publish ?

➔ This is crucial, as even a small mistake could impact the entire DNSSEC validation 
process of the ccTLD.



DNSSEC with HSM

• NTP synchronization

• Ensure the network connection between HSM & DNSSEC Signer is 
“stable” all the time.



Network environment

• Ensure the network environment 
(Firewall,…): EDNS0 packets can pass 
through the firewall.

• Network equipment may need to be 
updated 
• Will they permit both UDP and TCP traffic on 

port 53? 

• Can they properly handle larger DNS 
responses? (with EDNS0, the response may go 
from 512 bytes to 4,000 bytes) 

• Can they handle fragmentation?



Issues & Problems



• The DNSSEC signing process takes a 
considerable amount of time when we 
Rollover ZSK using Double Signature 
method & NSEC3 opt-out

• EDNS0

• Networks environment



Questions

• Should we use NSEC3 opt-out for DNSSEC signing or not? 

• If yes, what are the recommended DNSSEC key rollover methods for KSK and ZSK?

• In the event of any errors during the DNSSEC Key rollover process of a ccTLD zone, 
what is the best rollback solution? 

• Should we immediately request the removal of the DS record from the DNS Root?

• Currently, many ISPs have concerns about performance issues related to their DNS 
systems when enabling DNSSEC validation. 

• Does DNSSEC really impact the performance of the DNS system? 

• If yes, to what extent does it affect performance?
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