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version.bind

$ dig @1.2.3.4 CH TXT version.bind +short
unbound 1.16.2

$ dig @5.6.7.8 CH TXT version.bind +short
9.19.13

$ dig @9.10.11.12 CH TXT version.bind +short
PowerDNS Recursor 4.5.0-beta2 (built Dec 30 2023 11:22:09 by root@c828502c66bl)




version.bind in the wild

$ dig @1.2.3.4 CH TXT version.bind +short
My named is Bind, James BIND

None of your business

go to sleep

Its Secret, Don't try to fetch it

Hmmm. .. neh.




We need a tool that ...

1.Covers various resolver software
2.Does not rely on specific configurations

3.Scales to support future software releases



Presenting today
— dnssoftver

https://github.com/yevheniya-nosyk/dnssoftver




Overview

1.Choose and set up software
2.Design and run test cases
3.Generate the decision tree

4. Implement the scanner



Overview

1.Choose and set up software



Vendors and versions: 674 in total

Vendor

BIND@9

Unbound

Knot Resolver
PowerDNS Recursor
Technitium DNS Server
MaraDNS

Windows Server

Versions
9.10.0-9.19.9
1.5.0-1.17.1rc2
2.0.0-57.0
4.0.0-4.9.1
1.0-11.4.1
2.0.11-3.5.0036
2016 - 2022

Since
2014
2014
2018
2015
2017
2015
2016

Count
293
107
35
122
68

46



Vendors and versions: setup

-" docker

641 custom
Dockerfiles

30 Knot Resolver
images pulled
from
cznic/knot-resolver

¥ OVHcloud

3 virtual private
servers with
Windows Server

Sources: https://www.docker.com/company/newsroom/media-resources/, https://nitin27may.medium.com/pushing-custom-docker-image-to-docker-hub-

631dce349215, https://corporate.ovhcloud.com/en/newsroom/assets/



https://www.docker.com/company/newsroom/media-resources/
https://nitin27may.medium.com/pushing-custom-docker-image-to-docker-hub-631dce3492f5
https://nitin27may.medium.com/pushing-custom-docker-image-to-docker-hub-631dce3492f5
https://corporate.ovhcloud.com/en/newsroom/assets/

Overview

2.Design and run test cases



Test case == DNS request

fingerprint

Test 1

Test N

Response 1

Response N

Recursive
resolver
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Signature == DNS responses

fingerprint

Test 1

Test N

Response 1

Response N

Signature

Recursive
resolver

12



RFC-1035: DNS message

Fommmmm e e oo - +
Header |
Fommmmm e e oo - +
Question the question for the name server
Fommmmm e e oo - +
Answer RRs answering the question
Fommmmm e e oo - +
Authority RRs pointing toward an authority
Fommmmm e e oo - +
Additional | RRs holding additional information



RFC-1035: DNS message

o mmmmm e e e m o - +
Header |
Fommmmm e e oo - +
Question the
o mmmmm - - m——— - - - -~ - +
Answer RRs
Fommmmm e e oo - +
Authority RRs
Fommmmm e e oo - +
Additional | RRs
Fommmmm e e oo - +

question for the name server
answering the question
pointing toward an authority

holding additional information
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RFC-1035: DNS header

1 1 1 1 1 1
e 1 2 3 45 6 7 8 9 06 1 2 3 4 5

e e it e e S et =

| ID |
ki it i s e e e e S e e Al
|QR|  Opcode |AA|TC|RD|RA| Zz | RCODE |
ki it i s e e e e S e e Al
| QDCOUNT |
ki it i s e e e e S e e Al
| ANCOUNT |
ki it i s e e e e S e e Al
| NSCOUNT |
ki it i s e e e e S e e Al
| ARCOUNT |

e e it e e S et =



RFC-1035: DNS question

1 1 1 1 1 1
© 1 2 3 4 5 6 7 8 9 61 2 3 4 5

+--t--t--t--t--F--t--t--t--t--t--t--F--F--F--+--+
| |
/ ONAME /
/ /
+--t--t--t--t--F--t--t--t--t--t--t--F--F--F--+--+
| QTYPE |
+--t--t--t--t--F--t--t--t--t--t--t--F--F--F--+--+
| QCLASS |
+--t--t--t--t--F--t--t--t--t--t--t--F--F--F--+--+



Testcase response

1 1 1 1 1 1
e 1 2 3 45 6 7 8 9 06 1 2 3 4 5

e e it e e S et =

e e it e e S et =

|QR|  Opcode |AA|TC|RD|RA| |  RCODE |
ki it i s e e e e S e e Al
| QDCOUNT |
ki it i s e e e e S e e Al
| ANCOUNT |
ki it i s e e e e S e e Al
| NSCOUNT |
ki it i s e e e e S e e Al
| ARCOUNT |

e e it e e S et =



/768 test cases

QR: [0,1]
AA: [0,1]
TC: [0,1]
RD: [0,1]
RA: [0,1]

Opcode: [QUERY, IQUERY, STATUS, NOTIFY]
Class: [RESERVEDO, IN, CH, HS, NONE, ANY]
Resource record: [A]

Domain name: [baseline.dnssoftver.com]

HOME ABOUT COMMUNITY EXAMPLES PYPI DOCS GITHUB

dnspython

Dnspython is a DNS toolkit for Python. It can be used for queries, zone transfers,
dynamic updates, nameserver testing, and many other things.

2.5.0

20 JANUARY, 2024 AT 05:00 PST

Dnspython 2.5.0 is now available on PyPI. See What’s New for details. Thank you to all
the contributors to this release, and, as usual, thanks to my co-maintainers: Tomas
Kiizek, Petr Spacek, and Brian Wellington. Dnspython 2.5.0 requires Python 3.8 or
later. Python 3.8 goes into end-of-life state in October of 2024, and dnspython will drop
support for it at that time and require 3.9 or later.

Source:
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https://www.dnspython.org/

Domain name

;NS records

@ IN NS
nsl IN A
nsl IN AAAA
@ IN NS
ns2 IN A
ns2 IN AAAA

;Baseline test domain

@ IN A
@ IN A
@ IN A
@ IN AAAA
* IN A
* IN A
* IN A
* IN AAAA

configuration

nsl

65.21.51.117
2a01:419:¢c012:7407::1
ns2

65.21.51.117
2a01:419:¢c012:7407::1

129.88.46.51
129.88.68.231
129.88.68.222
2001:660:5301:46::46:51
129.88.46.51
129.88.68.231
129.88.68.222
2001:660:5301:46::46:51



Workflow

for _ in range(30):
for software in software_all:
start_docker_ container()
issue 768 test cases()
kill docker _container()

write intermediary result()



Multiple rounds

1. For the training data
2. For inconsistencies:

 Network failures (Timeouts)

« Different responses (NOERROR vs. SERVFAIL, etc.)



Overview

3.Generate the decision tree



Input: 15 million DNS requests/responses

"Opcode": "QUERY", "AA": @, "TC": @, "RD": 1, "RA": @, "RCODE": "REFUSED", "QDCOUNT": 1, "ANCOUNT": @, "NSCOUNT": @, "ARCOUNT": @},
"baseline_A_NONE_IQUERY_AA RD": {"QR": 1, "Opcode": "IQUERY", "AA": @, "TC": @, "RD": @, "RA": @, "RCODE": "NOTIMP", "QDCOUNT": @, "ANCOUNT": @, "NSCOUNT": 0,
"ARCOUNT": @}, "baseline_A_NONE_IQUERY_RD": {"QR": 1, "Opcode": "IQUERY", "AA": ®, "TC": @, "RD": @, "RA": @, "RCODE": "NOTIMP", "QDCOUNT": @, "ANCOUNT": @,
"NSCOUNT": @, "ARCOUNT": @}, "baseline_A_ANY_QUERY_AA_RD_RA": {"QR": 1, "Opcode": "QUERY", "AA": @, "TC": @, “RD": 1, "RA": 1, "RCODE": "NOERROR", "QDCOUNT": 1,
"ANCOUNT": 3, "NSCOUNT": 2, "ARCOUNT": @}, "baseline_A_NONE_NOTIFY_QR_AA_TC_RD": {“"error": "Timeout after 5 seconds"}, "baseline_A_HS_QUERY_AA_TC_RD_RA": {"QR":
1, "Opcode": "QUERY", "AA": @, "TC": 0, ' 1, "RA": @, "RCODE": "REFUSED", "QDCOUNT": 1, "ANCOUNT": @, "NSCOUNT": @, "ARCOUNT": @},
"baseline_A_NONE_STATUS_QR_RD_RA": {"err "Timeout after 5 seconds"}, "baseline_A_CH_IQUERY_AA_RA": {"QR": 1, "Opcode": "IQUERY", "AA": @, "TC": @, "RD 0,
"RA": @, "RCODE": "NOTIMP", "QDCOUNT": @, "ANCOUNT": @, "“NSCOUNT": @, "ARCOUNT": @}, "baseline_A_NONE_QUERY_AA_RA": {"QR": 1, "Opcode": "QUERY", "“AA": @, "TC":
@, "RD": @, "RA": @, "RCODE": "REFUSED", "QDCOUNT": 1, "ANCOUNT": @, "“NSCOUNT": @, "ARCOUNT": @}, "baseline_A_NONE_STATUS_TC_RA": {"QR": 1, "Opcode": "STATUS",
"AA": @, "TC": @, "RD": @, "RA": @, "RCODE": "NOTIMP", "QDCOUNT": @, "ANCOUNT": ©, "NSCOUNT": @, "ARCOUNT": @}, "baseline_A_CH_NOTIFY_QR TC": {“error": "Timeout
after 5 seconds"}, "baseline_A_ANY_NOTIFY_AA_TC_RD": {"QR": 1, "Opcode": "NOTIFY", "AA": @, "TC": @, "RD": @, "RA": @, "RCODE": "FORMERR", "QDCOUNT": 1,
"ANCOUNT": @, "NSCOUNT": @, "ARCOUNT": @}, "baseline_A_ANY_QUERY_QR_TC_RA": {"error": "Timeout after 5 seconds"}, "baseline_A_HS_IQUERY_AA": {"QR": 1, "Opcode":
"IQUERY", "AA": @, "TC": @, "RD": @, "RA": @, "RCODE": "NOTIMP", "QDCOUNT": @, "ANCOUNT": @, "NSCOUNT": @, "ARCOUNT": @0}, "baseline_A_HS_NOTIFY_AA": {"QR": 1,
"Opcode": "NOTIFY", "AA": @, “TC": @, "RD": @, "RA": @, "RCODE": "REFUSED", "QDCOUNT": 1, "ANCOUNT": @, "NSCOUNT": @, "ARCOUNT": 0},
"baseline_A_NONE_NOTIFY_AA_TC": {"QR": 1, "Opcode": "NOTIFY", "AA": @, "TC": @, "RD": @, "RA": @, "RCODE": "REFUSED", "QDCOUNT": 1, "ANCOUNT": @, "NSCOUNT": @,
"ARCOUNT": @}, "baseline_A_ANY_STATUS_QR_AA_TC": {"error": "Timeout after 5 seconds"}, "baseline_A_IN_STATUS_AA RA": {"QR": 1, "Opcode": "STATUS", "AA": @,
"TC": @, "RD": @, "RA": @, "RCODE": "NOTIMP", "QDCOUNT": @, "ANCOUNT": @, "NSCOUNT": @, "ARCOUNT": @}, "baseline_A RESERVED@_IQUERY_AA_TC_RD": {"QR": 1,
"Opcode": "IQUERY", "AA": @, “TC": @, "RD": @, "RA": @, "RCODE": "NOTIMP", "QDCOUNT": @, "ANCOUNT": @, "NSCOUNT": @, "ARCOUNT": @},
"baseline_A_ANY_NOTIFY_AA RA": {"QR": 1, "Opcode": "NOTIFY", "AA": @, "TC": @, "RD": @, "RA": @, "RCODE": "FORMERR", "QDCOUNT": 1, "ANCOUNT": @, "NSCOUNT": @,
"ARCOUNT": @}, "baseline_A_IN_NOTIFY_QR_TC": {"error": "Timeout after 5 seconds"}, "baseline_A_CH_STATUS_AA_TC_RD_RA": {"QR": 1, "Opcode': "STATUS", "AA": 0,
"TC": @, "RD": @, "RA": @, "RCODE": "NOTIMP", "QDCOUNT": @, "ANCOUNT": @, "NSCOUNT": @, "ARCOUNT": @}, "baseline_A_ RESERVEDO_QUERY_AA_TC_RD_RA": {"QR": 1,
"Opcode": "QUERY", "AA": @, "TC": @, "RD": 1, "RA": @, "RCODE": "FORMERR", "QDCOUNT": 1, "ANCOUNT": @, "NSCOUNT": @, "ARCOUNT": @},
"baseline_A_ANY_QUERY_QR_AA_TC_RD": {"error": "Timeout after 5 seconds"}, "baseline_A_CH_IQUERY_QR_RA": {"error": "Timeout after 5 seconds"},
"baseline_A_IN_IQUERY_TC": {"QR": 1, "Opcode": "IQUERY", "AA": @, "TC": @, "RD": @, "RA": @, "RCODE": "NOTIMP", "QDCOUNT": @, "ANCOUNT": @, "NSCOUNT": @,
"ARCOUNT": @}, "baseline_A_CH_STATUS": {"QR": 1, "Opcode": "STATUS", "AA": @, "TC": 0, " : 0, " @, "RCODE": "NOTIMP", "QDCOUNT": @, "ANCOUNT": @,
"NSCOUNT": @, "ARCOUNT": @}, "baseline_A_HS_IQUERY_TC_RD": {"QR": 1, "Opcode": "IQUERY", "AA": @, "TC": @, "RD": @, "RA": @, "RCODE": "NOTIMP", "QDCOUNT": @,
"ANCOUNT": @, "NSCOUNT": @, "ARCOUNT": @}, "baseline_A_RESERVED®_STATUS_AA": {"QR": 1, "Opcode": "STATUS", "AA": @, "TC": @, "RD": @, "RA": @, "RCODE":
"NOTIMP", "QDCOUNT": @, "ANCOUNT": @, "NSCOUNT": @, "ARCOUNT": @}, "baseline_A_CH_IQUERY_QR_AA": {"error": "Timeout after 5 seconds"},
"baseline_A_CH_STATUS_QR_AA_RA": {"error": "Timeout after 5 seconds"}, "baseline_A_ANY_STATUS_AA TC_RD_RA": {"QR": 1, "Opcode": "STATUS", "AA": @, "TC": @,
"RD": @, "RA": @, "RCODE": "NOTIMP", "QDCOUNT": @, "ANCOUNT": @, "NSCOUNT": @, "ARCOUNT": @}, "baseline_A_HS_STATUS_QR": {“error": "Timeout after 5 seconds"},
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Output: scikit-learn Decision Tree
‘ Cearn Install UserGuide APl Examples Community More - [ Go]

scikit-learn 1.3.2 1.1 0. DeCiSiOI‘\ Trees

Other versions
Decision Trees (DTs) are a non-parametric supervised learning method used for classification and regression. The goal is to
Please cite us if you use the create a model that predicts the value of a target variable by learning simple decision rules inferred from the data features. A tree
software. can be seen as a piecewise constant approximation.

1.10. Decision Trees

1104, Classificat For instance, in the example below, decision trees learn from data to approximate a sine curve with a set of if-then-else decision
00, assification

: rules. The deeper the tree, the more complex the decision rules and the fitter the model.
1.10.2. Regression

1.10.3. Multi-output problems

1.10.4. Complexity Decision Tree Regression

1.10.5. Tips on practical use

1.5 o o data
1.10.6. Tree algorithms: ID3, C4.5, ° ? —— max_depth=2
C5.0 and CART 10 ° e—— max_depth=5
1.10.7. Mathematical formulation ’A‘ 1 ) =
o
1.10.8. Missing Values Support 0.5 4 & A
- 2
1.10.9. Minimal Cost-Complexity ‘.” °°o
Pruning g 004 ° o °
8 8 $ ™. -
o
-0.5 1 ° L ]
-]
‘ ———
-1.0 ° ‘ome
¢
-1.51
o
0 1 2 3 a 5



Fingerprinting granularity

bind 9.16.11
unbound 1.17.0
unbound 1.17.1

knot-resolver 2.1.1
knot-resolver 4.2.2

knot-resolver 5.5.3



Fingerprinting granularity: vendor

bind
unbound
unbound
knot-resolver
knot-resolver

knot-resolver



Decision tree: vendor

|--- Q: {class: RESERVEDO, opcode: STATUS, flags: [TC]} and A: {RCODE: NOTIMP, flags: [QR]} <= ©.50
| |--- Q: {class: ANY, opcode: QUERY, flags: [AA,TC,RA]} and A: {RCODE: NOERROR, QDCOUNT: 1, flags: [QR,RA]} <= 0.50
| | |--- Q: {class: ANY, opcode: STATUS, flags : [AA,TC,RA]} and A: {RCODE: FORMERR, QDCOUNT: 1, flags: [AA,QR,RA]} <= ©.50
| | | |--- Q: {class: IN, opcode: QUERY, flags: [TC,RA]} and A: {Timeout} <= 0.50
| | | | |--- Q: {class: IN, opcode: NOTIFY, flags: [AA,RD,RA]} and A: {RCODE: NOERROR, QDCOUNT: 1, ANCOUNT: 3, flags: [QR,RA,RD]} <= 0.50
| | | | | |--- Q: {class: RESERVED®@, opcode: STATUS, flags: [AA,RA]} and A: {Timeout} <= 0.50

| | | | | | |--- class: technitium

[ | | |--- Q: {class: RESERVED®, opcode: STATUS, flags: [AA,RA]} and A: {Timeout} > ©.50

| | | | | | |--- class: windows

| | | | |--- Q: {class: IN, opcode: NOTIFY, flags: [AA,RD,RA]} and A: {RCODE: NOERROR, QDCOUNT: 1, ANCOUNT: 3, flags: [QR,RA,RD]} > ©.50
| | | | | [|--- class: knot

| | | |--- Q: {class: IN, opcode: QUERY, flags: [TC,RA]} and A: {Timeout} > ©.50

| | | | |--- class: maradns

| | |--- Q: {class: ANY, opcode: STATUS, flags: [AA,TC,RA]} and A: {RCODE: FORMERR, QDCOUNT: 1, flags: [AA,QR,RA]} > 0.50

| | | |--- class: unbound

| |--- Q: {class: ANY, opcode: QUERY, flags: [AA,TC,RA]} and A: {RCODE: NOERROR, QDCOUNT: 1, flags: [QR,RA]} > ©.50

| | |--- class: pdns

|--- Q: {class: RESERVEDO, opcode: STATUS, flags: [TC]} and A: {RCODE: NOTIMP, flags: [QR]} > ©.50

|

|--- class: bind9



Decision tree: vendor

|---0Q: {class: RESERVEDO, opcode: STATUS, flags: [TC]} and A: {RCODE: NOTIMP, flags: [QR]} <= ©.50

| --- Q: {class: ANY, opcode: QUERY, flags: [AA,TC,RA]} and A: {RCODE: NOERROR, QDCOUNT: 1, flags: [QR,RA]} <= 0.50
|--- Q: {class: ANY, opcode: STATUS, flags : [AA,TC,RA]} and A: {RCODE: FORMERR, QDCOUNT: 1, flags: [AA,QR,RA]} <= ©.50
| |--- Q: {class: IN, opcode: QUERY, flags: [TC,RA]} and A: {Timeout} <= 0.50

| | |--- Q: {class: IN, opcode: NOTIFY, flags: [AA,RD,RA]} and A: {RCODE: NOERROR, QDCOUNT: 1, ANCOUNT: 3, flags: [QR,RA,RD]} <= 0.50
| | | |--- Q: {class: RESERVED®@, opcode: STATUS, flags: [AA,RA]} and A: {Timeout} <= ©.50

| | | | |--- class: technitium

| | | |--- Q: {class: RESERVED®@, opcode: STATUS, flags: [AA,RA]} and A: {Timeout} > ©.50

| | | | |--- class: windows

| | |--- Q: {class: IN, opcode: NOTIFY, flags: [AA,RD,RA]} and A: {RCODE: NOERROR, QDCOUNT: 1, ANCOUNT: 3, flags: [QR,RA,RD]} > ©.50
| | | |--- class: knot

| |--- Q: {class: IN, opcode: QUERY, flags: [TC,RA]} and A: {Timeout} > ©.50

| | |--- class: maradns

|--- Q: {class: ANY, opcode: STATUS, flags: [AA,TC,RA]} and A: {RCODE: FORMERR, QDCOUNT: 1, flags: [AA,QR,RA]} > 0.50

| |--- class: unbound

--- Q: {class: ANY, opcode: QUERY, flags: [AA,TC,RA]} and A: {RCODE: NOERROR, QDCOUNT: 1, flags: [QR,RA]} > ©.50

|--- class: pdns

Q: {class: RESERVED®@, opcode: STATUS, flags: [TC]} and A: {RCODE: NOTIMP, flags: [QR]} > ©.50

| --- class: bind9

28



Decision tree: vendor

-—-|Q: {class: RESERVED®@, opcode: STATUS, flags: [TC]}|and A: {RCODE: NOTIMP, flags: [QR]} <= 0.50

(issue more queries)

-—-|Q: {class: RESERVED®@, opcode: STATUS, flags: [TC]}|and A: {RCODE: NOTIMP, flags: [QR]} > ©.50

|--- class: bind9
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Decision tree: vendor

--- Q: {class: RESERVED®O, opcode: STATUS, flags: [TC]} and A: {RCODE: NOTIMP, flags:

(issue more queries)

[OR]} <= ©.50

--- Q: {class: RESERVED®O, opcode: STATUS, flags: [TC]}|and A: {RCODE: NOTIMP, flags:

[OR]} > ©.50

|--- class: bind9
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Decision tree: vendor

--- Q: {class: RESERVED®O, opcode: STATUS, flags: [TC]} and A: {RCODE: NOTIMP, flags:

(issue more queries)

--- Q: {class: RESERVED®O, opcode: STATUS, flags: [TC]} and A: {RCODE: NOTIMP, flags:

|--- class: bind9

[OR]} <= ©.50

[OR]} > ©.50
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Decision tree: vendor

--- Q: {class: RESERVED®O, opcode: STATUS, flags: [TC]}|and A: {RCODE: NOTIMP, flags: [QR]} <= 0.50

(issue more queries)

--- Q: {class: RESERVED®O, opcode: STATUS, flags: [TC]} and A: {RCODE: NOTIMP, flags: [QR]} > ©.50

|--- class: bind9
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Decision tree: vendor

--- Q: {class: RESERVED®O, opcode: STATUS, flags: [TC]} and A: {RCODE: NOTIMP, flags:

(issue more queries)

--- Q: {class: RESERVED®O, opcode: STATUS, flags: [TC]} and A: {RCODE: NOTIMP, flags:

|--- class: bind9

[OR]} <= ©.50

[OR]} > ©.50

33



Decision tree: vendor

e 768 testcases issued in total
« 6 testcases are significant

e 7 unique labels out of 7



Fingerprinting granularity: major

bind
unbound
unbound
knot-resolver

knot-resolver

Uj_hf\)éé\o

knot-resolver



Decision tree: major

« 768 testcases issued in total
« 48 testcases are significant
* 19 unique labels out of 23
* Full tree on GitHub



Fingerprinting granularity: minor

bind 9.16
unbound 1.17
unbound 1.17

knot-resolver 2.1
knot-resolver 4.2

knot-resolver 5.5



Decision tree: minor

e 768 testcases issued in total

* 117 testcases are significant

* 51 unique labels out o

e Full tree on GitHub

96



Fingerprinting granularity: build

bind 9.16.11
unbound 1.17.0
unbound 1.17.1

knot-resolver 2.1.1
knot-resolver 4.2.2

knot-resolver 5.5.3



Decision tree: build

768 testcases issued in total

149 testcases are significant

« 382 unique labels out of 674
* Full tree on GitHub



Overview

4. Implement the scanner



The scanner

$ python3 scan.py --input file <input file> -output_file <output file> --

granularity [vendor,major,minor,build] --threads <num_of_ threads>



The scanner

$ python3 scan.py --input file <input file> -output_file <output file> --

granularity [vendor ] --threads <num_of threads>

{"ip": "1.2.3.4","versions": ["unbound"]}



The scanner

$ python3 scan.py --input file <input file> -output_file <output file> --

granularity [ major ] --threads <num_of threads>

{"ip": "1.2.3.4","versions": ["unbound"]}

{"ip": "1.2.3.4","versions": ["technitium-2"]}



The scanner

$ python3 scan.py --input file <input file> -output_file <output file> --

granularity [ minor ] --threads <num_of threads>

{"ip": "1.2.3.4","versions": ["unbound"]}
{"ip": "1.2.3.4","versions": ["technitium-2"]}

{"ip": "1.2.3.4","versions": ["bind-9.16"]}



The scanner

$ python3 scan.py --input file <input file> -output_file <output file> --

granularity [ build] --threads <num_of threads>

{"ip": "1.2.3.4","versions": ["unbound"]}
{"ip": "1.2.3.4","versions": ["technitium-2"]}
{"ip": "1.2.3.4","versions": ["bind-9.16"]}

{"ip": "1.2.3.4","versions": ["pdns-recuror-4.1.6"]}



The scanner

$ python3 scan.py --input file <input file> -output_file <output file> --

granularity [ major ] --threads <num_of threads>

{"ip": "1.2.3.4","versions": ["unbound"]}
{"ip": "1.2.3.4","versions": ["technitium-2", "technitium-3"]}
{"ip": "1.2.3.4","versions": ["bind-9.16"]}

{"ip": "1.2.3.4","versions": ["pdns-recuror-4.1.6"]}



Next steps




Next steps: more test cases

CHANGES for [GL #362]
Evan Hunt authored 3 months ago

main v

bind9 / CHANGES

[ CHANGES [} 735.62KiB

1
2
3
4
5
6
7
8

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

6332.

6331.

6330.

6329.

6328.

6327.

6326.

[bug]

[func]

[doc]

[func]

[func]

[func]

[bug]

Range-check the arguments to fetch-quota-param.
[6L #362]

Add HSM support for dnssec-policy. You can now
configure keys with a key-store that allows you to
set the directory to store key files and to set a
PKCS #11 URI string. [GL #1129]

Update ZSK minimum lifetime documentation in ARM, also
depends on signing delay. [6L #4516]

Nsupdate can now set the UL EDNS option when sending
UPDATE requests. [GL #4419]

Add workaround to enforce dynamic linker to pull
jemalloc earlier than libc to ensure all memory
allocations are done via jemalloc. [GL #4404]

Expose the TCP client count in statistics channel.
[6L #4425]

Changes to "listen-on" statements were ignored on
reconfiguration unless the port or interface address was
changed, making it impossible to change a related
listener transport type. Thanks to Thomas Amgarten.

[6L #4518] [GL #4528]

= O NLnetLabs |/ unbound Q + -
<> Code (© Issues 244 19 Pullrequests 31  (® Actions [ Projects 2 © Security
./ Want to contribute to NLnetLabs/unbound?
If you have a bug or an idea, browse the open issues before opening a new one.
You can also take a look at the Open Source Guide.
Filters v Q is:issue is:open © Labels 9 P Milestones 1

(® 244 0pen 459 Closed

Author ~ Label ~ Projects v Milestones ~ Assignee v Sort v
© [FR] make option to mitigate DNS cache poision attack by switching to TCP
resolve for attacked domain

#1003 opened 16 hours ago by rozhuk-im

© Unbound is not using dns ip address received using dhcp even if using
openresolv
#1002 opened 18 hours ago by dummys

© Unbound is slow at loading (big) auth/rpz -zones at startup
#998 opened last week by pettai

O3 &xs

Dismiss ~

RS _ Datatracker

Sign in Document search

1ET

Domain Name System Operations (dnsop)

About Documents Meetings History Photos Email expansions
Search
Document -~ Date ~ Status v

Active Internet-Drafts (16 hits)

draft-ietf-dnsop-structured- 23 pages 2024-  |-D Exists
dns-error-08 01-31 WG Document

Structured Error Data for Filtered D Reviews: (secdirEarly  (dnsdir Early)
bNs Laraar e
draft-ietf-dnsop-rfc8109bis- 11 pages 2024-  Publication Requested (@9
02 01-22
Initializing a DNS Resolver with @ Best Current Practice
Priming Queries Review:
Action Holder: Warren "Ace"
Kumari &3

I-D Exists
In WG Last Call : Proposed

@ standard
Reviews: (secdirEary) €TI0

draft-ietf-dnsop-dnssec- 17 pages 2024-
bootstrapping-07 01-19
A ic DNSSEC B pping
using Authenticated Signals from
the Zone's Operator

Sources: https://qgitlab.isc.org/isc-projects/bind9/-/blob/main/CHANGES?ref type=heads, https://datatracker.ietf.org/wg/dnsop/documents/,

https://qgithub.com/NLnetLabs/unbound/issues

Submitted to IESG for Publication :

List archive »

[]

IPR ~ AD/Shepherd ~

Warren "Ace"
Kumari 3
Tim Wicinski 83
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Next steps: less test cases

1. Timeouts are not deterministic

2.Inconsistencies are unpredictable



Next steps: testing in the wild

1.No ground truth data available
2.Need to test on real systems:

* To confirm the accuracy

e To catch weird behaviours

* To adaptthe models



Next steps: maintain and update

dnssoftver / CONTRIBUTING.md (&

yevheniya-nosyk Added the instructions for contributors 00280f8 - last week
Preview ‘ Code Blame 27 lines (14 loc) - 1.48 KB &3 Code 55% faster with GitHub Copilot Raw LQ &
L
How to contribute

Thank you for contributing to the project!

Approach 1: Hard

Modify the source code and then follow the instructions in BUILD.md to reissue all the test cases and regenerate models.

Approach 2: Easy

No need to build the whole project from scratch! If you feel like going into the source code, then follow the instructions below to open a pull
request with all the necessary information. Otherwise, open an issue and share your idea.

<O History

7

-
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Next steps: extensions

1. Authoritative nameservers?

2.Forwarders?

3.Forwarders + resolvers?
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