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Scope

asn”: "AS17488",
"hash": -1360646303,
"os": null,

e Focus is on open resolvers excluding the ones SN ANC s Sl i maes ok
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"options": {},

"1d": "ldbcfbcc-90bf-4882-a341-cc34cec@dalb”,
"crawler": "308515b6113c0645034fb8122d0ff0d5194e7e72"

e DNS servers with recursion enabled accepting
DNS queries from any IP address on the Internet £

"hostnames": [],
"location™: {

"city": "Kolkata",
"region_code": "WB",
"area_code”: null,
"longitude”: 88.36304,
"latitude": 22.56263,
"country_code": "IN",
“country_name": "India"

3,

"dns": {
"software": "dnsmasqg-2.87",
"recursive": true,
"resolver_id": null,
"resolver_hostname"”: null

s

"1p": 3419730570,

"domains": []1,

"org": "HATHWAY CABLE AND DATACOM LIMITED",
"data": "dnsmasqg-2.87\nRecursion: enabled",
"port": 53,




Open Resolvers in India
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Open Resolvers in Japan
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Open Resolvers in Singapore
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Why are Open resolvers a problem?

Between 15 January 2023, 15:01:17 and 10 April 2023, 01:28:31, a single instance of our
honeypot received 135,972,316 DNS queries from Brazil for the domain higi.com.

What is a DNS amplification attack?

This DDoS attack is a reflection-based volumetric distributed denial-of-service (DDoS)
attack in which an attacker leverages the functionality of open DNS resolvers in order to

overwhelm a target server or network with an amplified amount of traffic, rendering the
server and its surrounding infrastructure inaccessible.

https://www.cloudflare.com/learning/ddos/dns-amplification-ddos-attack/



Under the hood

e Broken CPE devices running busybox etc which are EOL, no firmware updates from
manufacturer

e Cases of misconfigurations -
1. Authoritative name servers misconfigured with recursion enabled to the Internet
2. Enterprise recursive resolvers misconfigured and exposed to the Internet accepting
DNS queries from any IP address



Best practices

Allow access to the recursive resolver only to the authorized IP addresses/netblock.
Response rate limiting.
On an authoritative-only nameserver, disable recursion.

For network operators — implement BCP 38 (Network Ingress Filtering).

ICANN Knowledge-Sharing and Instantiating Norms for DNS and Naming
Security(KINDNS)


https://www.ietf.org/rfc/bcp/bcp38.html

Checkopenresolver.in

Check Open Resolver x +

& https://checkopenresolver.in

Home Resources Privacy

Check Open Resolver

An open resolver is a DNS server which is willing to resolve recursive DNS
lookups for anyone on the Internet. They can be exploited for malicious activities
like Distributed Denial of Service Attacks(DDoS).

Checking whether your router is an open resolver can help you maintain a secure
and healthy internet environment.

Check Now

Made with @ by Shreshta Problems or questions? Contact support@shreshtait.com




Shadowserver Network Reports
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 Reports are not just
limited to port 53

Home > What We Do > Network Reporting > Subscribe to Reports
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Thoughts/Questions?



