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Introduction



Phishing is a major threat on the Internet

e FBI: 300k complaints, US$ 160 million in
losses in 2022 [1]

e One of most important cyber threats for
national security — EU ENISA, US
CISA [2, 3]

e Phishing deceives users to provide private
data




Phishing-as-a-Service: LabHost
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Phishing-as-a-Service: LabHost

LabHost stats: //
e Subscription model: €300 per month
e 40,000 domains linked to LabHost //

e 10,000 users worldwide vour TORFARCET

GOUNTRIES

e 170 brand templates

1. UNITED KINGDOM

e Hosting infrastructure

Takeaway: Professional criminals scamming Labhost top countries

vulnerable people Source: The Telegraph


https://www.youtube.com/watch?v=Qy9Sic_INR

Phishing at three ccTLDs

1. First time 3 ccTLDs come together to
analyze phishing:
o mmm The Netherlands’ .nl (SIDN)
o I B iveland’s . ie (.IE Registry)
. Il Belgium’s .be (DNS Belgium)
2. Longitudinal study (4, 10 years)
3. Complete view of the zones

e ccTLD registries are responsible for
running their countries’ zone


https://sidn.nl/en
https://weare.ie
https://dnsbelgium.be

Phishing at three ccTLDs

1. First time 3 ¢ccTLDs come together to Expanding phishing characterization
analyze phishing: with full zone view:

o mmm The Netherlands’ .nl (SIDN)
o I B iveland’s . ie (.IE Registry)

Previous Ours
-1l Belgium’s .be (DNS Belgium) Works
2. Longitudinal study (4, 10 years) Time 1 year 4-10 years
3. Complete view of the zones Companies 10 1233
e ccTLD registries are responsible for Domains 1.4k 28.7k

running their countries’ zone


https://sidn.nl/en
https://weare.ie
https://dnsbelgium.be

ccTLDs compared

- 1001

ccTLD .nl .ie .be
# Domains 6.1M 330.1k  1.7TM
Reg. Policy Open Restricted Open
Country Population 17.5M 4.9M 11.5M

Table 1: ccTLDs overview.

e Restricted registration I B: check ID and relationship to the country

e Open registration (=== IW): anyone can register a domain



Datasets: Phishing blocklist

= 11

.be
Domains 25,389 555 2,810
Period ~10 years ~4 years ~4 years

Years 2013-2023 2019-2023 2019-2023

Table 2: Netcraft phishing blocklist dataset



Datasets: Phishing blocklist

= I l] We triangulate the blocklist
.nl .1ie

dataset with ccTLDs’ private

.be
Domains 25,389 555 2,810 datasets:
Period ~10 years ~4 years ~4 years e Historical registration
Years 2013-2023 2019-2023 2019-2023 database

Table 2: Netcraft phishing blocklist dataset O lfelh mepsirem e s

e DNS measurements



Phishing domains per month
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Do they target mostly national companies?
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e Most impersonated companies are International
e So most attackers do not seem to care which TLD they use.

e Is it really so?
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National companies vs international companies
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National companies vs international companies
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Finding: two attack strategies

=

Target National companies International companies
Type New domains Old domains
Ratio Domains 20% 80%

Table 3: Two attack strategies

Why this difference?
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Two Attack Strategies

—
Target ING bank Apple BE
Domain activate-creditcard.nl pastries-AMS.nl
Domain Type New Old (compromised)
Costs v_ Reg, DNS, Hosting X Free
Likely attacker “Local” “International”
Share 20% 80%

Table 4: Local and International attack strategies
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activate-creditcard.nl
pastries-AMS.nl

Top 10 impersonated companies (.nl zone)

Rank Company Domains Median Age (days)
1 Microsoft 2,319 2,251
2 PayPal 2,134 1,751
3 ING = 1,815 1
4 Ics = 1,410 2
5 Apple 1,276 1,775
6 ABN AMRO = 1,259 1
7 Google 1,236 1,416
8 Rabobank == 1,222 1
9 Webmail Users 1,054 2,247
10 Netflix 756 1,653

Top 10 impersonated companies in phishing attacks on the .nl zone (==).
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Most popular market segments

Banking

Financial Services
Technology

Internet Services
Telecom

E-commerce
Government Services
Logistics
Entertainment

Postal Services

Rest

vava  .nl

P .ie

SLDs (log)

10°

10
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But what about Ireland? II

Only two new phishing domains

e .ie = restricted registration policy

e Restricted policy prevents part of the phishing attacks
e But cannot prevent compromised domain names

e But they try:

e Batches of new registrations using forged documents
e Target low price specials at registrars

16



DNS Measurements

17



DNS Activity: Malicious registered domain
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Figure 1: Maliciously registered: 1 day old

e Name especially chosen for the attack
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DNS Activity: Compromised domain example
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Figure 2: Compromised domain: 21 years old

e Legitimate business which got hacked
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Outline

Phishing mitigation
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From characterization to mitigation

e Phishing mitigation ¢s not a single event
e Different parties can mitigate it independently
e registrant (example.nl) — Registrar (GoDaddy) — Registry (SIDN)

21



From characterization to mitigation

e Phishing mitigation ¢s not a single event
e Different parties can mitigate it independently
e registrant (example.nl) — Registrar (GoDaddy) — Registry (SIDN)

DNS Hosting (Web)

Registry: SIDN (.nl) =

Registrar: GoDaddy E Hosting Provider: I1J II|

DNS Prov.: NetNod

Example phishing: share-your-id.nl 1



ccTLD mitigation policy

e ccTLDs can perform 3 operations at the DNS level
e Upon notification:

e .nl alerts the registrar

e .be suspends the domain

e .ie allows Netcraft to alert the registrar directly

- 1l il

.nl .ie .be
Suspend domain v After 66h v After 30 days v ASAP
Delete domain v v After two weeks v
Change NS records — — v

Table 5: ccTLDs phishing detection and mitigation procedure. 22



Phishing against a French bank (..1 domain

Crédit&Mutuel

Espace client : Connexion —

23

Screenshot captured with DMap, in-house scraper



Phishing against a French bank (.. domain name)

|
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e Web mitigation example

e Hosting provider mitigated it — domain was not deleted
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CDF SLDs

CDF SLDs
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(a) DNS mitigation: Domain suspension

Web mitigation is faster than DNS mitigation

DNS vs Web mitigation speed
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(b) Web mitigation
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DNS vs Web mitigation speed

Web mitigation is faster than DNS mitigation

DNS: 50-60% first 24h

P [ e e ——
1.004 .l — new domains .
: PR EEEN R Sy S L b » 0.754 .l — old domains
-4 a
% 0754 === .be S——— < I | PP e
a - 7.
= - o 0.50 4 ’
20501 7~ a
a e © 0.25 1 ;
C0251 =7 ;
r 0.00 4 3>
0.00 1 Tt —T T
T T T N T B, 2,0 G & B
‘ - 7 sy % o Ot 44, @ Py P,
%, /%Y %, %, %, Yoy G gt o, %,
Time between notification and NS records change (log) Mitigation time (log)
(c) DNS mitigation: Domain suspension (d) Web mitigation

25



DNS vs Web mitigation speed

Web mitigation is faster than DNS mitigation

DNS: 50-60% first 24h  Web: 50-60% first 6h
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(e) DNS mitigation: Domain suspension (f) Web mitigation
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Web mitigation: reducing detection time is possible
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Figure 3: Phishing detection, notification, and mitigation
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Call for Action
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Phishing attack strategies compared

Target =l]

Type New domains Old domains
Share SLDs 20% 80%

Share Companies <5% >95%
Leverage ccTLD Trust v X

TLD Restricted Reg. Inhibits v’ Does not inhibit X
Mitigation DNS, Web Mostly Web

Table 6: Phishing attack strategies
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Call for Action

1. More research on compromised domains
e Most phishing is compromised (80%)
e Most research focuses on new domains
2. Revisit registration and abuse policies for
registries
e Registries discussing results internally

3. Join the study if you can

29



Three EU ccTLDs on the largest phishing
characterization study
1. Two main attacker types:

e National companies — new domains
e Intl’ — old, compromised domains

2. Policy impact on mitigation:

e .ie’s restricted registration prevents new

phishing domains

e .be registry does most of DNS mitigation. Paper: https://gsmaragd.

e .nl’s registrars do most of DNS mitigation github.io/publications/

3. Call for action on compromised domains CCS2024/CCS2024 . pdf

30


https://gsmaragd.github.io/publications/CCS2024/CCS2024.pdf
https://gsmaragd.github.io/publications/CCS2024/CCS2024.pdf
https://gsmaragd.github.io/publications/CCS2024/CCS2024.pdf
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