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Why should we care? Open DNS enables amplification attacks!
Leading to unwanted traffic and unexpected traffic shifts.

Spoofed DNS Request
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Monitoring the Open DNS Infrastructure
|dentify open resolvers to mitigate DDoS. Popular scanning campaigns.

#% SHoDAN Explore  Downloads  Pricing @ ] Account

The 60-day APl access limit is now in affect. Your account no longer has access to the API. Upgrade Now —
2,6

censys QHosts v | #  services.port: 53 AND services.service_name: "dns” AND services.dns.server_type:' % .*  >_ @

B =]
! SHAHUW %'E UK Government Dashboard General statistics IoT device statistics Attack statistics: Vulnerabilities Attack statistics: Devices Help

E Sinkholes » guage menu in our
India
Rus Scans » Trending queries  Progress MOVEit Transfer CVE-2024-5806 POST /guestaccess.aspx exploit attempts » More details
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Unique IP addresses per country 24-07-2 Unique IP addresses per country 2

24" Honeypots »
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paiid . G 3 i . India

1CS/0T » \ y 335.9K

g

Web CVEs »

d States Algeria

About this data

Sinkholing is a technique whereby a resource used
by malicious actors to control malware is taken
over and redirected to a benign listener that can
(to a varying degree) understand network
connections coming from infected devices. This
provides visibility of the distribution of infected
devices worldwide, as well as protecting victims by
preventing botnet command and control (€2) from 4 avalanche

cybercriminals. andromeda b Gl g e

Unique IP addresses per tag Unique IP addresses over time
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Monitoring the Open DNS Infrastructure
Our campaign, https://odns.secnow.net

cLECheut Open DNS (ODNS) .
Home  DoUDP DoTCP CONEXT'21 Artifacts ~ Paper  Contact Why yet a n ot h e r sca n n I ng
- DNS over UDP Scanning - Campaign?

Last successfull measurement: 2024-07-19

- Distribution of ODNS Components Worldwide =
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Monitoring the Open DNS Infrastructure
Our campaign, https://odns.secnow.net

cLECheut Open DNS (ODNS)
Home DoUDP DoTCP CoNEXT'21 Artifacts Paper Contact
|-| DNS over UDP Scanning |-|

—4- # Transparent Forwarders | 1,
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Why yet another scanning
campaign?

We also monitor transparent
DNS forwarders!

They account for ~30% of the
ODNS infrastructure.

These devices are missed
completely by other campaigns.
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Our controlled experiment confirms that
transparent DNS forwarders fell of the radar.

Censys Shadowserver Shodan Our Scans

# ODNS 1.75M 1.7M 1.6M 1.8M

Transparent
forwarders detected e e e 0

(30% transp. fwd.)

M. Nawrocki, M. Koch, T. C. Schmidt, M. Wahlisch, ACM CoNEXT, 2021,
https://doi.org/10.1145/3485983.3494872
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How do transparent forwarders work?

Who is
google.com?

Client
(7.7.7.7)
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How do transparent forwarders work?

IP sxc: 7.7.7.7

Query: A google.com

c— - -
Client
(7.7.7.7)
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How do transparent forwarders work?

IP srxc: 7.7.7.7 IP src: 7.7.7.7
IP dst: 8.8.8.8
Query: A google.com Query: A google.com

1 h ’ >

== e —

Client Recursive Resolver
(7.7.7.7) (8.8.8.8)
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How do transparent forwarders work?

A transparent forwarder does not rewrite the
source IP address of the DNS request
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How do transparent forwarders work?

IPv4 address for

google.com is:
142.251.209.142

IP srxc: 7.7.7.7 IP src: 7.7.7.7
IP dst: 8.8.8.8 m
Query: A google.com Query: A google.com m

== e —

Client Recursive Resolver Authoritative

(7.7.7.7) (8.8.8.8) Nameserver
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How do transparent forwarders work?

IP src: 8.8.8.8

IP dst: 7.7.7.7
Got reply from A: 142.251.209.142 =
nexpected source: m
Q. (4)
_ O D
- — D
=5 e m—
Client Recursive Resolver Authoritative
(7.7.7.7) (8.8.8.8) Nameserver
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Where is transparent forwarder deployment most popular?
An overview of current results
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Top 50 Countries Descending by Transparent Forwarders; * Emerging Markets and (#ASes) with a Transparent Forwarder

1. Countries classified as emerging markets are more likely to
host transparent forwarders
2. Ineach country, multiple ASes host forwarders.
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1. Countries classified as emerging markets are more likely to
host transparent forwarders
2. Ineach country, multiple ASes host forwarders.
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Where is transparent forwarder deployment most popular?
An overview of current results
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1. Countries classified as emerging markets are more likely to
host transparent forwarders
2. Ineach country, multiple ASes host forwarders.
3. Insome countries, the ODNS consists almost exclusively of
transparent forwarders.
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Why do common scan campaigns miss transparent forwarders?

Due to efficiency reasons, scans use static queries and
only evaluate incoming traffic.

This means that many scanning campaigns just consider
the replying source address.
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Why do common scan campaigns miss transparent forwarders?

Due to efficiency reasons, scans use static queries and
only evaluate incoming traffic.

This means that many scanning campaigns just consider
the replying source address.

“The consensus that we came to was that since
these systems couldn’t do amplification on their

own and merely forwarded packets, they were out
of scope.” - Reply to our request why [scanning
company] does not include transparent forwarders

TECHNISCHE Transparent DNS Forwarders — HAW DRESDEN
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Why do common scan campaigns miss transparent forwarders?

This is short sighted and here is a
simple example why...

“The consensus that we came to was that since

these systems couldn’t do amplification on their
own and merely forwarded packets, they were out
of scope.” - Reply to our request why [scanning
company] does not include transparent forwarders
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Why should transparent forwarders be included in ODNS scans?
Transparent forwarders allow the use of restricted resolvers

— - Transparent forwarders unveil access to
(dst IP: S@ restricted/shielded resolvers

o 1P S)

G Gateway
SR Shielded Resolver

DNS Transaction = =======

S Scanner
D Queried Device

Transp. Forwarding g

g/ Firewall
-
TECHNISCHE Transparent DNS Forwarders
@ UNIVERSITAT OARC43 // Koch et al.
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Why should transparent forwarders be included in ODNS scans?
Transparent forwarders allow the use of restricted resolvers

(s )

- Transparent forwarders unveil access to
dst IP: D ii (dst IP: SR)

restricted/shielded resolvers

Firewall configuration at AS borders
prohibit requests to their local resolvers

N

l
(sn
D

src IP: S

SN

L (L]
NS

S Scanner G Gateway
D Queried Device SR Shielded Resolver

DNS Transaction = =======

: &
Transp. Forwarding &

g/ Firewall
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Why should transparent forwarders be included in ODNS scans?
Transparent forwarders allow the use of restricted resolvers

—
- Transparent forwarders unveil access to
dst IP: D li (dst IP: SE restricted/shielded resolvers

Firewall configuration at AS borders
prohibit requests to their local resolvers

Querying a transparent forwarder
circumvents the firewall!

S Scanner G Gateway
D Queried Device SR Shielded Resolver

DNS Transaction — ======= Transp. Forwarding &

g/ Firewall
-
TECHNISCHE Transparent DNS Forwarders
@ UNIVERSITAT OARC43 // Koch et al.
DRESDEN
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Why should transparent forwarders be included in ODNS scans?
Transparent forwarders allow the use of restricted resolvers

ii dst IP: SR

S Scanner G Gateway
D Queried Device SR Shielded Resolver

DNS Transaction = =======

Transp. Forwarding

TECHNISCHE Transparent DNS Forwarders
@ UNIVERSITAT OARC43 // Koch et al.
DRESDEN

Prague, 2024

Transparent forwarders unveil access to
restricted/shielded resolvers

Over 60% of the resolvers used by transparent
forwarders are not publicly accessible

g .
¢ Firewall

Slide 22

111
I I
> >

DRESDEN
MBURG concept

@)
~



Why should transparent forwarders be included in ODNS scans?
Transparent forwarders allow the use of restricted resolvers

S Scanner G Gateway
D Queried Device SR Shielded Resolver

DNS Transaction =~ ======= Transp. Forwarding

TECHNISCHE Transparent DNS Forwarders
@ UNIVERSITAT OARC43 // Koch et al.
DRESDEN Prague, 2024

Transparent forwarders unveil access to
restricted/shielded resolvers

Over 60% of the resolvers used by transparent
forwarders are not publicly accessible

These resolvers are distributed over hundreds
of ASes in multiple countries

7
¢ Firewall
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Why should transparent forwarders be included in ODNS scans?
Transparent forwarders allow the use of restricted resolvers

S Scanner G Gateway
D Queried Device SR Shielded Resolver

DNS Transaction =~ ======= Transp. Forwarding

TECHNISCHE Transparent DNS Forwarders
@ UNIVERSITAT OARC43 // Koch et al.
DRESDEN Prague, 2024

Transparent forwarders unveil access to
restricted/shielded resolvers

Over 60% of the resolvers used by transparent
forwarders are not publicly accessible

These resolvers are distributed over hundreds
of ASes in multiple countries

Some of these resolvers serve as free
reflectors/amplifiers by replying with millions
of responses to just a handful of requests
EIEE Firewall
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Why should transparent forwarders be included in ODNS scans?
Transparent forwarders allow the use of restricted resolvers

Transparent forwarders are, indeed, a
threat and should be removed
completely but at least monitored.

o 1P S)

G Gateway
SR Shielded Resolver

DNS Transaction = =======

S Scanner
D Queried Device

Transp. Forwarding

TECHNISCHE Transparent DNS Forwarders
@ UNIVERSITAT OARC43 // Koch et al.
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In a nutshell

1. Open transparent forwarders facilitate DNS amplification attacks
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In a nutshell

1. Open transparent forwarders facilitate DNS amplification attacks

2. Open transparent forwarders allow attackers to exploit anycast deployments
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In a nutshell

1. Open transparent forwarders facilitate DNS amplification attacks
2. Open transparent forwarders allow attackers to exploit anycast deployments

3. Affected ASes forward packets that look like spoofed IP packets
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In a nutshell

1. Open transparent forwarders facilitate DNS amplification attacks
2. Open transparent forwarders allow attackers to exploit anycast deployments
3. Affected ASes forward packets that look like spoofed IP packets

4, Scanning for transparent forwarders is not challenging

TECHNISCHE Transparent DNS Forwarders ﬂ
UNIVERSITAT OARC43 // Koch et al. Slide 29 MBURG EanCSe%EN
DRESDEN Prague, 2024 A

111
I I
> >



In a nutshell

1. Open transparent forwarders facilitate DNS amplification attacks
Even worse compared to recursive resolver
2. Open transparent forwarders allow attackers to exploit anycast deployments
Challenges PoP-based DDoS mitigation
3. Affected ASes forward packets that look like spoofed IP packets
Attribution is challenging because these packets are triggered outside the ASes
4. Scanning for transparent forwarders is not challenging
No scalability issues. Extending setup requires minimal changes.

Solutions:

(1) Update filter rules, or
(2) Update transparent forwarders.
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In a nutshell

1. Open transparent forwarders facilitate DNS amplification attacks
Even worse compared to recursive resolver
2. Open transparent forwarders allow attackers to exploit anycast deployments
Challenges PoP-based DDoS mitigation
3. Affected ASes forward packets that look like spoofed IP packets
Attribution is challenging because these packets are triggered outside the ASes
4. Scanning for transparent forwarders is not challenging
No scalability issues. Extending setup requires minimal changes.

Solutions: ...and also include
(1) Update filter rules, or transparent forwarders in

(2) Update transparent forwarders. your scanning campaigns!
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Transparent Forwarders: An Unnoticed
Component of the Open DNS Infrastructure

Marcin Nawrocki
marcin.nawrocki@fu-berlin.de maynard k@fu-berlin.de

Weekly scan results and Open DNS classification:
= - odns.secnow.net

Maynard Koch

Thomas C. Schmidt Matthias Wihlisch
t.schmidt@haw-hamburg.de m.waehlisch@fu-berlin.de
HAW Hamburg Freie Universitit Berlin L L o L
Germany Germany = Distribution of ODNS Components Worldwide I
ABSTRACT Table 1: Comparison of known open DNS components.
In this paper, we revisit the open DNS (ODNS) infrastructure and, 014 2020 2021
for the first time, systematically measure and analyze transparent —_— —_— 0 i
: Y b ot e 6] [0 131 [39] [38] This Work Total Transparent Forwarder Forwarder —Resolver
stub resolvers and recursive resolvers. Our key findings include # Rec. Resolvers wa 20K 50K na na 32K(2%) o
four takeaways. First, transparent forwarders contribute 26% (563k) Forwarders
to the current ODNS infrastructure. Unfortunately, common pe- # Recursive n/a 14M 17M n/a n/a 1.5M(72%) ey \\, oj|
riodic scanning campaigns such as Shadowserver do not capture # Transparent 06M (2%) n/a n/a n/a n/a 0.6M (26%) ~ e
transparent forwarders and thus underestimate the current threat “AllODNSes 256M 142M 175M 18M LM 2125M

potential of the ODNS. Second, we find an increased of

transparent forwarders in Asia and South America. In India alone,
the ODNS consists of 80% transparent forwarders. Third, many
transparent forwarders relay to a few selected public resolvers such
as Google and Cloudflare, which confirms a consolidation trend of
DNS stakeholders. Finally, we introduce DNSRoute+ +, a new tracer-
oute approach to understand the network infrastructure connecting
transparent forwarders and resolvers.

CCS CONCEPTS
+ Networks — Public Internet; Security protocols: Network
measurement; + Security and privacy — Security protocols.

ACM Reference Format:
Marcin Nawrocki, Maynard Koch, Thomas C. Schmidt, and Matthias Wah-
lisch. 2021. Transparent Forwarders: An Unnoticed Component of the
Open DNS Infrastructure. In The 17th Internattonal Conference on emerging
Networking EXpertments and Technologtes (CONEXT '21), December 7-10,
2021, Virtual Event, Germany. ACM, New York, NY, USA, 9 pages. https:

located in a remote network. This “openness” makes the ODNS sys-
tem a popular target for attackers, who are in search for amplifiers
of DNS requests, for periodic DNS scan campaigns, which try to
expose the attack surface, and for researchers, who want to learn
more about DNS behavior.

Originally observed in 2013 [31], transparent DNS forwarders
have not been analyzed in detail since then, but fell off the radar in
favor of recursive d resolvers. This rai for
two reasons. First, the relative amount of transparent forwarders
increased from 2.2% in 2014 to 26% in 2021 (see Table 1). Second,
as part of the ODNS, they interact with unsolicited, potentially
malicious requests.

In this paper, we systematically analyze transparent forwarders.
Our main contributions read as follows:
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1 INTRODUCTION @) Weq
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02001 Copyright held by the ownerfauthor(s). Paicatio rights licensed 0 ACM. r
ACM ISBN 978-1-4503-9098-9/21/12.._$15.00 =
Hitps/idoL org/10.1 4SR5 USEST2 sing

454

https://doi.org/10.1145/3485983.3494872

TECHNISCHE
UNIVERSITAT
DRESDEN

Transparent DNS Forwarders
OARC43 // Koch et al. Slide 32
Prague, 2024

HAW DRESDEN '\
HAMBURG concept (4


http://odns.secnow.net
https://doi.org/10.1145/3485983.3494872

Backup

TECHNISCHE Transparent DNS Forwarders
@ UNIVERSITAT OARC43 // Koch et al. Slide 33 HAMBURG concept

HAW DRESDEN 7 N\
DRESDEN Prague, 2024 ~4



DNS over UDP

- Number of ODNS Components: 1,779,725

107 7

-4+ # Transparent Forwarders
—+ # Recursive Forwarders

# Recursive Resolvers

— ——’%wwmmeMMMNH*W*\~$ww DY WASGURN B
W i S
A

t t t t t
1 July 2021 1 January 2022 1July 2022 1 January 2023 1 July 2023

Date

t t
1 January 2024 1 July 2024

1. There is aslight decreasing trend for transp. and rec. forwarders
2. We were able to reduce the amount of transparent forwarders by approx. 250K (event A)
a. How? We got in contact with a telecom. company that was responsible for more than 250K transp. fwd.

b. They updated their packet filter rules.
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DNS over TCP
< Number of ODNS Components: 932,094

-+~ # Transparent Forwarders
+- # Recursive Forwarders

# Recursive Resolvers

t
1 January 2024 1 March 2024 1 May 2024 1 July 2024 1 September 2024

Date

Transparent forwarders are rarely deployed over DoTCP

Connection-oriented nature of TCP reduces the threat potential significantly
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You ship transparent forwarders?

Please, talk to us. We would like to understand your
implementations better.

We have identified MikroTik and Cisco devices that are
misconfigured by default.

— HA
— HA
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(a) D = Transp. Fwd.; D uses  (b) D = Transp. Fwd.; D (c) DNS query gets inter-  (d) NAT configuration at G»

open resolver uses shielded resolver cepted by G rewrites source IP address
S Scanner G Gateway OR Open Rec. Resolver SR Shielded Resolver D Queried Device
DNS Transaction ===+ Transp. Forwarding g Firewall
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Regarding CPE devices that act as transparent forwarders
[https://seclists.org/nanog/2013/Aug/132]

(1) Some CPE devices provide DNS resolution by just forwarding DNS
requests to a predefined resolver, i.e., they do not implement a full
resolver.

(2) CPE devices usually implement NAT, i.e., at the LAN interface,
they rewrite the source IP address and forward the incoming
packet. This includes DNS requests.

(3) CPE devices do not rewrite source IP addresses of incoming
packets from a WAN interface.

(4) Combining (1), (2), (3) means that (faulty) implementations also
forward DNS requests received from the WAN interface without
rewriting the source IP address.

Understanding which type of CPE devices are affected

will help to approach vendors and fix this bug.
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