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DNS Hijacking
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Who forged my DNS answers?

Given that DNSSEC is not widely deployed….



A DNS Hijacking Real Case
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Dig +trace Command (Normal Response)
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Dig +trace Command (Forged Response)
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Traceroute Command (Normal Response)
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DNS Traceroute (Normal Response)
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DNS traceroute uses IP-UDP-DNS packets with incremental TTL



DNS Traceroute (Forged Response)
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Finally, the client receives 3 forged DNS answers and 1 true DNS answer

DNS traceroute uses IP-UDP-DNS packets with incremental TTL



The key logic of DNS Traceroute

• Construct DNS query packets and increment the TTL (Time-

To-Live) value for each hop. (Use Scapy in python)

• Send 3 identical DNS query packets for each hop. Record the 

ICMP and DNS answers it received.

• Set DEFAULT_MAX_HOPS to control the maximum number of 

hops (default is 32).

• Terminate the traceroute if the query reaches the destination 

address.

• Analyze the ICMP message and DNS answers. Print the results. A simple Demo of creating DNS queries with increasing TTL



On-Path 
Interception

Example

DNS-traceroute one victim’s name @root server

Received a forged answer and pinpoint the IP who forged it



Wrap up: Troubleshooting Result

DNS Hijacking 
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✓ dig with trace option finds specific DNS query to root/.com servers received random, forged 
answers which will be cached by resolvers.

✓ The DNS traceroute tool prints the path of the query forwarded and pinpoints IP address who

forges the answer

✓ The DNS traceroute tool also indicates the presence of on-path interception. The hijacking 

device responds with a forged answer preemptively, ahead of the legitimate response.
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