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WHAT IS DOMAIN HIJACKING?
AKA DOMAIN THEFT

Using to change the registration of a domain name
Methods

Access at the

Access at the

Access via
Types

Domain shadowing

Dangling CNAMEs (and other records)

Lame delegation
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A situation where a DNS server is

designated as for a domain
but

to answer queries for that
domain.
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A HISTORY OF LAME DELEGATION WARNINGS

Dec 2016
"The Orphaned Internet - Taking Over
120K Domains via a DNS Vulnerability Jun 2024
in AWS, Google Cloud, Rackspace and _Nov 2020 Sitting Ducks
Digital Ocean” Notification from Group-IB to Infoblox & Eclvosi
Russian authorities ELU clypsium
- Matt Bryant
Aug 2016 Jan 2019 Mar 2021
"Floating Domains - Taking Over "Bomb Threat, Sextortion "The prevalence, persistence, and
20K DigitalOcean Domains via a Spammers Abused Weakness at perils of lame delegations"
Lax Domain Import System" GoDaddy.com"
- Guatam Akiwate, APNIC
- Matt Bryant - Brian Krebs, KrebsOnSecurity
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THREAT ACTORS USING SITTING DUCKS

* Over a dozen distinct actors using Sitting Ducks
* Most threat actors have a Russian nexus

* Earliest confirmed hijack is November 2019 by
Vacant Viper
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VACANT VIPER

- DNS Threat Actor operating 404TDS (Proofpoint, Feb. 2023)

« Uses 404 redirects to deliver malware (DarkGate, AsyncRAT),
scams, and phishing

« Active since Dec 2019, hijacking ~2500 domains/year
- Abuses DigiCert, DNS Made Easy, and Constellix

* Targets high-reputation domains; repeated hijacking
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MCPENNSYLVANIA[.JCOM

Dossier™ '
Threat Research Portal
Enter a domain, IP Address, Hosthame, EMail, URL, or Hash value... } Search Resources v
Dossier™ is a threat research tool that provides contextual information from multiple sources simultaneously. f
Dossier empowers you to make accurate security decisions more quickly and with greater confidence. \ ’
Programmatic (API) access is provided to enrich your SIEM or security tools. U P

mcpennsylvania.com
First Seen 06/20/2024 Last Active Threat Detection: 11/28/2024

Summary ®
Domain Name: mcpennsylvania.com
Impacted Devices N Creation Date: 1999-09-16
Registrar Registration Expiration Date: 2025-09-16 .
Current DNS ® Registrar: CSC CORPORATE DOMAINS, INC. C d 1 9 9 9
: reated In
Related Domains ©] Domain S " e
Name: DNS Manager
Related URLs o QRegistrant Organization: McDonald's Corporation CSC BRAND PROTECTION SERVICES
- t Street:110 North Carpenter S
Related IPs ©)] Registrant CitTyT
Registrant State/Province: IL '
Related File Samples Q Registrant Postal Code: 60607-2101
Registrant Country: us
Related Contacts ® Registrant Phone: 16306233000
Registrant Fax:16306233000
Metadata o Registrant Email: dns.manager@us.mcd.com
R Admin Name: DNS Manager
Timeline &) Admin Organization: McDonald's Corporation
Admin Street: 110 North Carpenter Street
DNS Threat Actor ® Admin City: Chicago P Mcoonald's
TER2 e Admin State/Province: IL
AITREATTEER O Admin Postal Code: 60607-2101 | . )
WHOIS Record ® Adm+n Country: us
Admin Phone: 16306233000
Raw Whois © Adm:i.n Fax:'16306233ﬂ00
Admin Fmail: dAne mananarmiic med cnam
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MCPENNSYLVANIA[.]COM

IP Address History

Event Date

2005
2007
2007
2007
2011
2015
2014
2016
2017
2017
2022
2022
2023
2023
2023
2023
2023
2024
2024
2024
2024

03
09
10
10
04
08
02
09

05
23
21
21
10
04
14
09
23
26
28
18
12
20
27
26
13
10
09
07
10

Action

New

Change

Not Resolvable
Not Resolvable
New

Change
Change
Change
Change

Mot Resolvable
New

Change

Not Resolvable
MNew

Change

Mot Resolvable
MNew

Change

Not Resolvable
New

Change

Pre-Action IP
none
24.225.7.105
74.205.90.114
74.205.90.114
none
74.205.90.114
54.235.159.97
52.70.175.181
107.170.2.22
127.0.0.1
none
45.136.49.35
157.230.67.179
none

34.102.136.181

none

157.230.67.179

none

44.208.147.61

Post-Action IP
24.225.7.105
74.205.90.114
none

none
74.205.90.114
54.235.159.97
52.70.175.181
107.170.2.22
127.0.0.1
none
45.136.49.35
157.230.67.179
none

34.102.136.181

157.230.67.17%
none
44.208.147.61

40.76.41.180

Name Server History

Event Date
2002-04-05
2003-08-04
2004-01-01
2007-09-17
2024-12-08

Action

Transfer
Transfer
Transfer
Transfer

Transfer

Pre-Action Server
Verio.net
Eagleinteractive.net
Eaglecable.net
Ruraltel.com

Dnsmadeeasy.com

Post-Action Server
Eagleinteractive.net
Eaglecable.net
Ruraltel.com

Dnsmadeeasy.com

Credit: DomainTools (https://research.domaintools.com/research/hosting-history/?g=mcpennsylvania%5B.%5Dcom)




VEXTRIO VIPER

DNS Threat Actor operating large criminal enterprise to
deliver malware, scams, and illegal content

Active since at least 2017
Uses hijacked domains in their TDS similarly to Vacant Viper

Hijacks lame domains once delegated to DigiCert/DNS Made
Easy (DME), Constellix, and DigitalOcean

Over 65 known affiliate partners, some of whom also hijack
domains via Sitting Ducks

ClearFake, SocGholish
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VEXTRIO VIPER

ICCPS[.JORG HIJACKING

General

Full URL
Requested by

Protocol
Security
Server
Reverse DNS
Software
Resource Hash

Request headers

Referer
Upgrade-Insecure-Reque...
User-Agent

accept-language

(G Cheieas ] v @ Dot > co

-

&rand=16935

A, CHACHAZ20_PO

Switzerland, A (AS5398, CH),

Response headers

https: rcompprimlobra.tk/ Cache-Control
1 Connection
Mozilla/5.0 (Win Content-Length
36 (KHTML, i e 2 Content-Type
de-DE de; Date
Server

cache-control

Redirect headers

alt-sve
cf-cache-status
cf-ray
content-type
date

location

nel

report-to

server

05ccb199d&h2=84fd 12a528c49800b93aaB4aeadd4a04&ip=2a01:042a0:002b:

ansform

Credit: URLScan
(https://urlscan.io/result/e6f9255f-9ce2-4bf7-
833e-3d4bc05d65c3/#transactions)



INTERNET e wre [ o s (| O ® sion y F UPLOAD
0 Arciiive . £ Ml s [ voro | avo H I s a SIGNUPILOGIN 4 UPLOAC
ABOUT BLOG PROUECTS HELP DONATE CONTACT JOBS VOLUNTEER PEOPLE
INTERNET ARCHIVE

ICCPS[.JORG HIJACKING

Credit: Internet Archive
(https://web.archive.org/web/20250000000000*/h
ttps://iccps.org/?u=n7rwwwl&o=at5ruqf&t=62-4) infoblox.



ROTATIONAL HIJACKING

November 2022
Parked on Digital Ocean IP
after DME services expire

Hijacking Timeline - mcpennsylvania[.]com

7 days later

June 2023 June 2023
Hijacked by Vacant Assigned to Vacant IP for
Viper AsyncRAT distribution

July 2023
Dropped by Vacant
Viper after 30 days

November 2023
Hijacked by VexTrio
affiliate

January 2024
Parked on Digital
Ocean IP
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HORRID HAWK

Conducting large-scale investment fraud scams
since February 2023

Nearly 5k domains hijacked

Embeds hijacked domains in Facebook ads
targeting users in over 30 languages

Uses TDS to profile potential victims, filter out
security researchers & bots

Exploiting multiple DNS and web hosting providers
o Linode, TierraNet, A2 Hosting
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HASTY HAWK

»  Conducting widespread phishing campaigns since
March 2022

«  Spoofs DHL shipping pages and fake Ukrainian
donation sites

* Over 200 hijacked domains
+  HawkHost, Maria Hosting, Digital Ocean

* Reconfigured to host content on Russian IP space
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HASTY HAWK

@ aventodesigns[.]com
A

l !

sl

715N,
@ dhl[.]3264[.]thebagshelf[.]com

September 2023

When gueried from Germany:
German-langauge DHL ship-
ping page

February 2024

When gueried from Canacda:
English-langauge DHL
shipping page

When queried from Germarny:

Fake donation page spoofing
supportukrainenow[.org]

When queried from Germany
or Poland:
Fake donation page spoofing
the European Union

Shipping parcels Delivery services

@ :

PAYMENT REQUIRED SHIPPING IN PROGRESS

PAYMENT REQUIRED

Your shipment requires payment of customs duties / taxes.

+ | hereby accept the Terms &
El shipment Detail

I ! oOrdering CP
2] - racking numt

@ Dpelivery(+1,85¢) (1)

Additional shipping fees

TOTAL AMOUNT

Privacy Preference Center

Frivate Customers  Business Customer

Customer Service Q 8\ Login EN ~
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DELVERY COMPLETED

Thiswehsite uses eookies and similar technologles, (hereafter “technolagles®], which enable

us, for example, to determine hows frequently our Internet pages are visited, the number of

uisitars, to configure our effers for maximum convenlence and efficiency and to support our

data transfers to third-party

ata protection (e. g. United

1 data by third-party providers

it at any time, pleass see your settings under

Data Protection  Leqal Natice

Strictly Necessary Technolagles
Performance Technolagles

Analytical Technologles

DNS PREDATORS ATTACK: VIPERS AND HAWKS HIJACK SITTING DUCKS DOMAINS (November

2024)

Confirm selection only

+




PREVENTING LAME DELEGATION HIJACKS

Domain owners should audit and create delegations for all owned zones
(Q\ Create zone file config, or
Change primary and secondary NS to the registrar’s or use dummy placeholders

(( )) Providers use dynamically assigned NS from a large pool when adding a zone to a

DNS provider
Requires access to registrar to make sure they match

(( )) Registrar could test for lame delegations and modify NS records to placeholders
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TALK TO US ON MASTODON
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