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DNSSEC online signing is expensive

 Online signing costs more CPU per query

« Less server throughput and more query

* 50% or less throughput (Papadopoulos et al. [))
« White lies (32k gps) vs Plain NSEC3 (128k qgps)
« NSEC5 (64k gps) vs Plain NSEC3 (128k qgps)

[1] https://eprint.iacr.org/2017/099.pdf
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Signature caching reduces signing cost
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Background: Compact Denial of Existence ]

« Wildcard match

« Server claims the query name exists

 Not indicate wildcard expansion using label count like offline signed response

« abc.example.com 3600 IN RRSIG A 13 3 ... => Non-wildcard, online signed
« abc.example.com 3600 IN RRSIG A 13 2 ... => Wildcard, offline signed

« For other non-existent names

« Use immediate successor of QNAME as NSEC next name
- QNAME NSEC \000.QNAME

[2] https://datatracker.ietf.org/doc/draft-ietf-dnsop-compact-denial-of-existence/



Wildcard makes signature caching ineffective X

 Facilitate attacks on DNSSEC zones

« Many random query names matched with wildcard ~ Random names N
. Hard to distinguish legit traffic from attack traffic ~Jmatched by wildcards,

: : >
- Server must sign every single query

» Signature caching does not work
« Query name and responses are unique

>
Leqit traffic ;
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Use wildcard record signature in online signing >

« DNS protocol supports using wildcard record signature

» Use label count in RRSIG to indicate wildcard expansion for offline signed DNS response
 abc.example.com 3600 IN RRSIG A 13 2 ... => Signature is from wildcard record

 Online signing can also use wildcard signature
- Setting the label count for wildcard record

* Problem
» Need an NSEC record to prove the query name does not exist



Need NSEC record in wildcard response
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 Not real NSEC records because of zone walking
« Not compact denial of existence (QNAME NSEC \O00.QNAME)

- Signature caching will not work if query name is unique

« Need an NSEC record

« DNS protocol compatible
 Prevent zone walking
» Can be used for many non-existent names



Overview of fabricating NSEC record

« Fabricate an NSEC range

« Smaller than the real range
» Large enough to prove many non-existent records
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Fabricate NSEC owner name

Find the first different

_ characters (up to 2") in
Find the real the rightmost label Truncate and

previous name excluding zone name append OxFF

P:. abc.example.com c.example.com a\255.example.com  _p _ o\255 < host
Q: host.example.com hpst.example.com host.example.com

P: hello.example.com Io.example.com he\255.example.com | ji5 < he\255 < host
Q: host.example.com st.example.com host.example.com



Fabricate NSEC next name

Find the first different
characters (up to 2") in
Find the real the rightmost label
next name excluding zone name Truncate

Q: host.example.com st.example.com host.example.com host < s < sky
N: sky.example.com sky.example.com s.example.com

Q: host.example.com t.example.com host.example.com host < hu < hulk
N: hulk.example.com k.example.com hu.example.com



Fabricate the NSEC record successfully

Real NSEC: hello.example.com NSEC hulk.example.com
Fabricated NSEC: he\255.example.com NSEC hu.example.com

hfxxx
hgxxx

hello <€ he\255 < oy <L hu < hulk
hostN

hgxxx



Conceal Real NSEC records

» Limit information exposed
« Up to two characters
« Up to one label (rightmost)
« Do not fabricate if the label only has 1 character
 Only check the 15t character if the label length is less than 4

Do Not Fabricate

P: hostl.example.com
Q: host2.example.com

P: abc.host.example.com
Q: xyz.host.example.com

P: a.example.com
Q: b.example.com

P: ab.example.com
Q: az.example.com




Fallback to compact denial of existence @

« [f NSEC record cannot be fabricated

« Claim the record exists in the zone
+ Not indicate wildcard expansion

$ORIGIN example.com

@ SOA ns.example.com un.example.com
@ NS ns

*A1234

host1 A 5.6.7.8

Q: host.example.com A

Response:
host.example.com 3600 IN A 1.2.3.4
host.example.com 3600 IN RRSIG A 13 3 ...



Fabricate an NSEC record: Exceptions @

« Do not fabricate

« Wildcard record
« ZONe name

$ORIGIN example.com

@ SOA ns.example.com un.example.com
@ NS ns

* TXT wildcard

abc A5.6.7.8

Qname: 123.example.com
NSEC: *.example.com NSEC a.example.com

Qname: xyz.example.com
NSEC: a\255.example.com NSEC example.com



Evaluations of this method @

- Simulation with a sample of DNS zones hosted in Azure DNS

« For each wildcard record, simulate 1000 random queries with wildcard expansion (label length
is 10)
» Test NSEC fabrication

» Results
 For zones with a single label wildcard, 94.4% have more than 90% success rate
« For zones with multi-label wildcard, like *.abc, 13% have more than 90% success rate

« common prefixes



Validations with recursive resolvers

e Test setup

 Run prototype of new wildcard signing in authoritative server

- Set up end-to-end delegation for a DNSSEC enabled zone

« Run BIND and Unbound with DNSSEC validation enabled

« Send some queries matching a wildcard record to BIND and Unbound

« Both BIND and Unbound responses have AD bit set
* Authenticated!



Future work

 Experiments of mixing of different signing approaches
« Multi-signer with mixing methods?

» Explore the similar idea with NSEC3 white lies

» Shrink the real range by random numbers, instead of £1 on query name hash?



Conclusion

» New method of online-signing wildcard response

« DNS protocol compatible
 Reuse cached signatures in certain cases
 Improve server performance due to effective signature caching

« We would like feedback from you
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