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Statistics? We have statistics

3



OpenTelemetry Trace Information
Structured using Spans and easy to correlate. 

From https://opentelemetry.io/docs/specs/otel/overview/#traces:
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Example Span 
In JSON representation
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{
  "trace_id": "69fl8J6/Jk0wG9q6jBOikg==",
  "span_id": "XZSWxgWu3uM=",
  "parent_span_id": "ZersYXD33JE=",
  "name": "SyncRes",
  "start_time_unix_nano": "1756795915925147000",
  "end_time_unix_nano": "1756795916160608000",
  "attributes": [
    {
      "key": "result",
      "value": {
        "int_value": "0"
       }
    }
  ]
 },

Which Trace?

Which Span?

What's my parent?

Standard attributes

App specific attributes



What does it look like: PowerDNS Recursor 
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Using off the shelf OT Trace collector and viewer: jaeger



dnsdist + Recursor
Structured using Spans and easy to correlate. 
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Protobuf logging
https://github.com/PowerDNS/dnsmessage/blob/master/dnsmessage.proto
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DNSTAP?
https://github.com/dnstap/dnstap.pb/blob/main/dnstap.proto
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Use "extra"? Or add a specific field?

https://github.com/dnstap/dnstap.pb/blob/main/dnstap.proto


Passing TraceID and SpanID in DNS packets
EDNS0 to the rescue to make correlation very easy

See very early draft: https://powerdns.github.io/draft-edns-otel-trace-ids/draft-edns-otel-trace-ids.html
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Alternatively:
• PROXYv2 TLV
• HTTP header (where applicable)
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Questions?
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