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The recommended priorities for the resolver designer are:

1. Bound the amount of work (packets sent, parallel processes
started) so that a request can't get into an infinite loop or
start off a chain reaction of requests or queries with other
implementations EVEN IF SOMEONE HAS INCORRECTLY CONFIGURED
SOME DATA.

- RFC1034
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What RFC 1034 leaves undefined

• Precise definition of "work”
• Way to measure it
• Guidance on the bound
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The recommended priorities for the resolver designer are:

1. Bound the amount of work (packets sent, parallel processes
started) so that a request can't get into an infinite loop or
start off a chain reaction of requests or queries with other
implementations EVEN IF SOMEONE HAS INCORRECTLY CONFIGURED
SOME DATA.

- RFC1034

What is the maximum amount 
of work a resolver can 

perform for a single query?

What RFC 1034 leaves undefined

• Precise definition of "work”
• Way to measure it
• Guidance on the bound
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Resolver

CNAME Chain

Delegation Loop

Key Collis
ion

Let's go back to where it all started.

Looks 
suspicious…

Seems 
exploitable…

Let me try 
this…

The top level algorithm has four steps:

1. See if the answer is in local information, and if so
return it to the client.

2. Find the best servers to ask.

3. Send them queries until one returns a response.

4. Analyze the response, either:

a. if the response answers the question or contains 
a name error, cache the data as well as returning it 
back to the client.

b. if the response contains a better delegation to 
other servers, cache the delegation information, and 
go to step 2.

c. if the response shows a CNAME and that is not the 
answer itself, cache the CNAME, change the SNAME to 
the canonical name in the CNAME RR and go to step 1.

d. if the response shows a servers failure or other 
bizarre contents, delete the server from the SLIST 
and go back to step 3.

- RFC1034, §5.3.3
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①Resolver Top Level Algorithm

𝑇 = 𝑺, 𝚺, 𝜹 ,

Answer

Rewrite

Referral

Failover𝛿 𝑆!, 𝜎"#$%& → 𝑆'

𝛿 𝑆(, 𝜎#) → 𝑆*

𝛿 𝑆+, 𝜎,$-. → 𝑆/

𝛿 𝑆0, 𝜎123456 → 𝑆'7
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𝑇 = 𝑺, 𝚺, 𝜹 ,

Modeling state transitions makes 
resolver behavior tractable.
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Transition Cost

𝑇 = 𝑆, Σ, 𝛿, 𝑪 ,
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Outgoing Query Processing Cost

Transition Cost

𝑇 = 𝑆, Σ, 𝛿, 𝑪 ,

Transport Protocol
TCP vs UDP

Data Transmission
- RR Size

Response Parsing
- RR Size
- RR Count

Caching
- RR Size
- RR Count
- Cachability
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Outgoing Query Processing Cost DNSSEC Validation Cost Fixed Transition Cost
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Annotating transitions with cost 
makes resolver work quantifiable.
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𝑆 states             stages of resolution
Σ inputs             server responses

𝛿 transitions     state transition function
𝐶 cost                 resource consumption 
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𝑇 = 𝑆, Σ, 𝑽, 𝛿, 𝑳, 𝐶 ,

Constraints   
bound the feasible state space

𝑆 states             stages of resolution
Σ inputs             server responses

𝑉 Counters        
track cycle traversal history 𝐿

𝛿 transitions     state transition function
𝐶 cost                 resource consumption 
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Problem Formulation

𝑇 = 𝑆, Σ, 𝑉, 𝛿, 𝐿, 𝐶 ,
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Problem Formulation

𝑇 = 𝑆, Σ, 𝑉, 𝛿, 𝐿, 𝐶 ,

𝑊 =#
!"#

$

𝑤!

The total work of a resolution is the sum of costs along its state transition path.

Work
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Problem Formulation

𝑇 = 𝑆, Σ, 𝑉, 𝛿, 𝐿, 𝐶 ,

𝑊 =#
!"#

$

𝑤!

The total work of a resolution is the sum of costs along its state transition path.

𝑊∗ = 𝑚𝑎𝑥
&!→&"

𝑊

Work Upper Bound

What is the maximum amount 
of work a resolver can 

perform for a single query?
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Finding the Worst Case

States → Nodes Transitions → Directed Edges Cost → Distance Constraints → Feasibility Bounds
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Finding the Worst Case

States → Nodes Transitions → Directed Edges Cost → Distance Constraints → Feasibility Bounds

Maximum Work Length of the Longest Path
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Finding the Worst Case

Constrained Longest Path Search

• Priority search — favor high-cost paths

• Constraint checking — prune infeasible branches at every step

• Termination guarantee — bounded by L

States → Nodes Transitions → Directed Edges Cost → Distance Constraints → Feasibility Bounds

Maximum Work Length of the Longest Path
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Finding the Worst Case

Constrained Longest Path Search

• Priority search — favor high-cost paths

• Constraint checking — prune infeasible branches at every step

• Termination guarantee — bounded by L

States → Nodes Transitions → Directed Edges Cost → Distance Constraints → Feasibility Bounds

W*, π*:  S₀ → S₁ → S₂ →...→ Sƒ
— provably optimal traces

Correctness Guarantee

• State Completeness
• Additivity 
• Boundedness/Termination

Maximum Work Length of the Longest Path
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> Init:
S0 → S1 → S2

> for r = 1 to 11:
> for d = 1 to 32:

S2 → S4 → S5 → S4 → S6
S6 → S11 → S12 → S6
S6 → S8 → S2
S2 → S4 → S5 → S4 → S6
S6 → S11 → S12 → S6
S6 → S7 → S1 → S2

> for d = 1 to 31:
S2 → S4 → S5 → S4 → S6
S6 → S11 → S12 → S6
S6 → S8 → S2

> Final Answer:
S2 → S4 → S5 → S4 → S6
S6 → S11 → S12 → S6
S6 → S10 → Sf
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A formal model and algorithm are 
necessary but insufficient 
— standard nameservers cannot serve 
the traces they produce.

• Generates responses dynamically
• Session-aware across queries
• Full control over content, timing, ordering

We need a system that can…
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rProfiler
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Parameters
BIND Unbound PowerDNS
9.21.1 1.21.1 5.1.3

max restart 11 11 10
max depth 32 128 50
max fetch 5 6 10
max referral 7 4 16
cname reset True True False

max outgoing query 384 128 50
tcp retry included False False True
dnssec included False False True

On State Transitions



From Constraints to Measured Resolver Work

Network Security Group, ETH Zürich 41

Parameters
BIND Unbound PowerDNS
9.21.1 1.21.1 5.1.3

max restart 11 11 10
max depth 32 128 50
max fetch 5 6 10
max referral 7 4 16
cname reset True True False

max outgoing query 384 128 50
tcp retry included False False True
dnssec included False False True

Table 1: Caching behavior of the three resolvers.

Response Type
Bind9 Unbound PowerDNS
9.21.1 1.21.1 5.1.3

Answer
QTYPE ↭ ↭ ↭,→, ↑
RRSIG ! ! !

Authoritative
NS ↭ ↭ ↭,→, ↑
DS ! ! !

RRSIG ! ! !

Additional
A ↭ ↭ !

AAAA ↭ ↭ ↭,→, ↑
RRSIG ! ! !

1. QTYPE refers to general query types (e.g., A, AAAA, MX, TXT).

2. Symbols indicate the domain scope of cacheability: ↭ Exact QNAME, → Sibling domain,
and ↑ Subdomain.

3. An empty circle indicates that the resolver caches records with exact QNAMEs, but they
were not used in constructing follow-up test cases.

On Transition Cost

On State Transitions
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On Transition Cost

On State Transitions

Some constraints are implicit —
only discoverable through probing.
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Some constraints are implicit —
only discoverable through probing.

# TRX = 1536
> Init:

S0 → S1 → S2

> for r = 1 to 11:
> for d = 1 to 32:

S2 → S4 → S5 → S4 → S6

S6 → S11 → S12 → S6

S6 → S8 → S2

S2 → S4 → S5 → S4 → S6

S6 → S11 → S12 → S6

S6 → S7 → S1 → S2

> for d = 1 to 31:
S2 → S4 → S5 → S4 → S6

S6 → S11 → S12 → S6

S6 → S8 → S2

> Final Answer:
S2 → S4 → S5 → S4 → S6

S6 → S11 → S12 → S6

S6 → S10 → Sf

(a) Bind9

# TRX = 512
> Init:

S0 → S1 → S2

> for d = 1 to 127:
S2 → S4 → S5 → S4 → S6

S6 → S11 → S12 → S6

S6 → S8 → S2

> Final Answer:
S2 → S4 → S5 → S4 → S6

S6 → S11 → S12 → S6

S6 → S10 → Sf

(b) Unbound

# TRX = 96
(with IPv6)

> Init:
S0 → S1 → S2

> for d = 1 to 15:
S2 → S4 → S5 → S4 → S6

S6 → S11 → S12 → S6

S6 → S8 → S2

> Final Answer:
S2 → S4 → S5 → S4 → S6

S6 → S11 → S12 → S6

S6 → S10 → Sf

(c) PowerDNS

Figure 1: Transition traces with maximum work.

Sample Traces
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On Transition Cost
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Table 1: Statistics of resolvers under the maximum work transition trace.

Resolver Transactions Packets Volume Validation Cache

BIND 1459 / 1536 12369 38.84 M 377 35.57 M
Unbound 493 / 512 5381 13.12 M 132 14.28 M
PowerDNS† 80 / 96 363 2.13 M 30 3.84 M

Some constraints are implicit —
only discoverable through probing.
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# TRX = 96
(with IPv6)
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S0 → S1 → S2

> for d = 1 to 15:
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> Final Answer:
S2 → S4 → S5 → S4 → S6

S6 → S11 → S12 → S6

S6 → S10 → Sf

(c) PowerDNS

Figure 1: Transition traces with maximum work.

One single query can trigger…

Sample Traces
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BIND9 9.21.1
Stress Start
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Unbound 1.21.1

BIND9 9.21.1

Stress Start
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Unbound 1.21.1

BIND9 9.21.1

PowerDNS 5.1.3
Stress Start
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Unbound 1.21.1

BIND9 9.21.1

PowerDNS 5.1.3



Takeaway

Network Security Group, ETH Zürich 50

Resolver work can be and should be formally defined and computed

The recommended priorities for the resolver designer are:

1. Bound the amount of work (packets sent, parallel processes started)…
- RFC1034



Takeaway

Network Security Group, ETH Zürich 51

Resolver work can be and should be formally defined and computed

The recommended priorities for the resolver designer are:

1. Bound the amount of work (packets sent, parallel processes started)…
- RFC1034

Resolvers remain vulnerable even with all mitigations in place



Takeaway

Network Security Group, ETH Zürich 52

Resolver work can be and should be formally defined and computed

The recommended priorities for the resolver designer are:

1. Bound the amount of work (packets sent, parallel processes started)…
- RFC1034

Resolvers remain vulnerable even with all mitigations in place

Performance degradation is multi-faceted



Takeaway

Network Security Group, ETH Zürich 53

Resolver work can be and should be formally defined and computed

The recommended priorities for the resolver designer are:

1. Bound the amount of work (packets sent, parallel processes started)…
- RFC1034

Resolvers remain vulnerable even with all mitigations in place

Performance degradation is multi-faceted

A principled foundation for future resolver design

Towards End-to-End Availability Guarantees

• Understand resolver work 
• RFC Disambiguation
• Proactive resource scheduling



Takeaway

Network Security Group, ETH Zürich 54

Resolver work can be and should be formally defined and computed

The recommended priorities for the resolver designer are:

1. Bound the amount of work (packets sent, parallel processes started)…
- RFC1034

Resolvers remain vulnerable even with all mitigations in place

Performance degradation is multi-faceted

A principled foundation for future resolver design

Towards End-to-End Availability Guarantees

• Understand resolver work 
• RFC Disambiguation
• Proactive resource scheduling Contact: liwen.xu@inf.ethz.ch

Resolve the Unresolved: Systematic 
Work Profiling for DNS Resolvers.


