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> A top-down security analysis at the domain registry level

 Revealing domain status overlaps and complex operation triggers
(e.g., ICANN policies, registrar/registrant settings).

» Uncovered three flawed operation practices

« Redundant domain creation
« Siloed DNS host management
 Insufficient domain deletion

» Impact of theses flawed practices
* 6 mainstream registry backends and 812 TLDs face security risks
 More than 1.6M domain names are at risk of domain takeover
and hijacking.
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Domain Name: The Gateway of Our Digital Life

> Domain Names: Vital identifiers for Internet services

https://www.usenix.org O\

The 34th USENIX Security Symposium will take place on August 13-15, 2025, at the Seattle Convention
Center in Seattle, WA, USA. The USENIX Security Symposium brings together researchers, practitioners,
system programmers, and others interested in the latest advances in the security and privacy of computer
systems and networks.

View the symposium program and register today.
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from:

to:

date:
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mailed-by:
signed-by:
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Google <no-reply@accounts.google.com>
zhangmm717@gmail.com
Jul 6, 2025, 8:43PM

gaia.bounces.google.com
accounts.google.com
@ Standard encryption (TLS) Learn more

Email Communication
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() GoDaddy
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DOMAIN.COM namecheap
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The ultimate authority for TLDs.
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Domain Name Management

» Registrars and registries follow the Extensible Provisioning Protocol
(EPP) across the domain name lifecycle, managing domain resource
objects via EPP interfaces and commands.

Domain Name Lifecycle

) _A Registration 1-10 Auto renew Redemption Pending ) _
years grace period period delete

[ > [ >
Domain still resolving Domain remove from the zone

EPP Status Code | RDAP Status Mapping

EPP Status Codes addPeriod add period

reﬂect the phase in the autoRenewPeriod auto renew period
. . inactive inactive
domain lifecycle — —
pendingCreate pendingCreate
2026/4/29 Standards define 18 status codes

[STD69, RFC 3915] 4



Unregistered Domain Names in DNS

xn--4gq220jl4gckc.top ( —igtZil.top ) xn--4gqz56iuyholb.top ( —;@4ER.top )

Registered with Alibaba Cloud

2026/4/29 5



Unregistered Domain Names in DNS

xn--4gq220jl4gckc.top ( —iai¢ERl.top ) xn--4gqz56iuyholb.top ( —EHE5R.top )

Registered with Alibaba Cloud

| 2 —igigil.top KIS

LU EEEREETE: 2023-12-09 23:57:18

RSB MBHTHE, BERESEE THREZ [ESpokisard
Registra a

gistrant E-mail
RS if=] Alibaba Cloud Computing Ltd. d/b/a HiChina (www.net.cn)
po ) Registra
A EEE 2023=E118228
R t n Dat: T
FIHEEEA 2024118228
E n Dat T
2024511822881, EHE0IEEER, BE2024F11B22Ha1 RIS
ES%Y IEERE (ok)
N Stat

https://icanr pp#OK

domgmnamedmgnlasj;ratlon data

DNS2: dns2.hichina.com
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Unregistered Domain Names in DNS

xn--4gq220jl4gckc.top ( —igtZil.top ) xn--4gqz56iuyholb.top ( —;@4ER.top )
Registered with Alibaba Cloud |

0w,

BEFEENMANAS

BB S

BTt

1437, FAEEWERT, EAmEEER, (htaes, S5miT!
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Unregistered Domain Names in DNS

1 xn--49q220jl4gckc.top ( —ifit2M.top ) | xn--4gqz56iuyholb.top ( —#if£R.top )

Registered with Alibaba Cloud | Unable to find the registration data

Registration data lookup tool

Enter a domain name or an Internet number resource (IP Network or ASN) ~ Erequently Asked Questions (FAQ)

! 1
! 1
! 1
1 .
! 1

’ ! 1 By submitting any personal data, | acknowledge and agree that the personal data submitted by me will be
: : processed in lance with the ICANN Privacy_Policy, and agree to abide by the website Terms of Service and
1 | the registrati a lookup tool Terms of Use.
! 1

J H !

! 1
! 1
! 1

\ The requested domain was not found in the Registry or Registrar's RDAP server. ‘

Farming. .\
Simulator 2

“‘:\ w. i

BEFEENMANAS

However, it
is possible
to access its
 website. |

BHEAS

B\ 3Tt 162

! : 25 About - #EHIEHE #Near me Visnagar 283 928753416 43 42 4187635 93
1437, MMENEET, SRmEEER, $hEaesE, SEmiiT! | 1452
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Threats Involving Domain Name Management

» Hijacking domains by sacrificial nameservers [IMC 2021]
» Controlling the TLD by controlling the EPP server [1]

: ~_~1 ROOT
00.com DNS SERVER
pies { ‘”‘\ ™ DNS QUERY °§ EPP
& \. JIS o server
\ H ; DNS SERVER

8.9 A
. . . . e IR o = Cll=N
Verisigh EPP Repository Afilias EPP Repository 0> [S -9 e ot: U
jo "t. = 1
& LOCAL "
a - DNS SERVER | | @ |
H %
PN AUTHORITATIVE
e DNS SERVER
e (6 =
Verisign EPP Repository Afilias EPP Repository
The undocumented registrar practices of the Registry software implementation flaw caused
registration bureau pose a risk of domain TLDs to be compromised.
name hijacking.
2026/4/29 9
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However, Registry Security Remains Underexplored

» Challenges

1. The EPP implementations are diverse and opaque.
2. Access is restricted to accredited registrars.

((® GoDaddy

@ v

pomamncow amecheap

(mmn
EPP e n
Implementation
and Operation

Accredited
Domain Registrars

Domain Registry

2026/4/29 10



Infer inside operations from an outside view

» Publicly updated domain data enables coarse inference of EPP operations.

eyt WHOSS
Public TLD Registration Registration
Zonefiles Information Interfaces

v' Registration time
v NS configurations
v' Historical & Active
status code

/

EPP

Implementation I I

and Operation

Accredited
Domain Registrars

2026/4/29 Domain Registry 1



Infer inside operations from an outside view

» All changes to a domain name’s delegation records involve the Registry

» The registrant initiates the changes, and the Registry provides assistance.
» The Registry makes changes on its own initiative

» An example

nnnnnnnnnnn

2026/4/29 12




Infer inside operations from an outside view

» All changes to a domain name’s delegation records involve the Registry

» The registrant initiates the changes, and the Registry provides assistance.
» The Registry makes changes on its own initiative

» An example

nnnnnnnnnnn

domain name is idle N

2026/4/29 13




Infer inside operations from an outside view

» All changes to a domain name’s delegation records involve the Registry

» The registrant initiates the changes, and the Registry provides assistance.
» The Registry makes changes on its own initiative

» An example
Modification of the Domain Name Delegation Records

nnnnnnnnnnn
, - r-huntl ddddddddddd
I I I
I I I-marJdnspo
I I -nsll. ttttttttttt
|
I I r I -nsl’i.trans-
I JII EXPIr
-
B I eeeeeeeeeee
- - - —-—
domain name is idle 1! e
I *n59.t
J

2026/4/29 14



»Analyze domain name status using publicly available
authorization and registration data

Domain existence status ; | L, Creation
"analyze:
! | °’ Phase

' |

zo-lr-wLeI?iIe extract; |
= =

4 | > Management
5 Phgase
Registration |
data Static Dynamic 9 Deletion
registration registration g Phase
status status '

___________________________________________________________________________________________________________________
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Uncover three registry operation flaws

Redundant Siloed DNS
g r:rar"ciac:: host S I__CT I;e_gi_s;e;e:i ------- Y
=l management : ' renew
[
LC: Available LC: Add Grace Period I ) — ;
EPP: N/A EPP: serverTransferProbibite 21T 1 | EPP: Se"’;‘gm%h'b'te after RE(:): 'hj’/kA :
RGP: N/A RGP: addPeriod 5 daysg : 35 days : k
A4 S e boAa e = -
force delete elete expired
no o delete
restore restore after 45 days| v
in 30 delete : :
LC: PendingDelete days LC: Redemption Period "4 EPPL_; ’:\v‘::;'e"ewf Ppegzg,ite_
EPP: pendingDetele +—— EPP: pendingDetele ) {UpdateProhibit '
RGP: pendingDetele RGP: redemptionPeriod ays serverUpdateProhibite

RGP: aotuRenewPeriod

Insufficient
domain deletion

2026/4/29 16



Creation Phase: The "Twin Domain” Trap

When a registrant registers an internationalized domain
name, the registry automatically adds the corresponding
twin domain without notifying the registrant.

IDN Variant

PrimaryDomain; /D“Jﬁ example,) xn--0zwm56d.example (Punycode)
TwinDomain: 7 xn--géw251d.example (Punycode)

2026/4/29

—> PrimaryDomain creation
——> TwinDomain creation
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Creation Phase: The "Twin Domain” Trap

When a registrant registers an internationalized domain
name, the registry automatically adds the corresponding
twin domain without notifying the registrant.

IDN Variant

—> PrimaryDomain creation

PrimaryDomain; /D“Jﬁ example,) xn--0zwm56d.example (Punycode) TwinDomain creation

TwinDomain: 7 xn--géw251d.example (Punycode)

1. Buy

PrimaryDomain
> Registry/
Registrar

Registrant

2026/4/29 18



Creation Phase: The "Twin Domain” Trap

When a registrant registers an internationalized domain

name, the registry automatically adds the corresponding
twin domain without notifying the registrant.

IDN Variant

PrimaryDomain:
TwinDomain:

———> PrimaryDomain creation
/W'Jﬁ example,) xn--0zwm56d.example (Punycode) TwlinDoymain olreationl
7 xn--géw251d.example (Punycode)

2a. Create

1. Buy PrimaryDomain TLD Zone File o

PrimaryDomain 2 -

@ may I > Registry/ and set NS >| xn--0zwm56d.example NS ns.provider.example o

- Registrar = --gbw251d.example NS ns.provider.examp TLD
Registrant 2a. Create Nameserver

TwinDomain and set NS

2026/4/29 19



Creation Phase: The "Twin Domain” Trap

When a registrant registers an internationalized domain
name, the registry automatically adds the corresponding
twin domain without notifying the registrant.

IDN Variant

—> PrimaryDomain creation
———> TwinDomain creation

PrimaryDomain:
TwinDomain:

xn--0zwm56d.example (Punycode)

M . example,
Vil 7 xn--géw251d.example (Punycode)

Efi .exam

2a. Create
1. Buy PrimaryDomain

PrimaryDomain ) and set NS
> Registry/
Registrar

TLD Zone File

xn--0zwm56d.example NS ns.provider.example
--géw251d.example NS ns.provider.examp

v Y

TLD
Nameserver

Registrant

2a. Create
TwinDomain and set NS

Configure TwinDomain

to use the same name
servers (NS) as the
PrimaryDomain

2026/4/29 20



Creation Phase: The "Twin Domain” Trap

Attackers exploit twin domains to carry out abuse activities at zero cost.

Threat
Model

provider and gains control over it.

PrimaryDomain: |3 . example, xn--0zwm56d.example (Punycode)

TwinDomain: 7, . example, xn--géw251d.example (Punycode)

2a. Create
1. Buy PrimaryDomain

PrimaryDomain ) and set NS

Registry/ >

- Registrar >
Registrant 2a. Create

TwinDomain and se

2b. Deploy 3a. Configure

PrimaryDomain

)

\ 4

PrimaryDomain

Hosting
Provider

—

>

TLD Zone File

xn--0zwm56d.example NS ns.provider.example
xn--géw251d.example NS ns.provider.example

t NS

p
SLD Zone File

xn--0zwmb56d.example NS ns.provider.example
xn--0zwm56d.example A 1.2.3.4

1. The registrant deploys only jlliz{.example on the hosting provider and does
not deploy {lif{.example, as they are unaware of its existence.

2. The attacker unauthorizedly hosts the domain #lii{.example on the hosting

—> PrimaryDomain creation
———> TwinDomain creation

TLD

SLD
Nameserver

21



Creation Phase: The "Twin Domain” Trap

Attackers exploit twin domains to carry out abuse activities at zero cost.

1. The registrant deploys only jlliz{.example on the hosting provider and does
Threat not deploy flzi.example, as they are unaware of its existence.

Model 2. The attacker unauthorizedly hosts the domain #lii{.example on the hosting

provider and gains control over it.

NN —> PrimaryDomain creation
PrimaryDomain: M|{X . example, xn--0zwm56d.example (Punycode) mary-o .
. . SR ———> TwinDomain creation
TwinDomain: 7, . example, xn--géw251d.example (Punycode)
2a. Create ) .
1. Buy PrimaryDomain TLD Zone File o
PrimaryDomain i o
@ ! y ! Registry/ and set NS >| xn--0zwm56d.example NS ns.provider.example o
- Registrar > xn--géw251d.example NS ns.provider.example TLD
Registrant 2a. Create | ) Nameserver
TwinDomain and set NS
( . )
2b. Deploy 3a. Configure | SLD Zone File
PrimaryDomain ¢ \  PrimaryDomain | xn--0zwm56d.example NS ns.provider.example R
~ | xn--0zwm56d.example A 1.2.3.4 o o
A Hosting SLD
el ____ >| Provider | ___________ »| xn--géw251d.example NS ns.provider.example | Nameserver
| @ |

@ Deploy @ Configure | xn--géw251d.example A  a.t.t.k
Attacker TwinDomain \ y, TwinDomain | Resolve TwinDomain BB
to attacker’s IP.



Creation Phase: The "Twin Domain” Trap

> We identified 8,866 sets of twin domains, include domains under
top, ./, .wang, .FKZ(R, and .com.

» Among them, 6,017 are vulnerable to potential domain takeover,
and some have already been exploited.

Farming
Simulaton/2 e cvome 27—,

5%7212883,2024 D5y ¥—EYE~TT

wﬂ\ \ S N T = FITBAT LN, [ 8°E 3] %A5HT Apple iPhone 15
. /4 B Pro A&7 55 v AXELEIFET |
ol & Rt ~ ;
=

25 About - EHIEE #Near me Visnagar 283 928753416 43 42 4187635 93
1452

A twin domain was used for multiple fraudulent activities within a month

Twin domains are actively being abused

______________________________________________________________________________________________________________________________________________________
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Management Phase: Unchecked Host Objects

Some registries often add all registrant-configured host objects to
zone files without proper checks or purging.

{ e A il
(foo.com)
Register N  (IES o VERISIGN
Glue (@ L > namecheap c ) [ L > m identity"‘
Record ns.foo.com @ GoDaddy s f00.com digital
A A =
192.168.1.1 192.168.1.1 | - example.com

2026/4/29 24



Management Phase: Unchecked Host Objects

Some registries often add all registrant-configured host objects to
zone files without proper checks or purging.

{ EE PR i) RS
(foo.com)
Register N IHES o VERISIGN
Glue (@ L > namecheap c ) [ L > m identity"‘
Record ns.foo.com @ GoDaddy s f00.com digital
A A
192.168.1.1 192.168.1.1 example.com

host object: 1
{ Mode 1 <nstip1>

Write to zone file whenever ) R
you register the hosts objects: (LAl el SRS -
zone file

top, com

VLT Ty &0



Management Phase: Unchecked Host Objects

Some registries often add all registrant-configured host objects to
zone files without proper checks or purging.

{ EMRE ERRES E2iilD
(foo.com) |
Register N  (EEs o VERISIGN e
Glue @ T | e = F{ Yidlentity —h— &
Record ns.foo.com @ GoDaddy s.foo.com d |g|tal i
A A i
192.168.1.1 192.168.1.1 example.com

host object: 1
{ Mode 1 <nelip1>

Write to zone file whenever ) R
you register the hosts objects: (LAl el SRS -
zone file

top, com

VLT Ty &0



Management Phase: Unchecked Host Objects

Some registries often add all registrant-configured host objects to
zone files without proper checks or purging.

ERE R E2iilD
(foo.com) i
Register N Y [RIE= o VERISIGNW
Glue ,@ LD e CIWET Lj ﬁ]identity” =
Record ns.foo.com @ GoDaddy s.foo.com digital J i
A A i
192.168.1.1 192.168.1.1 example.com
host object: Host object
Modez <ns1,ip1> database
Write to zone file only when [ registrar ]—* <check> »  <create> —>Ei
used by in-domain delegations, domainns: __e==77T
such as .xyz, .site <domaint,ns1>  ___---777
<~ \ 4

v

In-domain delegation <check> » <update> —»@

google.com NS nsl.google.com zone file
2026/4/29 27




Management Phase: Unchecked Host Objects

TIMEOUT
—g = 4
—on status Scan =
stale glue records [1] e Zomom ASdb Exploitable
Cloud IP stale glue list

80,251 stale glue records that can be exploited, affecting
1,600,253 domain, including .com, .org, .net

Al Glue Records 2,303,951 (100%) b # glue record ratio
. (o)
+{ Abandoned 532,363 (23.11%) | com 47,593 1334%
\ .or 18,926 6.58%
» Active Glue Records 1,771,588 (76.89%) ! : J -
{ ’ . .info 4,157 4.31%
N - : : S
i Lack in-domain delegation 963,182 (54.37%) | | net 3,707 7 84%
* Exploitable stale glue records 80,251 (8,33%) | top 1,645 12.11%
28

2026/4/29
[1] Zhang et al., Rethinking the Security Threats of Stale DNS Glue Records, USENIX Security 2024



Management Phase: Unchecked Host Objects

TIMEOUT
—g = 4
—on status Scan =
stale glue records [1] e Zomom ASdb Exploitable
Cloud IP stale glue list

80,251 stale glue records that can be exploited, affecting
1,600,253 domain, including .com, .org, .net

- [TAl Glue Records 2,303,051 (100%) | TLD # glue record ratio
i . (o)
|-+ Abandoned 532,363 (23.11%) | .com 47,593 13.34%
’ , . .org 18,926 6.58%

—» Active Glue Records 1,771,588 (76.89%) | .
, i . info 4,157 4.31%

- Lack in-d in delegati 963,182 (54.37%) !

‘ !ac in-domain delegation ( ) | | et 3707 7 84%
-+ Exploitable stale glue records 80,251 (8,33%) | top 1,645 12.11%

We confirmed that the registry’s glue record management strategy is

the key factor leading to a large number of stale glue records




Deletion Phase: Relic Domains and Hijacking Risks

LC: Preaudit
EPP: pendingCreate -
RGP: N/A pass in 3 days
. - - --=-" - - -"T----=-=-=-==" N
create | LC: Registered |
renew
unpass : I
I
LC: Available create LC: Add Grace Period I
after : ibite after :
EPP: N/A " EPP:serverTransferProhibite —— » P se"’;gmpmh'b'te - R%:F': ﬁ/kA :
RGP: N/A a RGP: addPeriod S dan ' 35 days '
4 delete /
A N e ——— + RSy ——
expired
force delete elete P
no
restore restore after 45 days| v
in 30 delete : :
after 5 days LC: PendingDelete davs LC: Redemption Period : LC: Autorenew Peno.d .
. y . in45  EPP: serverTransferProhibite;
EPP: pendingDetele +“—— EPP: pendingDetele a— D L e
RGP: pendingDetele RGP: redemptionPeriod ays e

When a domain name expires,

the registry needs to clean up all
resource records related to the
domain name.

2026/4/29 30



Deletion Phase: Relic Domains and Hijacking Risks

After a domain name expires, some of its delegation records remain uncleared.

untapped relic domains

The domain's delegation record has
lost its administrator, so it remains in
the zone file.

No WHOIS, but the NS record exists

¢

resurrected relic domains

The new registrar/registrant does not have
authority over the old delegation records. It
can add new records but cannot delete
zombie records.

The NS records in WHOIS are inconsistent
with the NS records in the zone file.

Inconsistent NS (zone)

Nns.eXa.com

Static Dynamic

NS (WHOIS) Expiry Date Registration Registration
Status Status
2025-04-08 registered registered

domain not registered

2023-03-08 | unregistered unregistered |

NS records
exa.com ns.foo.com
exa.com bs.exa.com
bar.com ns.bar.com
2026/4/29



Deletion Phase: Relic Domains and Hijacking Risks

Impact in the wild

Untapped 3,425 domains confirmed, covering 11 TLDs, including top , app , vip, EZ{R.

T el .l Registrie backends: GoDaddy, Nominet, Google, ZDNS %]l Beijing Tele-
infoNetwork

Resurrected 19 domains confirmed, covering 13 TLDs, including top , ren, courses , biz , cymru
relic domains Registrie backends : Identity Digital. GoDaddy., Nominet #1 ZDNS

________________________________________________________________________________________________________________________

I The relationship between new gTLDs and their registry backends is derived from the project nTLDStats [26].
2: The number of new gTLDs supported by the registry backend.

[ 1
i Regstry! HTLD? Resurrected relic domain Untapped relic domain i
! TLD #Domain TLD #Domain i
: Identity Digital [3] 447 zone 1 - - i
i GoDaddy [24] 216  courses, design, party, club, wiki, rugby 8 vip 1 !
| Nominet [45] 73 cymru, bot, wales 3 cymru 4 |
; Google [25] 46 - - app, page, dev, & A %% 47 i
! ZDNS [8] 20 top, ren 5 top, wang, ren, FZ R 3,374 !
5 Beijing Tele-info [6] 10 . - E§5) 1 5
| Total 812 i 17 - 3,425 |

2026/4/29 The affected registrie backends serve a total of 812 TLDs 32



Deletion Phase: Relic Domains and Hijacking Risks

LC: Registered renew

The pendingDelete status and LC: Avallable i LC: Add Grace Period e EPP: serverTransferProhibited "o Eppm
Root  the serverHold status of the R ____ | ’ e
Cause_ domain overlap, causing the —
Analysis software to be unable to clean } o renew in
. after 5 no restore 45 days i
up the delegation records normally. €82 Lo: oncngDelte [n300a70 Lo: Recempton Period  £01 EgPAii:i:::if}:“t?lﬁd
2026/4/29
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Deletion Phase: Relic Domains and Hijacking Risks

LC: Registered renew
i . create _ after 5 after 55
The pendlng Delete Status and Iégi:’l:-\mz;;\lable — Eg;f\g:rv(:?r?:n:grlg%hibite d daL» EPP: serverTransferProhibited dai» EPP: ok
Root  the serverHold status of the R ___ | ’ e
orce delete restore
Cause  omain overlap, causing the
- delete
Analysis . yare to be unable to clean j 45 davs
after 5 no restore i
up the delegation records normally. days  LC:Pending Delete in30days  LC: Redemption Period  delete  LCLAUO-Renew Brace berad

EPP: pendingDelete EPP: pendingDelete serverUpdateProhibited
serverHold _ <

Ay, Lai Jiang<jianglai@msn.com> a &« o 3
&3 s A Jingkai Yu B= 2025/1/21 20:58
Google and ZDNS kel
have confirmed the g
Disclosure ssue and have abpears 5 be fied. | o double chesking it the person resporsibl to ek sur that s adeed the case and

) will get back to you shortly.
completed the fix -
Lai

2026/4/29 34



Stale and Dangling records are harmful, But ...

> Dangling record risk was first identified in 2016

»Zombie awakening attack (2020)

»XDAuth attack (2024)

> Sitting Ducks attack (2024)

Dangling resource records are being widely abused.

35
2026/4/29 35



We can do it ...

EXAMPLE

Route 53

protects child.exampl
e.com from dangling
delegation records risk
by preventing <ns1>,
<ns2>, <ns3>, and <ns4>
from being assigned to
newly created hosted
zones with the same
domain name.

2026/4/29

aws

Resolver

Creating AWS CloudFormation
resources

Code examples
Security
¥ Data protection

Protection from dangling
delegation records

» Identity and access management
Logging and monitoring
Compliance validation
Resilience
Infrastructure security

Sending findings to Security Hub
CSPM

» Monitoring

Troubleshooting
IP address ranges

Tagging resources

» Tutorials

Best practices

Quotas

e R e

Get started Service guides Developer tools Al resources

[ Q. Search in this guide J

Documentation > Amazon Route 53 > Developer Guide

Protection from dangling delegation records in Route 53

C ¥ PDF ) ( ¥ RSS ) O Focus mode

With Route 53, a customer can create a hosted zone, such as example.com, to host their DNS records.
Each hosted zone comes with a "delegation set", which is a set of four name servers that a customer can
use to configure NS records in the parent domain. These NS records can be called "delegation NS records",
or "delegation records".

In order for the example.com Route 53 hosted zone to become authoritative, the rightful owner of the
example.com domain needs to configure delegation records in their ".com" parent domain through the
domain registrar. In cases where a customer loses access to the four name servers configured in the
parent domain, for example because the associated hosted zone is deleted, it can create a risk that an
attacker can exploit. This is referred to as a "dangling delegation records" risk.

Route 53 protects against the dangling delegation record risk in the case where a hosted zone is deleted.
After deletion, if a new hosted zone is being created with the same domain name, Route 53 will check if
the delegation records pointing to the deleted hosted zone are still present in the parent domain. If they
are, Route 53 will prevent any overlapping name servers from being assigned. This is scenario 1 in the
following examples.

Unauinvnar thava ava athar dAanalina dAalasatian vacavd vicloe aihich Danida EZ cant nraractk amnined A

On this page

Examples

¥ Recommended tasks

How to A

Modify VPC attachment in AWS Transit
Gateway

Configure encryption for Amazon SNS
topics with AWS KMS

View and manage CloudTrail
management events in AWS console

Delete an Amazon Bedrock knowledge
base

36
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How to do i1t ...

Double Clear

FIRST: When a user intends to host a domain

No [ Allocating ] When domain hosting providers assign
Whethe NS specific Name Servers (NS) to a user, they
Check NS itis an in- first perform an NS check to verify if any
_RQUSE N .
i Hosting | stale or legacy NS records exist.
Conflict
Yes

GOAL: prevent vulnerable domains from being exploited by malicious actors

SECOND: When a user terminates the hosting service

The provider enforces the removal of
Service } the domain's NS records through an
Termination . . . .

active verification mechanism.

The
existence of
in-house

No

Check NS

»026/4/20 GOAL: Inhibit the creation of additional dangling records at the source -
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e Domain Name System Operations Analysis and Research Center

Thank You & Get in Touch!

Yunyi Zhang

Emails:
yunyizhang@mail.tsinghua.edu.cn

1%+ %

Tsinghua University




