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Presentation Goals

R
/¥ Actionable Insights A Trends Characterization
e NX domain e Top 10 carriers e Traffic analysis
analysis o Resppnge code e DNSSEC
e Geo distribution distributions
"8 Architecture Takeaways

Comprehensive data collection framework review. Analysis utility and provider recommendations.



Data Foundation & Analysis
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Database & Source Presentation Scope

Uses raw query data captured and Data analysis is performed using
stored by DNS provider, over an Anthropic Claude to get insights
extended timeframe. and data correlation.

"2 Full data collection architecture will be detailed in the concluding section.



~  Actionable Insights



NX Domain Analysis




NX Domain Analysis - Goal

Objectives

e Determine which zone consistently receives the highest volume of
NXDomain queries

e Identify the underlying causes and indicators of these query patterns

Primary Finding

Email Infrastructure Domain

Recorded the highest volume of NXDOMAIN results across the analyzed
Zones



NX Domain data analysis

Monthly NX Query Volume Top 5 Most Queried NX Domains
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NX Domain Data Analysis: <emailzone.com>

Pattern Analysis
1. %i._spf.<emailzone.com>
e 32,516 variable pattern queries

e '"exists" clause in SPF record

2. DMARC Misconfigurations

dmarc.mailerdaemon<emailzone.com>

Domain doesn't exist but is heavily queried.

Question: WHY?

IP-Based Dominance

IP-based queries dominate the traffic

778M queries for domains like:
193.47.71.12. spf.<emailzone.com>

68.4%
|P-based SPF Queries

Possible misconfiguration or malicious
reconnaissance activity.
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Actionable Next Steps

m Work with Email Infra to correlate the data with misconfigurations and incorrect query
patterns

G’ Work with Security team to determine potential recon attacks.




Geographic Distribution of DNS Queries
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Geographic Distribution of DNS Queries

UltraDNS Pods - for main critical zone

116.3B 43 [ 12 3.75%

Total DNS Queries Analyzed Locations across Regions Overall NXDOMAIN Rate

Top Location: uswas1 (Washington DC) with 18.3B queries
Top Region: North America East with 25.8B queries

IPv6 Adoption: 38.7% in Europe-North (Highest) vs 2.2% in
Asia-West (Lowest)
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Geographic distribution of DNS queries across Vendor nodes

Top 10 Regions by Query Volume Top 10 Locations by Query Volume
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DNS Response Code Distribution

111.98
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Geographic distribution of DNS queries across Vendor nodes

SN
IPv4 vs IPv6 Query Distribution IPv6 Adoption by Region
europe 38.79
africa 35.29
south _ o
south 31.3%
america
north
america 29.5%
cent
asia 24 .19
Bl 23.3%
west
east
north
america 18.5%
west
north
america 13.1%
east
0 5 10 15 20 25 30 35 40

IPv6 Percentage (%)




Actionable next steps

~ Evaluate capacity in the most heavily used geo-locations.

(¢ Global load balancers can be designed to reduce latency.

® Deployment of IPV6 adoption in EU can be prioritized.
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Country-based Query Distribution for Zone
[EDNS cClient subnet(ECS) V/S ResolverlPs]
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Country-based Query Distribution for Zone- EC§»

90.1B [9 months] 5 Zones 34

Total DNS Queries Analyzed Analyzed DNS Zones Unique Countries

Most queried zone: livechatzone.example (30.6B queries,
34.0%)

Most active country: United States (32.6B queries, 36.2%)

Top 5 countries: United States, Singapore, Hong Kong, India, United
Kingdom,Germany
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Country-based Query Distribution for Zone-
ECS

Top Queries by DNS Zone Zone Market Share Zone Distribution by Top 5 Countries
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Country-based Query Distribution for Zone -
ResolverlPs

1.26 trillion[9
: 5 Zones 28

monthS] Analyzed DNS Zones
Total DNS Queries Analyzed

Unique Countries

Most queried zone: authlogizone.example (637.0B queries,
50.5%)

Most active country: United States (783.4B queries, 62.0%)
Top 5 countries: United States, Germany, Japan, India, United
Kingdom

salesforce
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Country-based Query Distribution for Zone -

ResolverlPs

Top Queries by DNS Zone (Client IP)
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Actionable next steps

Analyze deeper why Zone popularity varies based on inclusion of ECS.

Application footprint improvement based on Zone popularity
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TOP talking Clients
[EDNS cClient subnet(ECS) V/S ResolverlPs]
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TOP talking Clients - ECS

Total Queries (Last 3 Months)
1 9 Bi I I ion [Clients sending ECS option]

SCloud UCloud Comcast

9.7M queries/subnet 5.2M queries/subnet 179 queries/subnet

399M queries from 41 subnets. 2B queries from 394 subnets. 357M queries from 1.99M subnets.
Very concentrated traffic Highly concentrated Very distributed traffic

What this tells us:

High queries/subnet (SCloud, UCloud): A few |IP ranges generating massive volumes - likely
data centers, APIs, or automated systems.

Low queries/subnet (AT&T, Comcast): Many IP ranges with low individual volume - typical of
residential ISPs.

22



TOP talking Clients - ECS

salesforce
Top 10 Carriers by Total Queries Month-over-Month Growth (2026-02 to 2026-03)
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TOP talking Clients - ResolverlIPs

Total Queries (Last 3 Months)

470.6 Bi"ion [ClientIP analysis]

Salesforce Cisco OpenDNS Fastly
8.7M queries/IP 2.4M queries/IP 1.7TM queries/IP
Highest concentration - internal infrastructure. DNS resolver service. CDN infrastructure.

Key Client IP Insights:

Scale: 727,407 total distinct client IPs in March, with an average of 186,662 queries per IP.
Cloud/CDN Dominance: 93.6% of all queries originate from major cloud and CDN providers.
Concentration: High per-IP query volume observed from company network infrastructure.
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TOP talking Clients - ClientIP

Top 10 Carriers by Total Queries
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Cloudflare
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Actionable next steps

Evaluate Caching Strategy

Evaluate caching on corporate resolver to reduce Query loads.

Optimize GSLB Design

Review results for optimal Global Load balancers (GSLB) design.

salesforce
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~" TRAFFIC TRENDS &
CHARACTERIZATION



Query Type Distribution — All Zones excl. Reverse (Q1 2026)
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Record Type

Response Count
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Obsolete Query Types — Monthly Trend (Jul 2025 - Mar 2026)
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salesforce.com. — Daily TCP Responses vs UDP Truncated Responses (Jan 2026)
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TCP Responses (millions)

salesforce.com. — TCP vs UDP Truncated (daily, Jan 2026)
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Percentage (%)

Response Code Composition — All Zones (Percentage)
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Response Code Composition — mta.salesforce.com (Percentage)
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NXDOMAIN (%)

NXDOMAIN Response Rate (mta.salesforce.com on right axis)
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DNSSEC OK (DO) Flag (%)

Resolvers Setting DNSSEC OK Flag — salesforce.com
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DNSSEC OK Flag in Queries — salesforce.com
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Responses with RRSIG (%)

DNSSEC Signed Response Rate (DO=1 queries) — All Zones excl. Reverse
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HTTPS Queries (Billions)

HTTPS (Type 65) Query Volume — All Zones
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HTTPS Queries (Millions)

HTTPS (Type 65) Query Volume — salesforce.com
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HTTPS-to-A Query Ratio — Resolver HTTPS RR Adoption
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United States
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United Kingdom
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HTTPS RR Adoption: Client IP vs ECS — Top 20 Countries
(1-day sample: Feb 12, 2026, all forward zones)
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EDNS Client Subnet Usage

Only 8.6% of observed traffic carry the EDNS client subnet option
94.6% of Resolver IPs never send ECS (so 5.4% send)
ECS volume primary comes from a very small set of public resolvers
Including some that publicly state that they don't (selective, per domain)
Some of these resolvers send it selectively, others send it always.
ECS based traffic profile for DNS is often significantly different from resolver IP

e.g. Observed HTTPS/A ratio is almost double, reflecting a different aggregate type of
clients (consumer browser dominance most likely)
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Inactive Zones

Inactive zones, or zones with only erroneous or NXDOMAIN queries, and who is generating

those queries.
Analysis revealed many of these are obsolete or should otherwise be deleted.




DNS Data Pipeline
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Data Collection Architecture



Limitations/Improvements

Some analyses we wanted to perform but were unable to:

Examining client advertised EDNS buffer size (would improve our truncation analysis)
Examine range of EDNS header flags and options in use (selective collection of only
common ones) - DELEG, CDoE, etc

Response size.

Detecting probing for secure transport (DoT, DoQ, etc.)

Non realtime nature of the data collection
- Complex ETL pipeline with inherent data lag (a few hours currently)

In discussions with UltraDNS and extending their data collection & process to address of
these limitations.
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General comments

Multiple DNS vendors, but only looking at one.

We suspect broad similarities in traffic profiles though.

These are DNS traffic characteristics peculiar to our enterprise DNS infrastructure.
How representative are they of other enterprises/SaaS providers? We don't know.

We do know that we diverge from different types DNS infra (like the root and TLDs for
example, where the NXDOMAIN/NODATA distribution is significantly different from what

we've shown).

Plan to continue longitudinal measurements and analyses.
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Capabilities across other managed DNS vendors

Most vendors offer some form of near realtime query logging capability. But the captured
data is fairly limited, and there are often storage/cost challenges doing this at scale.

Furthermore none today offer a "data lake" type of capability, with detailed additional info. Per
query/response data, raw packet and pre-aggregated tables, metadata enrichment
(geo/carrier info etc), sql queriability, turnkey configuration, centralized multi-account data
collection, etc.
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General Capability across the industry?

Should other DNS platform vendors have a Private Data Lake type feature? We think so
(probably as a premium product).

Large well resourced orgs have the resources to utilize this effectively, and in this age of A.L
coding agent tools, this kind of analysis is well within the reach of almost any organization.

What is the data analysis good for?

- Traffic identification, trends, characterization

- Detecting misconfiguration in DNS zone data and/or applications
- Security analysis and response

- Informing applications about feature adoption

- Research

- Marketing?
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Thank you!

Questions or Comments?




