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Resilience is challenged by multiple incidents

Attacks Misconfiguration Censorship …

Outages
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Resilience is challenged by multiple incidents
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DNSSEC Anycast BCP38 …
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Goal: Improve resilience of recursive 
resolvers by measurement-driven insights

Mitigation techniques
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Use of public data sources for resilience assessment

DNSSEC Anycast BCP38 …
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Understanding the resolver ecosystem
Our approach
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69k
non-public resolvers 

in 8.6k ASes

35k
open resolvers in 

5.2k ASes

A glimpse into first results
Resolver coverage
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A glimpse into first results
Open resolvers in spoofing environments

Of the 35k open resolvers in our current dataset, 
36% are deployed in networks that appear to allow spoofing.
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Discussion

1. How would you define and assess resilience of DNS?

2. If you want to contribute data, talk to us!
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