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Resilience is challenged by multiple incidents
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Goal: Improve resilience of recursive Understand
resolvers by measurement-driven insights
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Use of public data sources for resilience assessment

Internet Society Pulse API (1.1.0)

Download OpenAPI specification:
Concentration >
APNIC

Shutdowns
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IPv6 Measurements
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DNSSEC Anycast
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Use of public data sources for resilience assessment

Anycast Census — Prefix Lookup

Recommendations for using this dataset

Data structure

Probing methodology

Citing LACes

Run your own anycast census

KIN DNSSEC Anycast
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Use of public data sources for resilience assessment

Spoofer API®

Session

ﬂ /sessions Retrieves the collect

(G380 /sessions/{id} Retrievesa

Models

Session-public >

EECLRCE Open DNS (ODNS) API

Home  APIDocumentation  Measurements

- News H

2025-11-25: Removed access to deprecated version 1.0.

API version 2.0 is fully backwards compatible.
2025-07-31: Released API version 2.0.
2025-05-01: Released API version 1.0.

- Open DNS API H

The ODNS API provides access to our latest DNS scan results.

We scan the complete IPv4 address space once a week for open DNS recursive resolvers, forwarders,
and transparent forwarders.

Try the APl now and get insights into the threat landscape posed by the open DNS infrastructure.

If you use our data, please, cite our work: 10.1145/3485983.3494872

KINDNS DNSSEC
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Understanding the resolver ecosystem
Our approach

— External data sources — Active measurements

Recursive Resolvers

APNIC Labs Measurements and Data
IPv6 Measurements

DNS Measurements
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A glimpse into first results
Resolver coverage

35k 69k

open resolvers in non-public resolvers
5.2k ASes in 8.6k ASes
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A glimpse into first results
Open resolvers in spoofing environments
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Top 50 economies with most open recursive resolvers; (#ASes) allowing for spoofing
Of the 35k open resolvers in our current dataset,
36% are deployed in networks that appear to allow spoofing.
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Discussion

1. How would you define and assess resilience of DNS?

2. If you want to contribute data, talk to us!
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