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PoPAI
POisoning Prevention by Authentication & Integrity

• IPS/FW module 

• Fast    &   Efficient 

• Detection   &   Mitigation 

• of *all* Statistical DNS Poisoning attacks

• Past    &   Future

• zero FN and negligible FP
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PoPAI
*all* Statistical DNS Poisoning attacks

1. Standard  Statistical attacks

2. Fragmentation attacks

3. Out-of-Bailiwick attacks

We do not detect or mitigate

Session hijacking attacks:

1. MITM poisoning attacks

2. BGP hijacking attacks
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Mitigated CVEs
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PoPAI

• Mythos-ready for the DNS Vulnerability Storm

• disclosure → exploitation time is shrinking!

FuturePast  &
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PoPAI
Statistical  attacks

• Detection: minimize false negatives (FN)  & negligible false positive, 0.0076% (FP)
(>#5 Packets)

• Mitigation: zero FN * & zero FP

===============================================================

• All together:                zero FN             

In conclusion:

➔ Blocks 99.993% of attacks  with zero false negatives!

➔ Fast & efficient

& negligible FP  (0.0076%)
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• All together:                 zero FN             

In conclusion:

➔ Blocks 100% of fragmentation attacks  with zero false negatives!

➔ Fast & efficient

& zero FP  
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PoPAI Three detection rules

• Rl1      Catches attack after 5 packets!
• Using CMS, Minimum Memory (~4Kbit)

• Rl2 - Fragmentation Attacks – any fragment.

• Rl3 - Out of Bailiwick Attacks – any out-of-bailiwick
= glue RRs outside the target domain
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Suricata &  Snort

• Passive IDSs

• Cannot aggregate by domain name

POPAI detection:

• 2x – 5x faster than Suricata/Snort 

• 5%–10% of packets analyzed by Suricata/Snort 

• Suricata/Snort 10×–20× more False Negatives than PoPAI

Comparison to Suricata/Snort



Conclusions  POPAI:

• Simple Detection of DNS cache poisoning attacks (3 rules).

• Mitigation - TC Flag →TCP, Data Erasure ~0 FN, 0 FP.

• POPAI mitigates FUTURE poisoning attacks, haven’t yet seen

• POPAI mitigation works with any detection method
various combinations are considered.



Thank you for listening!
•

Open Source code: 
https://zenodo.org/records/15688589

For more information

https://deepness-lab.org

yehuda.afek@gmail.com

https://zenodo.org/records/15688589
https://deepness-lab.org/

