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Stopping a loop isn't the hard part

The question is how quickly, at what upstream cost, and whether the next client pays again

e CNAME and delegation loops are old, well-understood failure modes
e Recursive resolvers terminate them — none loops forever

e What actually matters:
— how quickly the loop is recognised
— how much upstream work is spent before giving up
— whether equivalent work is suppressed for the next query

— whether operators can see why the SERVFAIL happened

Bounded failure # early, explainable, efficiently suppressed failure
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Four controls that bound a loop

Each catches a different shape; none of them covers everything on its own

1 p. 3 4

Visited-name Alias limit Work / depth budget Failure cache +
detection telemetry

Stop when a CNAME target Cap CNAMEs followed per Cap recursion levels and RFC 9520: remember the
repeats query total steps failure briefly, count why
Early, exact — but only for what it Catches long chains, loops or not Always terminates — after Stops the next query paying again
tracks spending the budget
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Loop shapes we studied

Loop shapes covered by our regression tests and code review

CNAME self-loop

self.cna

O points to itself

Fan-out (4 glueless NS)

zf x4 NS in zg

!

zg x4 NS in zf

O back to the first
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CNAME ring across 3 zones

a.cna

b.cnb

v

Cc.cnc

U back to the first

NS names that don't exist

zn

v

nsl-4.nonexistent

never resolves

Mutual glueless delegation

zx NS ns.zy

v

zy NS ns.zx

O back to the first

Lame: only server REFUSES

lame

v

REFUSED

never resolves
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Delegation ring (3 zones)

zrl

zr2

v

zr3

U back to the first

CNAME into a loop

c2m.control

v

WWW.ZX

never resolves
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Which loop shapes our counters see

response.loop.* sees CNAME loops; only the failure cache sees delegation loops

Loop shape (slide 4)

CNAME self-loop

CNAME ring across 3 zones

Mutual glueless delegation

Delegation ring (3 zones)

Fan-out (4 glueless NS)

NS names that don't exist

Lame: only server REFUSES

CNAME into a loop

response.loop.* first query

v/ cname-direct

v/ cname-direct

— hone

— hone

work-exhausted
only if budget runs out

— none

— none

— none
no name repeats

Failure cache:

— not cached
— not cached

V set

v set
client's zone only

V set
V set
— not cached

v set (for zx)

Consecutive Queries — Use of
failure cache
(within 5s)

pays again

pays again

hit, O upstream

hit, 0 upstream

hit, O upstream

hit

pays again

hit

Each loop shape shows up in exactly one place: the loop counters or the failure cache, never both. Some shapes show up in neither. Our alias limit counter only fires inside
nameserver lookups, so client-side chains past 16 CNAMEs are stopped but not counted.
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Experiment Methodology

Real traffic for frequency and cache effect; a controlled lab for loop shapes

Mirrored traffic Top-1M replay (lab)

e Lab resolver instance receiving mirrored traffic e Lab resolver replaying the public Cisco Umbrella Top 1M list

® Resolvers with the failure cache and loop counters e Queries go to the real authoritative servers on the internet

e Counters only — responses unchanged with cache off ® 60 min warm-up, then 2 x 60 min at 20 k gps: failure cache

¢ Failure cache ON, then OFF ON, then OFF

« All rates normalized per million responses e Upstream measured at the resolver: authoritative queries per
client query

e24h tests

afraln
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RFC 9520 failure cache

Remember "this delegation has no usable nameserver" for 5 seconds

Design Deliberately not cached

e Keyed by zone name — siblings share the failure Outcomes that depend on this query, not the zone:

e Cached: no NS name resolves, or every server lame — client timeout

e Fixed 5sTTL (RFC 9520:>1 s, <5 min recommended) — work budget already exhausted

e Hit > SERVFAIL with no upstream work — same answer as — forwarded or RD=0 queries

without the cache — QNAME-minimized pass that will be retried

* Off by default; option failure_cache_enabled REFUSED / SERVFAIL from every server: not failure-cached;

Failing servers are tracked per address in the existing SERVFAIL
cache

afraln
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Failure cache in two experiments

Cache ON vs OFF in matched windows - per million responses

Traffic Mirrored Mirrored Ll Top-1M

T T What it says

Failure cache ON OFF ON OFF e Benefit scales with repetition: real traffic re-

asks a failed zone ~11x within 5 s; a once-
Failure-cache hits 7,511 0 112 0 through list barely does (= 1.1x)

e Same SERVFAIL rate — the cache changes
Zones cached (sets) 604 0 105 0 costs, not answers

e mirrored upstream is about 6% lower with the
Hits per cached zone =12 -~ =1.1 —~ cache ON

* No overhead seen: the same 2.5 ms queue
SERVFAILs served from cache 43 % — 2.4% - time with the cache on and off
SERVFAIL responses 17,489 17,150 4,741 4,619
Upstream per client query 0.229 0.245 0.42 0.55

Mirrored traffic: one matched hour, 11:00-12:00 UTC, ON 22 Oct vs OFF 23 Oct (load and SERVFAIL rate within 2 %).
Top-1M: replay of the public Cisco Umbrella Top 1M list, 60 min warm-up, then 2 x 60 min at 20 k gps, ON then OFF.
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Client:Auth ratio in both experiments

- Left: Mirrored traffic - Right: top-1M replay
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Mirrored traffic - 10-22 00:00 — 10-23 23:00 UTC; cache off from 10-23 06:57 Top-1M replay - 10-30 17:22-19:34 UTC; cache on 17:22-18:22, off from 18:33 on

Shown: 0:1, 0:2+, 1:5, 1:7+. 1:5 and 1:7+ follow the traffic level. 0:2+ bursts appear awarm cache

with the cache on (10-22 10:30-12:30, 23:00-01:30) and off (10-23 06:00-12:30, Shown: 1:2-1:7+. Answers needing 2+ upstream queries run at ~1.0-1.3 K/s with

from 20:30), so they don't track the switch. the cache on and ~1.4-1.9 K/s with it off: 6.8 % vs 9.5 % of transactions over each
hour.
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Loop counters don't move with the cache enablement

Events per million responses, both experiments

. . Traffic

Traffic Mirrored Mirrored
Counter

Failure cache Failure cache

(o]\] OFF
cname-direct 14.1 13.8
work-exhausted 0.60 0.73
alias-exhausted 0.003 0.002

Traffic Traffic
Top-1M Top-1M
Failure cache Failure cache
ON (warm) OFF (warm)
16.2 16.8
3.42 3.02
0 0

Mirrored traffic: 2 x 24 h. Top-1M: 60 min warm-up, then 2 x 60 min at 20 k gps, ~“59 M responses per run. Counters count
events, not responses: one client query can raise work-exhausted once per level that gives up.
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What it says

e CNAME loops: a steady ~14-17 per
million in both traffic mixes, cache on or
off — by design they are answered, never
cached

e Budget exhaustion is rare: <1 per
million on mirrored traffic, ~3 per million
on the top-1M list, with the cache on or
off

e alias-exhausted = never: it only counts
chains met while resolving an NS address

e On mirrored trafficc CNAME loops are
~20x more frequent than budget
exhaustion
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Mirrored traffic: failure cache and loop counters
Mirrored traffic, 10-22 — 10-23; cache switched off 10-23 06:56:50 UTC

Failure Cache.
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Failure cache: lookups and hits drop to zero when the cache is switched off at 06:57. Loop counters: cname-direct level shifts follow traffic, not the switch. Red dashed lines are
dashboard annotations.
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Plan

Keep all four controls — they are complementary, not alternatives

Implement RFC 9520 failure caching keyed by zone, short TTL, excluding query-specific outcomes

Count loop and limit events separately from SERVFAIL

— e.g. cname-direct, alias-exhausted, work-exhausted, failure-cache hit

Proposal: Extended DNS Error mapping for loop / unusable-delegation failures

afraln
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IELGEVENTS

1 Stopping a loop is not the same as stopping its cost

2 On real traffic, repeated work across queries matters more than detecting the loop

3 A zone-keyed failure cache makes loop handling more efficient

Questions? - ddonin@cisco.com - dthakkar@cisco.com - seamoone@cisco.com
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Backup

OpenDNSCache limits




B1 - The four controls in OpenDNSCache

Values in the tested build

Control

Visited-name CNAME detection

Alias limit

Recursion depth

Total work budget

Failure cache (RFC 9520)

Failure-cause telemetry

© 2026 Cisco and/or its affiliates. All rights reserved.

OpenDNSCache

Stops when a CNAME target repeats in the chain

16 CNAMEs per query

6 levels of dependent lookups

356 steps, minus 3 per level

Zone-keyed, 5 s, opt-in

response.loop.*, cache.failure.*

OARC 47 - Beyond Loop Limits - BACKUP

Outcome when it fires

Answer returned as-is

Lookup abandoned

Lookup abandoned

SERVFAIL

SERVFAIL, no upstream work

Counted; response unchanged
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B2 - What didn't work: signature-based loop detection

Our first design tried to catch every cycle as it happened

The idea

Track (level, state, name) signatures
across CNAME, delegation and NS-
address lookups

SERVFAIL as soon as one repeats

© 2026 Cisco and/or its affiliates. All rights reserved.

What went wrong

Legitimate revisits look like loops:

— forwarder fallback
— skipped-zone recovery

-> SERVFAIL for good traffic

OARC 47 - Beyond Loop Limits

The lesson

Existing limits already bound the work
inside one query

The waste is the same doomed work
repeated by every query

That's a caching problem, not a
detection problem
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