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6 Feb 2007

On 6 Feb 2007 a Distributed Demial of Service (DDoS)
attack was launched against the DNS Root Servers.

ackets were mostly mal-formed DNS Queries

affic appears to have mainly come from the Asia /
ific region
k came 1n two distinct waves with a sustained

1s attack
Icast (one instance) network



(not so) Pretty Pictures

Unansvered Queries (AVERAGE) for L root (ICANN) [05.02.2007 13:00 - 09.02.2007 12:59 UTC]

AIHILI0 I40L A 001044

I e e s e T ] DT R e e
i i
£S5 i | " l
|
B0 . k
1
.:. ] [ |
55 1 ] ’e | |
II
i 1
& ] : !
—_ y i I
& i i |
& 45 ! ! ¥
= i 5. i
m i :
H] 1 7
'z 40 —; |
o
=
& i [ i 1 i 1
T 35 |
= i
z L
] | |
= 30 7 |
=
S
— L
= 25 |
w (] i
L)
=T
[
= 20 i
T I
1 |
15 .
| 1
I
| o
10 . : ¥
| I
o 1
3 ! I f 1 |
i L] I
i ey (] I
5 : B, BN MRS s
1800 00; 00 0g: 00 1200 1800 00; a0 0 00 12:00 18:00 00 oo 0g: 00 12: 00 1200 00: 00 0g: 00
O oo tt01 CHLY O 04: tto3(HL) O 02 tta7(5E) O o3 tt02(SED O o4 tt10d O 05: tt102(0E) O 0 tt103( TP O o7 tt10SCIT)
O 02 tt10605E) O 09: tt102(02) O 10: tt103C(5E) O 11: tt110(5E) O 12: tt111(DE) O 13: tt114CHL) OO 18: tt1150HL) O 15: tt117(0E)
O 48 tEt1180HUY O A7 tt1130H O 48 tt12(0E) O 15 tt12003E) O 20: te121(HL) O 21:tt1220HL) O 22: tti230HL) O 23 tt1240HL)
O 24: tt1250LU) O 25: tt1260AT) 0O 2&: tt127(0E) 0O 27: tt1230us) 0O =22 tt130(0E) 0O 29: tt131 (DE) O 20: tt13200E) 0O 31:tt1330C2)
O 22 tt12400A) O Z3:itt135(0E) O 24 tt1380CY) O 35 tt137(0E) O =26 tt138(EH) O 37: tt13800EY O 28 tt144(DED O =9 tt142(ER)
O 40: tt170IT) O a1: tr2205K) 0O 42: tt230us) 0O 431 tt2501E) O 48! tt260UK) O 45: tt31 (CH) O 46: tt34(FI) O 47: tt36(FR)
O 48 tt42(GR) O 45: tt47(NZ) [ S0: tE52CHL) O =1: ttE4 (UKD [0 52: tt5E(FT) O =3 ttEE(EE) [ 54: tt52(IT) [ S5 ttE2(EED
[ 56! tT7F3CATY O 57: tt74Cau) O s2: tt7eLUK) [0 59: ttF7IDE) O B0: tt73IUK) O &1: tta40Us) O 52 ttas(cH) O 2 tt36(CH)
O B4: ttazius) O B5: ttas(IL) O ee: ttao O &7: tt3BCNL) O B2 ttazinL) O 59: tt33(NL) O O
O B6% < MAXCUnanswered Queries) < 90% W MaxCUnanswered Queries) »= Qg O no data available




[. Root Actions

Two action groups:

" Team 1 worked on the attack and existing instance of L
Root

Team 2 traveled to new location to bring up the new L



Team 1 (The Attack)

Two distinct attacks
Saw sustained attack traffic throughout the

icipated with the other Root Server
ators

S the information conduit to
staff



Team 2 (The Fix)

" New instance was due to go live the week after the
attack

" Team 2 traveled to location to bring up instance

Some 1ssues with BGP and announcements caused
me route flaps

instance immediately soaked the attack and
ndled real queries

hut off the “legacy” instance after new



http://dnsmon.ripe.net

Unansvered Queries (AVERAGE) for L root (ICANN) [D5.02.2007 13:00 - 09.02.2007 12:59 UTC]
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1§00 0000 OG:00 1200 1S:00  00:00  0B:00 42100 48100 00:00 0600 12:00 18100  00:00 0500
[ 00: tt01 (L) [J 01: tEOZCHL) [ 02: tt07(5E) [ 03 tt0S(SE) O 04: tt101 [J 05: tt102(E) [ 08: tt103(JF) [J 07: tt105CIT)
O 08: tt106(CE) O 08: tt108(C2) O 10: tt109(5E) O 11: tt110(5E) O 12 tt111(DE) O 13 tt114(HL) O 14: tE115(HL) [ 15: tt147(DE)
O 16: tt118CHU) O 17: tt11aCHL) O 18: tt12(DED O 19: tt120(GE) O 20: tt121 (L) O 21: tt122(HL) O 22: tt1230HL) [ 23: tt124(HL)
O 24 tt125(LU) O 25: tt126(AT) O 2&: tt127(DE) O z7: tt12a(us) O 28: tt130(DE) O 28 tt131 (DE) O 20: tt132(DE) O 2 tt133(C2)
[ 32: tt13404A) [ 33 tt135(0E) O 34 tt1360CY) [ 35: tt137(DE) [ 36: tt138(EH) O 37: tt139(DE) [ 28: tt141(DE) [ 29: tt142(BR)
O 40: tt17(IT) O #1: tt22(5K) O 42: tr2z(us) [ 4z tt2E(IE) O 44: tr2e(uK) [ 45: tT3 (CH) [ 98 tt34(FI) [ 47: tt38(FR)
[ 48: tT42(GR) [ 32: tT47(NZ) [ 50: tr52(hL) [ 51: tE54(UK) [ 52: ttEs(PT) [ 52 ttEE(EE) O 54: ttea(IT) [ 55: ttE2(EE)
[ 56: tt73(AT) [ 57: tt740Al) [ 58: tt7E(UK) [J 59: tt77(DE) O BO: tE7E(UK) [ &1: tta4(us) [ B2: tta5(CH) [ 53: ttEE(CH)
O B4 tta7(Us) [ 65: tr&a(IL) O &&: ttan [ &7: ttSE(HL) O B&: tta7inL) [ &2: ttas(HL) [m| O
O =

% ¢ MAX(Unanswered Queries) < 90% W MAXCUnanswered Queries) »= 90% O no data available




New Infrastructure

" Increased capacity by over 1000%
Better peering
an handle more queries per second (qps)

ter monitoring, reporting and
cation tools

ed a packet generator to test the new
cture (http://www.1xiacom.com/)
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L. Root Today

Unansvered Queries (AYERAGE) for L root (ICANN) [26.03.2007 10:00 - 27.03.2007 09:59 UTC]
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Why Upgrade?

" L Root’s infrastructure was “legacy”

" Older model routers, switches and servers
Limited peering choices

ated some equipment to NSRC and

ing on donating most of the rest as
we finish disassembly.



L Root - Future Plans

Site Hardening
nycasting

First Anycast location for L Root will be 1n
1ami, FLL USA

king on a roll-out schedule

Peering and more Peering
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Resources

http://www.root-servers.org
http://www.nanog.org/mtg-0702/presentations/knight.pdf (D. Knight - ISC)
ttp://dnsmon.ripe.net

://icann.org/announcements/factsheet-dns-attack-08mar07 v1.1.pdf
ilable at the [CANN Booth)
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http://www.root-servers.org
http://www.nanog.org/mtg-0702/presentations/knight.pdf
http://icann.org/announcements/factsheet-dns-attack-08mar07_v1.1.pdf

Questions?

john.crain(@icann.org

steve.conte(@icann.org
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